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Chinese translation of Apache Shiro 1.2.x Reference Manual and the other article collection.
The laset version of Apache Shiro is 1.2.x. You can also see the demos of the reference at
https://github.com/waylau/apache-shiro-1.2.x-reference-demos.There is also a GitBook
version of the book: http://waylau.gitbooks.io/apache-shiro-1-2-x-reference or
http://www.waylau.com/apache-shiro-1.2.x-reference/. Let's READ!
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(2015-8-1) ShiroMI=FThRA % 1.2.4, FIF L Ret | xttb 21783, HERXHERL, 1§
AfeE, AXHXRAER #EBRE, MARZRIIEE,

Get Started 01 745 17 i3

#BHETFTEAOZ—:

e https://github.com/waylau/apache-shiro-1.2.x-reference #] SUMMARY.md (J&#3)

e hitp://waylau.gitbooks.io/apache-shiro-1-2-x-reference m# Read 241 (A% E#,
R i) B E — )

e hitp://waylau.com/apache-shiro-1.2.x-reference/ (BN 7 ERER, THEH., REE
¥1F 2016-2-16)

Code JR 73
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Issue = N, &l
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1. Introduction 7142

What is Apache Shiro?

Apache Shirog— M HEER K, RIEH, FRHUREIER, ST 475 MnIBHHn
i, B R RiEEEMNE,

Apache ShirofNEZ B2 % THEAMER. RERBBERE X%, EELARIRES, EHR
Shirof I R E X #FH, —NMFNELER L ZFHRE xM, BAREH L. EWBAPI, X
HAEFF 2 AR £ 5 REFREMTE % B 7 .

ShirogEM 208 ?

o %t 515
FA 7 37 i) A PRI, Eban -
o HItFA FREFRT —ENREAR,
o HIEFF FREWIRTFENENRENR
7£3E web ¢ EJB A 2RHIFIR T AT LMEE [ F Session API
B LAok 2 GAGE. 37 1 3R, & Session £ AR % EREH
A —AEU LR P R BIERHIEAESHR— 1 EEHA # "view"(il &)
T ¥ R & F(SSO)IIAE
X friefit"'Remember Me’fk %, KEXNA 7 XBESMERE %

FE—EEXE—TERERNNS TERBAPIL,

Shiro M OEFRAE 1 A HFE T2 LkThee, NBIGSTABERERE, KEItw mAH, MAF
EEEME=HEZRE. B, 2AR%5ZE. U2 Shiro WEMNEREMEEA R £ 1 5 3R
ErE, B IEENZABE AR E T FHEENA,

Apache Shiro Features #514%

Apache Shiro2— N2 EM., BSFESIEENEZLIELR, Tr #»#RShirothREMIIESS A -
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Authentication Authorization

Primary Concerns

Session Cryptography

Management

b 8
Web Support Caching

. | .Yﬁememher
Concurrency | Testing | "Run As" Me

Supporting Features

Authentication (3A3£) , Authorization ($%4x) , Session Management (&i£EE) ,
Cryptography (I0%) #% Shiro #EZRHIFF % A A A 8w AEREHNEAER, BLREEHIIK
BEEEMNE:

e Authentication GGhir) : A HHiR5, BERMTYAER"

e Authorization (#4x) : 35 19i%Hl, LWINENH > REEEENMRENERRR,

* Session Management (R EIE) : HETH PHNREEE EETIweb 3¢ EJB &
REF.

e Cryptography (I1#%) : 7ZExt#IEREAMNBEEEZMENRN, RieZFHER,

F A HMBTIRE R T HAME X LEARE 5 AFETREMBIR TR, iU THThEE
THF

* Web3z#F : Shiro 12tH) web Z#F api, TLURZ MR web 5 ARFHEL,
o 217 : 42172 Apache Shiro Rt ZRIRFIRRE. BRNEEFER,

e H% : Apache Shiro 2% &1 5 BREFHFH & FFit,

o MK ¢ XFFEITTMRFERN R, BERKLDMABH—HRE,

e "Run As": XNINEESR A 2Bk 5 — A PRER(EF TR T).

e "Remember Me" : E5 session it £ PG, REEERHRENTFEE .

1. Introduction 142 7



2. Tutorial &

Your First Apache Shiro Application 55—/
Shiro 1 H

INRRZ Apache Shiro #1F, X & 52 IR IF M & R~ 404 18 i Apache Shiro % E— ¥
RIS 4 2T L s BER, BETERMST4 Shiro OB, BBIREE Shiro #93%
i+ #0 AP,

LIRIRPEAZ R e, MRIEAEpE XX ETURE—NNVERBNTROMEANSE, ®iF—
ANtk

e 1EApache Shiro #J Subversion 174 & :
https://svn.apache.org/repos/asf/shiro/trunk/samples/quickstart/
e 7EApache Shiro B #3 % %7 samples/quickstart B &/, REHBRLLT #,
e (BEX: pEHLRMUTECHNS, GETHXERE, AEMRESTHIMT)
o 1
o ~f5I2
o ~f5I3

Setup % &

XA 2RO, BT E—NIER 4§ 206 K FATRF, B E T HRE R, X AR
A L4 BEE Shiro FIAPI,

210 5 iR

Apache Shiroi% i+ M—F AL R i ARRF—MR/INGTIT 5 AR R ANEER
web TR, xtTFAHIE, REFMNUE—N G 2005 BRERF /RE0ENE 2 BEENFERE
R #1T 5 AREF I ESERE,

AHEEE Java 1.5 AEESMRA. Mz FEA Apache Maven fEABMBPIMEBETIE, H4
ix 24 F Apache Shiro it N2 5. REEEHR S Shiro Y jars, B LUE B RIRE %
R 5 AR, Bt - B A Apache Ant 1 lvy .

st FAEIZ, HBEREFER Maven 2.2.1 B ESRA. # 70X Maven ZE 2B 1EM, 91T
T3z 4T mvn --version H &2 % LU0


https://svn.apache.org/repos/asf/shiro/trunk/samples/quickstart/
http://shiro.apache.org/download.html
https://github.com/waylau/apache-shiro-1.2.x-reference-demos/tree/master/shiro-tutorial
https://github.com/waylau/apache-shiro-1.2.x-reference-demos/tree/master/shiro-tutorial-1
https://github.com/waylau/apache-shiro-1.2.x-reference-demos/tree/master/shiro-tutorial-2
http://maven.apache.org/
http://ant.apache.org/
http://ant.apache.org/ivy

C=“Uszers Administrator>mvn —version

Apache Maven 3.2.1 (eaBbZhB7643dbblh84bbdlbelfB8371h66bbcle?; 2014-8B2-15T0A1:37:5
2+88 868>

aven home: D:“Program Files <(x86>“Apache Software Foundation“apache—maven—-3.2.1

Java version: 1.7.8_86, vendor: Oracle Corporation

Java home: C:“Program Files <x86>“Javasjdkl.7.8_86-Jjre

Default locale: zh_CM,. platform encoding: GBK

0% name: "windows ?Y. version: “6.1". arch: "x86", family: "windows"

NI R Z g P ol B — P8 &, 6040, shiro-tutorial fE4 EHEZHEE & FREUT
Maven pom.xml 1&:

2P class

BT — 1N g 2 me T BRER REHAMNSEESE—N public static void
main(String[] args) Fi% Java %,

2 E pom.xml XEHE—DHE & T, 28— src/mainfjava FH &. 7E src/main/java &2 —
A Tutorial java X, SELULTHA:

src/main/java/Tutorial.java

import org.apache.shiro.SecurityuUtils;

import org.apache.shiro.authc.*;

import org.apache.shiro.config.IniSecurityManagerFactory;
import org.apache.shiro.mgt.SecurityManager;

import org.apache.shiro.session.Session;

import org.apache.shiro.subject.Subject;

import org.apache.shiro.util.Factory;

import org.slf4j.Logger;

import org.slf4j.LoggerFactory;

public class Tutorial {
private static final transient Logger log = LoggerFactory.getLogger(Tutorial.class);
public static void main(String[] args) {
log.info("My First Apache Shiro Application");

System.exit(0Q);

}
J =

HAEESIABHEHE, THFERERER, HIMNEMWXTENEH, K%L "My First
Apache Shiro Application" F HiBH,

Test Run X35 1T



TEZE 7 B #9AR B % (40 shiro-tutorial ) ATUL F RS IR AT, # ALLTF:

FASERFRMNNKRE L BREFNZTIEE, BrUSFR2UTFTENHE G2E
F o ERHRRE)

BN BHEE: CAWindows'system 32 cmd.exe I?“E|-E

n—profiles2 B.4/maven—profile-2._A.4.pom (d B at B.8 KBrssec)

Dowvnloading: http://maven.oschina.netscontentsgroupsspublicsorgsapache mavensmav
en—artifact—manager-2.0.4maven—artifact—manager—2.8.4.pom

Dowvnloaded: http://maven.oschina.net/content/groupsspublic sorgsapache/maven/mave
n—artifact—manager/2.0.4/maven—artifact—manager—2.0.4.pom (B B at 8.8 KB-/zec>
Downloading: http://maven.oschina.netscontentsgroups-public-orgsapache maven/mav
en—repository—metadatas?.@B. 4 maven—repository—netadata—2.68.4.pom

Downloaded: http://maven.oschina.netscontent /groups-public sorgsapache/mavensmave
n—repository—metadatars2.@.4/maven—reposzitory—metadata-2.8.4.pom (B B at B.8 KBrs
ec)

Downloading: http://maven.oschina.netscontentsgroups-public-orgsapache/maven/mav
en—artifact/2 . A_.4/maven—artifact—-2.60.4.pom

Downloaded: http:-//maven.oschina.netscontent /groups-public sorgsapache/mavensmave
n—artifacts2_B.4/maven—artifact-2.8.4_pon (B B at B.8 KB-/zec)

B [Tutorial.main<>] IMF0O Tutorial — My First Apache Shiro Application
D:workspaceGithubsapache—zhiro—1.2 . x—reference—demoz shiro—tutoriall X

BB 2% T 5 ARFRK LR pFEIHEE
REBEAVRINEZ MR 22 E, & LLiz 1T mvn compile exec:java BEIB A1 E LRI R,

Enable Shiro &8

A Shiro ZIEFEHE—HEIE=Z Shiro JLFERMAENSEEEFN— /04 SecurityManager
BXR, stFEBLEFAZE Java security A5 ER : iXH java.lang.SecurityManager F~&—[@
S

AR EArchitectureZE 1 # il Shiro B3% 3+, B EBVEHIE Shrio SecurityManager
ZER R/ Shiro %D, B—1TMREFBLESRFE— SecurityManager, FTEA, EFHMED
TR s MR —HE B R EIL— SecurityManager 52 5,

Configuration B2 &

& AR LLIE# =+ SecurityManager 251k, {B7E Java X s/ x¢Shiro B
SecurityManager P i B0t A AN ER A TR B Sk AR B U NEE-- T ix L
SecurityManager B — 1" RENEEX A E 2%,

# 1k, Shiro BUARE T —DEARR INI BBEXHHBRAR, AiBE2 stk KH XML 34
BERET, M—DINIXHZ:5H, MERKENAHRY, BEFRRBI—1TE£5
FERIRBIBAE INI 722t f§ £ St RATEEMNHEZIEE B RERN, il SecurityManager

ZMECE LB


https://github.com/waylau/apache-shiro-1.2.x-reference/blob/master/I.%20Overview%20%E6%80%BB%E8%A7%88/3.%20Architecture%20%E6%9E%B6%E6%9E%84.md

Shiro B9 SecurityManager #9352 s FIE P& #1928 145 EB 2 JavaBean, FLARI LA % FfZ st
Shiro #1{TECE, LLEOXML (Spring, JBoss, Guice, &%) , YAML, JSON, Groovy Builder
markup, REE, INI RZ Shiro —MEEANEEARN, FEEATUEERAEHRHITER
tbanFERLEE B LU LRER A FIEA,

o

shiro.ini

FEZXANREIFFEAER— INI SXHEEEEShiro SecurityManager, &%, 7E pom.xml BB
* H a8 —src/main/resources ¥ B %, EizFHB FHaE— shiro.ini 34, ABMT :

src/main/resources/shiro.ini

#

# Tutorial INI configuration

#

# Usernames/passwords are based on the classic Mel Brooks' film "Spaceballs" :)
#

£ CCCCOOOCCOCCCCCCOOCOCCCCCCCCCO OO OO COC o O 0O OO OO C 0o 000000000 C00 o000 00000 SS o
# Users and their (optional) assigned roles

# username = password, rolel, role2, ..., roleN

! CCCCCOOOCOCCCCCCCOCOCCCCCCCCCC OO OO OO oo 0O OO OO C 0o 000000000000 o 000000000 oo
[users]

root = secret, admin

guest = guest, guest

presidentskroob = 12345, president

darkhelmet = ludicrousspeed, darklord, schwartz
lonestarr = vespa, goodguy, schwartz

# Roles with assigned permissions
# roleName = perml, perm2, ..., permN

schwartz = lightsaber:*
goodguy = winnebago:drive:eagle5

ALUER, EzREXHPREMMEET LTEANK P, dBRNX—TEFE2REY
T, BUEMETH, SBEINMEMREER 0 » Bty £. LDAP G B &
F,

Referencing the Configuration 5| FHEZE

REFMNBLEELT —1 INEXHE, FnATLIERANBIRAIERF+ ¢ 8SecurityManager 52 )
7, B main MEHHKB#ITOTHE


http://www.yaml.org/

public static void main(String[] args) {
log.info("My First Apache Shiro Application");

//1.
Factory<SecurityManager> factory = new IniSecurityManagerFactory('"classpath:shiro.ini

//2.
SecurityManager securityManager = factory.getInstance();

//3.
SecurityUtils.setSecurityManager (securityManager);

System.exit(0Q);
3

{ m—

X bR B ER = TR ARIEShiroN# 7T HAIRE, X4 f %,

#ATmvn compile exec:java FILLEEIFRF K IHAYE T (BBF Shiro BRIATE debug HEIKE F
e & A&, FILMRASEREM Shiro AR H--REE TR B #2187, REVELIRIE
BamHT) .

LEATINABICSE T FEEE

1. {&H Shiro #J IniSecurityManagerFactory I # T F18shiro.ini 3X4, 2 XHEET
classpath BB 2, XM MITHIERILHE shiro £#F Factory Method Design
Pattern (L] #£30) , classpath : % IRRIIERATZ, 5 shiro M EINE ini X (H
CHEIZ, 0 url:F file: BEZFHF) o

2.factory.getinstance() A /E#GA A, ZAEDH INI XXHFRIEEDE XX FR O —1
SecurityManager 32 1,

3IEXN G 2 RBIF, Fi1iF SecurityManager i% BBX T static (memory) singleton, & LU
it JVM 35 ], SERMRMME—D JVM FINE L NMER shiro REF s N EX A, EXDHE
#BId, xEFLH, BEEERRNEAFRER, BEXN SecurityManager T2
IBEME T (A07E web Y ServletContexct 8¢ Spring. Guice. JBoss DI &25521)
#,

Using Shiro £

MIEFABY SecurityManager B2 £ &45F T, BNAUFBRATEMNEEXRDOHNFR-HITR
2ET,


http://en.wikipedia.org/wiki/Factory_method_pattern

K TRPEMNVRFETE, B4 BCRSH P ERE #EARMNA » 2 "HE LA
PFRAARHFMEGE?BRERNSEERLHE XA A BEONE XL 5  BFAE
BUERArEatL, BRYERT (RL) WETE—1TA . AN, BEENEEHEN
BEZLNAFHEIE YA #WE L, Shiro B9 API 24t T 'the current user'if=, Bl
Subiject,

ELFARARFESD, RAELNT 208 EH8A 7HER

Subject currentUser = SecurityUtils.getSubject();

{# [ SecurityUtils.getSubject(), F17 LAk ERHRIHITHISUbject, Subject2—MEE K&
EBRRYUrzTH FNBELZEM A (a security-specific view of the currently executing
user) 7, XBHAIHZ H“User® #“Userx PN @EM—NAEX, BERENE

B, “Subject’FTLLUAAR— A, BALUAARE=ZF#E. Wi FHrES. FPAREK P
HEHE, ©OH 2R A YN EFRITRENEH", ERZEERT, MILLAAER
—MAN (User) %

FE—HIITERF A B getSubject() *ERRFIEEAMBERE—ME TR » #HIED Subject,
iR %3 FE (W0 web i2F) #, BEFIR—MHHAILESGERBXWETH » HIEN
Subject,

RIEIRISE] T Subject, RATLUFI A B L0E?
NRARE 2tz P HE—LERBEERFANEHMATIT, RILUREME(1B session :

Session session = currentUser.getSession();
session.setAttribute( "someKey", "avalue" );

Session & shiro I8 EM—1 26, IRHLEAR _EFFA HttpSession BITHAE, BE & ABITF L
HRR : EFBE— HTTP 5535 |

MR % HE— web BFH, BRiAERT Session & @ AHttpSession /E 4 Exzk, ER,
E—13E web 2R, btz £~ FIFEF, Shiro B8 #EAERAEM Enterprise
Session Management, X EFRERATLIEEMEFHERERN AP, MIRBATEEE L %
Mg | ZITF T — 2R, MIEAEE session WIEFAEE E 8 HE A
HttpSession & EJB Stateful Session, 37+ H, %imaLLH=E session #HE,

IIEARA LLE BX—™ Subject F1E 4180 Session, BEIFIEFRA AR 204 N HE 2 BT 48
HLe{Eam ? than s HAEMNRR?

BRegE— 1 BRMA A Mg, W EFH3#E Subject 2Bz Ha1H »~, BE2HAIA
PNk, 8, MREmA--BEMRNELEEZ—R, BOREMBXEEE



if ( 'currentUser.isAuthenticated() ) {
//BER FREEERMER, RBGUIRMRKENAR
//MNBER p &/ FEBRHTMLERE, X5094 4, OpenlID, %,
//BNBERR &/ BNl FRAECRRE L. .
UsernamePasswordToken token = new UsernamePasswordToken("lonestarr", "vespa");

//%F 'remember me' (EFREE, NEM!):
token.setRememberMe(true);

currentUser.login(token);

XA, TERBHET,

BMREZ KU T, RAUBRAEREARAGRFBENTAELRE

try {
currentUser.login( token );

/I TRE, nBARERMNEERN!

} catch ( UnknownAccountException uae ) {
//username RIFTE, A N4RIRR?

} catch ( IncorrectCredentialsException ice ) {
//password FIEES, By A?

} catch ( LockedAccountException lae ) {
//RBHIET, TEEA, £ NMRER?

. BERERE .

} catch ( AuthenticationException ae ) {
/IREBERBRA - #iR?

ZEBERFEAE L JNEREFRTLUE NS, BTUMBRECES. # 1
AuthenticationException JavaDoc

VANV ASn
FNARNZHEBNRKERR AR 7, MERSHEBNRE R L MRERLIE,
9, BlmaEHik, BNBET—NEZA 7, ETRBMNETUMLMAL?

IEEA B2k

//ATENEEER (FBIFRZ username):

log.info( "User [" + currentUser.getPrincipal() + "] logged in successfully." );

Bt mtneSREEI AR


http://shiro.apache.org/static/current/apidocs/org/apache/shiro/authc/AuthenticationException.html

if ( currentUser.hasRole( "schwartz" ) ) {
log.info("May the Schwartz be with you!" );
} else {
log.info( "Hello, mere mortal." );

TN 2ERERE M EHFIAOBRIR

if ( currentUser.isPermitted( "lightsaber:weild" ) ) {
log.info("You may use a lightsaber ring. Use it wisely.");
} else {
log.info("Sorry, lightsaber rings are for schwartz masters only.");

B, BHA1ETUMITIERER KM instance-level (264 %)) BUBR# M, 2nE2EFE
%377 19 AN 3% BUSETE 32 BRI A BR -

if ( currentUser.isPermitted( "winnebago:drive:eagle5" ) ) {
log.info("You are permitted to 'drive' the 'winnebago' with license plate (id) 'eagle
"Here are the keys - have fun!");
} else {
log.info("Sorry, you aren't allowed to drive the 'eagle5' winnebago!");

}
{ E— >

Mz, 2!

=E, HFHeABEFERAR%, TLLERHEE !

currentUser.logout(); //BRin3ER, &E session K.

Final Tutorial class &% B class

EMA L3R, TEHMNMRERNTENXXMG, RUUEHEREMEZTE, TUZRHRE
Z2#n (LURINIEE)

src/main/java/Tutorial.java

import org.apache.shiro.SecurityUtils;

import org.apache.shiro.authc.*;

import org.apache.shiro.config.IniSecurityManagerFactory;
import org.apache.shiro.mgt.SecurityManager;

import org.apache.shiro.session.Session;

import org.apache.shiro.subject.Subject;

import org.apache.shiro.util.Factory;



import org.slf4j.Logger;
import org.slf4j.LoggerFactory;

public class Tutorial {

private static final transient Logger log = LoggerFactory.getLogger(Tutorial.class);

public static void main(String[] args) {
log.info("My First Apache Shiro Application");

Factory<SecurityManager> factory = new IniSecurityManagerFactory("classpath:shiro
SecurityManager securityManager = factory.getInstance();
SecurityUtils.setSecurityManager (securityManager);

// REVHRIHATA ~
Subject currentUser = SecurityUtils.getSubject();

// SRR Session HXME
Session session = currentUser.getSession();
session.setAttribute("someKey", "aVvalue");
String value = (String) session.getAttribute("someKey");
if (value.equals("avalue")) {
log.info("Retrieved the correct value! [" + value + "]");

// BEFEAA R RABHRR
if (!currentUser.isAuthenticated()) {
UsernamePasswordToken token = new UsernamePasswordToken("lonestarr", "vespa")
token.setRememberMe(true);
try {
currentUser.login(token);
} catch (UnknownAccountException uae) {
log.info("There is no user with username of " + token.getPrincipal());
} catch (IncorrectCredentialsException ice) {
log.info("Password for account " + token.getPrincipal() + " was incorrect
} catch (LockedAccountException lae) {
log.info("The account for username " + token.getPrincipal() + " is locked
"Please contact your administrator to unlock it.");

}
/... HRESRE
catch (AuthenticationException ae) {
[/ TR 245327
}
}
/73 b A1 R

//TENEE R SMER (FHIR username):
log.info("User [" + currentUser.getPrincipal() + "] logged in successfully.");

/MR AR:
if (currentUser.hasRole("schwartz")) {



log.info("May the Schwartz be with you!");
} else {
log.info("Hello, mere mortal.");

//iF—1 BB (FE (instance-level) 2/l 3)])
if (currentUser.isPermitted("lightsaber:weild")) {
log.info("You may use a lightsaber ring. Use it wisely.");

} else {
log.info("Sorry, lightsaber rings are for schwartz masters only.");

77— (FEEER ) B 52 51 2 5] B4 BR :
if (currentUser.isPermitted("winnebago:drive:eagle5")) {
log.info("You are permitted to 'drive' the winnebago with license plate (id)
"Here are the keys - have fun!");
} else {
log.info("Sorry, you aren't allowed to drive the 'eagle5' winnebago!");

//ER - Bt
currentUser.logout();

System.exit(0);

}
| S— >

B BB ChWindows)system32icmd.exe =

e—demos“shiro—tutorial-2stargetsclasses

LINFO]
[INFO1 >>> exec—maven—plugin:l.1:java (default—cli> @ shiro—tutorial >>>
LINFQ]
[INFO1 <<{{ exec—maven—plugin:l.1:java (default—cli> @ shiro—tutorial <<
LINFO]

LIMEQ] ——— sxec—maven—pluginzil 1 jaua (default-clih B chisg—tutopial ——
B [Tutorial_.main<>] INF0O Tutorial — My First Apache Shiro Application
4% [Tutorial.main<>] INFO org.apache.zhiro.session.mgt.AbhstractValidatingSession

Manager — Enabling session validation scheduler...

[Tutorial.main<{>] IMF0O Tutorial — Retrieved the correct value?! [alUaluel
[Tutorial.main<>] IMFQ Tutorial — User [lonestarr] logged in successfully.
[Tutorial.main<{>] IMF0 Tutorial — May the Schwartz be with you?
[Tutorial.main{>] IMF0Q Tutorial — You may use a lightsaber ring. Use it wisze

1ly.

77 [Tutorial.main<>] INFO Tutorial — You are permitted to ‘drive’ the winnebago
with license plate {(id> 'eagle%'. Here are the keys — have fun?
D:workspaceGithub~apache—shiro—1.2 . x—reference—demos*zhiro—tutorial-2>

¥4

AN

FEBEHEXRAIN e B BRIE AR ER a2 F2F A0 Shiro, FIEAZShiro B3k i+,
Subject 1 SecurityManager,



EIXPMEFXE LT, RAERNBE, “NRFAEER INIA kS, MELEEEEHE
&BIR P BERIRIE ?”
R XL R EERAN T #7 FFIEAEShiro R ENS, FMFET—%

Architecture B9y 42,


https://github.com/waylau/apache-shiro-1.2.x-reference/blob/master/I.%20Overview%20%E6%80%BB%E8%A7%88/3.%20Architecture%20%E6%9E%B6%E6%9E%84.md

3. Architecture 2244

Apache Shiro ZHERRFREFMNRZLT /N LEAMB T LM, ShirolKkDiki+tSRASL
HA P ALZERBERR-- A EAN (REE) ESEFXENFERN#ITREIES,

B % EEESUR P E YR, BRER A28 % HE FEOSR SapiET A » id
(H i) 5#%HRE, FINRTER, MRBEMNEBEFMNRE > REE2E &, B ERMN
A% H—DMRaksEMBNBKPER. NMBEFREZ BEER—NEMRE, 7

ARG FIREEMNTFLRFRAERE LR THER #HFEK, BMEA > (User) "2 5
=P BREMAFE—TA, RIDAREER G HRISMRKEREN; (FEML) B3
fE21T[E %,

Shiro MERIZ i+ ARRA T XMIBR, A7 S5HMBF4LENE ¥ HEES, Apache Shiro £JLFE
FIERFHIRE T BEZ BT,

High-Level Overview = % it

E, Shiro R#HEE=/NEEMIES : Subject,SecurityManager#ll Reaim, TEHE
XA MHINMAEEFR, HOVRETEERR G AT,

Application . ;
@ (the current ‘user’)

Shiro
SecurityManager

(access your security data)

o Subject:FiEFEMNEL—ETRBIFIREIMAA, Subject A ERHRIEITHPRE
B'View'(iL A ), %3 “User'2EBIE— A, Subject AILLZ—TA, BHALURE=
FiR%. SFHHEK P, S FRESIBERE--SRIMKERENEMREH. Subject
2 HIEF (BFTEE) —4 SecurityManager 457%€, H{RF—Subject #1TRXEH, XL
B s E# 4% 3% A SecurityManager FSubject ¥ E BRI H 5 1,

BRT

I~

(manages all Subjects)

* SecurityManager: SecurityManager & Shiro R#4H%l, EEREREHGERAK
Z& 4, M, —B—1EFBEEF T SecurityManager F1E IR R,
SecurityManageri@ M B & Tk, BFEF 4 AR JLEE BIFA 5 EEH T Subjet



APIE, T/ ELLG £ 493%8 SecurityManager, 1B {RF— Subject E 318t T RS
BREEM, £ Subject WL L#EED SecurityManager REREEEM B EH, X7t
TEERP LUK,

Realms : Reamls & Shiro fl{FNREFREHIEZ G HHE £, CAXREZHIR
LHEFANBENR » TG AGE (BE) BkSHBA Griafesl) #1732H, Shiro
M—ANHEZNMEFEEN Realm XL AP, Realm Aj L2—NMIENZSE
DAO : eHESHIFERLEN® Y, BEIShiro FTBEMNEXMEIE, EEE Shiro Bt
1%, RbsEEED— 1 Realm Kk (authentication) FI/3#4x

(authorization) ., SecurityManager AILAERE % & % Realm, BEREVE—1MEFH
EH, Shiro IREFFEENFAM Realms KA EZEHUERE (sntthit) 40 LDAP,
JDBC. XHEEMINIFIBMEXHSE, NREANRealmREE# BIRMFERIRB AT LT %
H2BReamsz:m. FMETCAEBLAMHE—4, Shiro SecurityManager &2 41{r] {§
Realmsik BX Subject 2 FIFTKRMZE£F FH1E R

Detailed Architecture £ 22 44

THMERRETT Shiro W ORWBE, THEHE H LHMFEE,

Standalone
Application

Security Manager c
r
Authenticator T hSﬂtESSIDI"I p
Stratagy Cache 2
Pluggable Realms (1 or more) ~ Manager r
JOBC LOAP || ActiveDirectory Custom Session a
Realm | | Realm Realm Raalm DAO p
EEEE
)

 ——
Active :
BOBMS| | LDAP Proprietary,

e Subject (org.apache.shiro.subject.Subject)

EESH#HAEREN—MREN A view (Br. F=ZARS. S4FHPESE) o


http://en.wikipedia.org/wiki/Data_access_object
http://shiro.apache.org/static/current/apidocs/org/apache/shiro/subject/Subject.html

e SecurityManager (org.apache.shiro.mgt.SecurityManager)

NE LmEREIM, SecurityManager & Shiro &by, ©EAXLME—IBRIF L BEMAT
EEMAAFErERI—ETIE, SthEEE Shiro PE—NMEFH M E, FRUBNES
A £ U AT R EIRE,

e Authenticator(org.apache.shiro.authc.Authenticator)

Authenticator @ — M AMH, A XMITHRERBNE (BR) , IR—TMHAP2XEE,
Authenticator FLFF IR #.1T. Authenticator XLE A A — DX Z NMREEEXE PIKSER
B Realm, Mix£t Realmm i BUx Le3iER 12 i B P B LUIBERE B2 2 HEREIBD
Ao

e Authentication Strategy(org.apache.shiro.authc.pam.AuthenticationStrategy)

INRECE T %1 Realm, AuthenticationStrategy f$&t4i8 Realm I#EE— N F 103 £ BTN
SRR G (BN, MRE—NAERERDTEEMERT, KRZXEXINND ? 2
TREEMEFEANR BRI ? 22REEE—1N7?)

e Authorizer(org.apache.shiro.authz.Authorizer)

Authorizer @ i ®T2FHH 75 M 1ZH0AHE, SRRLAHM—1MA P 2ERFHMEGSEHE
&, 1& Authenticator —#%, Authorizer B 5B INMRLE 1T thiB Z MRS BIRRI 7 7 A B M
FR{E R, Authorizer Fl| FHix L5 B3R ABEIMT— N » BE AT UANITL EH 3 E,

e SessionManager(org.apache.shiro.session.mgt.SessionManager)

SessionManager ¥38M{A ¢/ B HEEA » Session £ EHMAEFRE R EFR A A FRE—
588 /18 Session K3, XEREERMIGZEM—FI Z--Shiro E4ERETEFIRTEER
F Session MgES, BIfEI%HE Web/Servlet & EJB Bas. BAAIERT, Shiro fHERRE
Hsession (#Serviet Container) , {BMIRFIZAKRE, LLINE—MRIIBZEFIE web F
B, BR{EAEECEILR session IREMERERIERA, sessionDAO A &{E R ERIEIEIRME
session FA b,

e SessionDAO(org.apache.shiro.session.mgt.eis.SessionDAO)

SessionDAO {5k SessionManager #.1T Session #FA (CRUD) #f{E, ©RHEMEHE
IEHEIEE session EEE L,

e CacheManager(org.apache.shiro.cache.CacheManager)

CacheManager # Shiro WEMAHRE B2 FAFMERE 2 FE BN, B
Shiro BJihiE. B, REBEEXFLMEBIRIR, Arlly m#ERs, EAZEFERES N
ER EFMkE, STERFIRNE & £ % FHERE AT LA AE] Shiro B, EHRINERESH
BIA 71855,

e Cryptography (org.apache.shiro.crypto.”)


http://shiro.apache.org/static/current/apidocs/org/apache/shiro/mgt/SecurityManager.html
http://shiro.apache.org/static/current/apidocs/org/apache/shiro/authc/Authenticator.html
http://shiro.apache.org/static/current/apidocs/org/apache/shiro/authc/pam/AuthenticationStrategy.html
http://shiro.apache.org/static/current/apidocs/org/apache/shiro/authz/Authorizer.html
http://shiro.apache.org/static/current/apidocs/org/apache/shiro/authz/Authorizer.html
http://shiro.apache.org/static/current/apidocs/org/apache/shiro/session/mgt/eis/SessionDAO.html
http://shiro.apache.org/static/current/apidocs/org/apache/shiro/cache/CacheManager.html
http://shiro.apache.org/static/current/apidocs/org/apache/shiro/crypto/package-summary.html

Cryptography R E£IEZRPE— 1 BANKIN =%, Shiro 8 crypto @22 T Z2HBE M
&A=, Hashes (Bldigests) MAREM% S LA, ZBEMAEN LA TIBEMER,
2Rt Java BEMMBEXFHNARBNERZ—TEAHLRMNIIE, ™ Shiro BIINE API &
b7 java E£MTEAR, BMELTEZH.

e Realms (org.apache.shiro.realm.Realm)

fNfFE EE1REIM, Realm 2 shiro FI{RHI 5 ARRFRZEHEZ B HF ' EE", YLnES
REEXVEBIBTRENA » 1 T80Aie (BF) FMBmseie GriaiZs) s, shiro M
RFEEN—1 % Realm F & X LHIE, REERES DD Realm EafiES V1
Realm GEE—MER—1) , shiro FE&E N EFBRAR BT,

SecurityManager

% Shiro API 8XEIEA Subject 4 ROHIFF £ AR, KO 4 A RFRIOH
SecurityManager B#%XH (REERFA 2 AR r4ACHEER) , REWL, FE
SecurityManager SIfAI T{E, FH U E— T REFPHATRENHIE, BHFBEEEN,

Design % it

NFIFTE, FEFH SecurityManager #/TREFHBEEEFMBEREFA # IR A, 7E Shiro
B SecurityManager 2., S2ELUTARA :

e jhit (Authentication)

o 1% (Authorization)

o XizE (Session Management)

o %£1FE (Cache Management)

e Realm#if (Realm coordination)

o =% (Event propagation )

¢ "RememberMe" iR % ("Remember Me" Services)
o EI7Subject(Subject creation)

e RHEE % (Logout)

RHEE,

ExLEhREME— T2 MOAGPERE, FE, SMEYREFE— T EPERERENT
EHIZIFER B,

AT EAEBEMG £, RE. THEK, Shiroffikitet 2m T aERb-REERL,
SecurityManager (S2iFER%E& %) FHEEMEI, MK, SecurityManagers: ;1 BFR—1
22 MRS (container) ', KRILEMBRE/HRAHFNITS, XM HE (wrapper) %
HHELENREARPEERK,


http://shiro.apache.org/static/current/apidocs/org/apache/shiro/realm/Realm.html

LM ITE B REHIR, SecurityManager K138 201 LA K faT et 25 38 48 (4 (8 HH IERRBY 2 7F

SecurityManager 1 JavaBean &, XAFR (HBEEER) Bit+#7£RJ avaBean i
FIEEAE (get/set) RBEZMEFITEH, XEBKE Shiro R ATLMRIER #1742 &
ZHECE,

i ZHEE

#i& & JavaBean, EfAXtFJavabeanfi BRI A GEEIER 4 LHEREE
SecurityManager, %1 Spring. Guice. JBoss, &%,

BARET— 94 BE (Configuration )

Jy A F

HMAERZRXEATLURBERMER Apache Shiro #1T T, #RXK—BEENETHISTEENY RX
M, MRIRFLHE Shiro AB, FEMAATENMGTEZ LFIE, 7 RIUNINNAE, (RIEMH
B B B ER I FeAL X FH BTt Shiro,

REURHSEIR 4 £ HEERNE L XA F itz Hi5E
FEE  IRARPEF BRI L Bz HOBIEIE, [UERP.


http://shiro-user.582556.n2.nabble.com/
http://shiro.apache.org/mailing-lists.html
https://github.com/waylau/apache-shiro-1.2.x-reference/issues

4. Configuration B &

Shiro AT LATEERIZFIE T TE, MG 2R 1TIE rxﬂﬁﬂﬁié&%ﬁiﬁﬁ FPoEZS T E S
b, LB 42 RREREYUFFENEEAN#TERE, EAEZERHMNETHE—T Shiro &%
DX FHWEE A,

ZMECE i 1F

Shiro #J SecurityManager #9352 si FIEL PR #1 BB 44HERB 2 JavaBean, FrLARI LA % ffZ = 2t
Shiro #1TECE, LEINXML (Spring, JBoss, Guice, &%) , YAML, JSON, Groovy Builder
markup, REE, INI RZE Shiro —MREANEEAN, BEEITUEERMAFERH#ITEE
LEANTEARLE R B L LR ER AR A,

Programmatic Configuration 72 HECE

] — SecurityManager ¥ E 2 A& & £ AER 20| B —
org.apache.shiro.mgt.DefaultSecurityManager st R FHERHEE AR, Hi0 :

Realm realm = //%fMbsi# B— P Realmiyszfl, i IEiTieRealm,
SecurityManager securityManager = new DefaultSecurityManager(realm);
//ffisecurityManager sz il B A7 sk de i A ARREE A

SecurityUtils. setSecurityManager(securltyManager) ;

R =TS, RAAURE—NERTEAEFNIIEESEN Shiro 3715, $4fH %,

SecurityManager Object Graph

INEFHMEZRM (Architecture ) Fi+ibit B, Shiro SecurityMangger A ER—1MH—F
REMHEARBIRERNE (graph) , A5 JavaBeanFE, FTLARILAstfA ix LA 44
78 P getter #1 setter 75% 3B & SecurityManager F1EMIRER 3t R A .

a0, {RIEA—BE LB SessionDAO K EH Session Management M EEE—1
SecurityManager 52, {RFLAILAEF SessionManager B setSessionDAO 7L E# set iX
A SessionDAO,


http://www.yaml.org/
http://shiro.apache.org/session-management.html

DefaultSecurityManager securityManager = new DefaultSecurityManager(realm);
SessionDAO sessionDAO = new CustomSessionDAO();

((DefaultSessionManager)securityManager.getSessionManager()).setSessionDAO(sessionDAO);

(| —

FA X LEEE, RAULLEE SecurityManager #LE (graph) FEYER—ER S,

2RERFPRERE L, BEATEINARPEENTERRAR, E/LFERT X/
FIEAREH P ERIRIER

o CEEMMBYIAEFH H—NERE s (directimplementation) , AT EIFHIHIER
RAAFTENEX L R B ARENEMTERXEIE M.

o FHIAVAXBIR 2RV, RibmxtdBit get* FERBIT RFITERSB L B0, XLZE
Hl# R IEENRB. REFEIFIRN L FBE,

» SecurityUtils.setSecurityManager /A &¥F SecurityManager 5z 5l4t 4 & B LB £ Jh s
AP, ERZBERREE NS, BURELMNMEM Shiro WREFEZER—1 JVM fhiz
17, SRFEEBCRIUNZAISEFLE, MARHKRESIA—31#ARNTF,

s NEMEMTEEN % FRNRER,

A, REARXERRE, EREFPERNXMAEERSGAE (memory-constrained ) BY#F
ERx2REMEN, REELEEF. NRMNEFFARETE—NRIIANENFIER,
ML AETXANEESE Sz 2.

INI Configuration B2 &
KU BB A EAETXANER, FTREBERRSHTATHEY, 1 FRREShio
APIBINR%, ths TR,

A THRREAEHMENE T XARBIRZRER TEMAEMEAD B =K, Shiro XX
FHEA INI ]2 SecurityManager st R & (graph) UKREXZFAME, INI FZi:REE,
REZGUEFANASHIEFHRES.

Creating a SecurityManager from INI 3@t INI5 /R 61
SecurityManager

X B2 /M@ it INIES & ¢) B SecurityManagerf 5l 7



SecurityManager from an INI resource MINIZ% R 6]
SecurityManager

FHATAT UM —NINIE BRI Z 0] B — SecurityManager 5265, % BALUB X4R% (BI&
Hfile:) . % &R (classpath:)stEFURL(url:)3k %5, TmEHFIFERA—1 Factory M % EZEIRE
% IN# shiro.ini 3:3&E—4™ SecurityManager 525,

import org.apache.shiro.SecurityUtils;

import org.apache.shiro.util.Factory;

import org.apache.shiro.mgt.SecurityManager;

import org.apache.shiro.config.IniSecurityManagerFactory;

Factory<SecurityManager> factory = new IniSecurityManagerFactory("classpath:shiro.ini");
SecurityManager securityManager = factory.getInstance();
SecurityUtils.setSecurityManager (securityManager);

{ S—

SecurityManager from an INI instance &t INI3z 5l 6] &
SecurityManager

INI Big & =] LAl it org.apache.shiro.config.Ini % AREFA R, X INI % £ L1F JDK B
java.util.Properties %, {BX#F@itsection B2 &, HIFMTF :

import org.apache.shiro.SecurityUtils;

import org.apache.shiro.util.Factory;

import org.apache.shiro.mgt.SecurityManager;

import org.apache.shiro.config.Ini;

import org.apache.shiro.config.IniSecurityManagerFactory;

Ini ini = new Ini();
//populate the Ini instance as necessary

Factory<SecurityManager> factory = new IniSecurityManagerFactory(ini);

SecurityManager securityManager = factory.getInstance();
SecurityUtils.setSecurityManager (securityManager);

RAEFAFEINMEFER INI BBE S E 6] 28— SecurityManager, i:Ffi11Fwm T #E— FMAE
sL—7 shiro INIEZ & XX 14,

INI Sections


http://shiro.apache.org/static/current/apidocs/org/apache/shiro/config/Ini.html
http://download.oracle.com/javase/6/docs/api/java/util/Properties.html

INI EFXAEE, EHIIpRNXKIERED TR RAEEAR. REEBITXIERYL M
M—, BEEBIMREXUHHHATIFExH (X =FMIDKEIProperties™R) , F—TXi
(sectlon) A UAEER— NI MProperties 7€ sLo

SERTH LAY S 47
x B E— Shiro AL AZM L section BYRAI,

#
# Shiro INI configuration
#

[main]

# Objects and their properties are defined here,

# Such as the securityManager, Realms and anything
# else needed to build the SecurityManager

[users]

# The 'users' section is for simple deployments

# when you only need a small number of statically-defined
# set of User accounts.

[roles]

# The 'roles' section is for simple deployments

# when you only need a small number of statically-defined
# roles.

[urls]

# The 'urls' section is used for url-based security

# in web applications. We'll discuss this section in the
# Web documentation

[main]
[main]X % 2ECEFEF SecurityManager 2 5l R H 2128 48975, 40 Realm,

it INIESE R SecurityManager B3t R 2l R HEZIZAHFITERZE—HREENERE, EH
EXBRHRMNREAE A Ext, BR3EL—ExtRA A (graphs) ALUIBRERIRAI, Ri
AARFTE LUK #8, Shiro Fll X LR E IR B 20— 5 £ 4 BAMERERE,

HinzENxMAER AN AR (poor man's) "HIK#SEAN, &ATKKH
Spring/Guice/JBossIXMLX 458K, B4 MERLMHRZEBEMEHAE &, HALUE
BoERR A LI, {Bxt Shiro i H R 2451 H,

A B—TFTBEO, xBRE— g LNTLUERNmanRE, FTERNSiEmNg, BIRTAE
& MARAEE % FL A LAIE AR — L



[main]
sha256Matcher = org.apache.shiro.authc.credential.Sha256CredentialsMatcher

myRealm = com.company.security.shiro.DatabaseRealm
myRealm.connectionTimeout = 30000

myRealm.username = jsmith

myRealm.password = secret

myRealm.credentialsMatcher = $sha256Matcher

securityManager.sessionManager.globalSessionTimeout = 1800000

Defining an object & 3L — N3t R

E[main|hEELLT F &,

[main]
myRealm = com.company.shiro.realm.MyRealm

X —1T Bt T —1 % 85 com.company.shiro.realm.MyRealm B9 x4 & 52 517 B ¢ &R &
myRealm £ 4 &FRLAE T K5| AR E,

MRt R =2 Bl{bet 323, T org.apache.shiro.util.Nameable #1, Nameable.setName75 &5
WLz (TELBIF A myRealm) &8It RAE A,

Setting object properties % E st RE 4

Primitive Values &4 /&

[

WENRRARETLUER TENFTHS#1TX

myRealm.connectionTimeout = 30000
myRealm.username = jsmith

FEFEITH 4 TR ARME ¢

myRealm.setConnectionTimeout (30000);
myRealm.setUsername("jsmith");



ELHBINE ? BBEMA I REBEIRA JavaBean B POJO, L EXLEF M, Shiro B
NEFE Apache BB BeanUtils RSEMRX AE X BITHE, FRLL& AR INI 2 XA, BeanUtils
MBI X L R R 18 45 3% 4 BSR4 & B H 8 B /&R JavaBeans B setter /3%,

Reference Values 5| &

INRIRIE X B EFAZ—PRIGME, TR S —THRELHE?FRALUER— s FF¥k5
A—TElEL8Iszfl, 10 :

sha256Matcher = org.apache.shiro.authc.credential.Sha256CredentialsMatcher

myRealm.credentialsMatcher = $sha256Matcher

XELT %A sha256Matcher Byt R 3 B F BeanUtils 5 H % B EImyRealm sz flsq (B
it 38 A myRealm.setCredentialsMatcher(sha256Matcher) /55%)

Nested Properties BxE & It

BREESEMNERRAS, MUUBEMREELXENRAEARLHIR/IENE, Fl0TEX
THECE :

securityManager.sessionManager.globalSessionTimeout = 1800000

337 8 4 (@it BeanUtils)

securityManager.getSessionManager().setGlobalSessionTimeout (1800000);

FxFh ALy RN EBEESERUAESLE : object.propertyl.property2....propertyN.value
= blah

BeanUtils B4 3

BeanUltils XA EMBIE#RVE, 7E Shiro [main] RKiidsetProperty 7 &9 4R R, S
54 (set) /AIFk (ist) /B (map) , &F&Apache Commons BeanUtils Website M XX#4 T f#
BLZHER.

Byte Array Values = % #4114


http://en.wikipedia.org/wiki/JavaBean
http://en.wikipedia.org/wiki/Plain_Old_Java_Object
http://commons.apache.org/beanutils/
http://commons.apache.org/beanutils/v1.8.2/apidocs/org/apache/commons/beanutils/BeanUtils.html#setProperty%28java.lang.Object,%20java.lang.String,%20java.lang.Object%29
http://commons.apache.org/beanutils/

R4 RN FE S BATEEREEXARTEL, BNV FERFI AN AR E2, FJLUER
640458 (BRN) sE160I5 2, BRiAH64hinmsR A FERAM LA RN FERV—K©
HERRKHNE AR, XEREMRImRESERE (HMTFXABREE ST —L) ,

# The 'cipherKey' attribute is a byte array. By default, text values
# for all byte array properties are expected to be Base64 encoded:

securityManager .rememberMeManager .cipherkKey = kPH+bIxk5D2deZiIxcaaaA==

WRIRAEFER166I5 8, RHFEFREIEMLE ox BIA :

securityManager .rememberMeManager .cipherkKey = 0x3707344A4093822299F31D008

Collection Properties £&E M

5IR (Lists) . %£& (Sets) . B (Maps) AILMRHEREM—# kE--EE X EFEGRRKRE
BE—#, HTFIRNES, RFEE—NESOENAENEIREIASE.

IN7E L — L SessionListeners :

sessionListenerl = com.company.my.SessionListenerImplementation

sessionListener2 = com.company.my.other.SessionListenerImplementation

securityManager.sessionManager.sessionListeners = $sessionListenerl, $sessionListener2

tF B (Maps) , RATLUEELLESDEIRAE-A PR, BME-az I AES2E

objectl = com.company.some.Class
object2 = com.company.another.Class

anObject = some.class.with.a.Map.property

anObject.mapProperty = keyl:$objectl, key2:$object2

E EEBBIFA, Sobject! IR RFET 4 keyl ZF, tERELEmap.get("key1") f$:&E]
object1, REAILAMEREECIRIEY 424 ¢

anObject.map = $objectKeyl:$objectValuel, $objectKey2:$objectValue2

<
=

Considerations I =% 7



Order Matters i/ 5] 23

|M%tﬂ%m#%ﬁﬁm#%% , [BEFHEE ZH4—# text/XMLMEZ B R R B K,
a_z;ixtﬁfi TEES %%ﬂﬁ#%igﬂﬁ HEIBRRIF ) 8 |

/J\/E,\

BN RZFIURE—NEEN @ EHIRIREE [main] X% = £RRFRI#HIT, X7
&3t % JavaBeans B9 getter/setter kiR, X LR ERRAMMIAFAB.

YIREBRRE X G REE e F It

Overriding Instances &% 52§l

BT REALUMEELF L HIES, FMN, B PmyReamELFEFTH—

myRealm = com.company.security.MyRealm

myRealm = com.company.security.DatabaseRealm

XA RE myRealm & com.company.security.DatabaseRealm 5z 5l a1 E I 52 Hl A& #
EA (2FH B .

Default SecurityManager #kik Default SecurityManager

IRATBE X R BNTE LA LR B B F &% B E L SecurityManager, M1 EFE xEARERM

myRealm = ...

securityManager .sessionManager.globalSessionTimeout = 1800000

X A A securityManagersz Bl 2R i4--E B2 AR At THBEELEFT, FILURFHR
EENEREN =Bl SecurityManagerf 52 =1, % .

LR, MRMB/BIEBEMECH R E, MATLUR EEAMNESZABEE LIRE SR
o,

securityManager = com.company.security.shiro.MyCustomSecurityManager

LR, RADVFEEXH--Shiro B SecurityManager £ s AT LURE R #TESH], RATBEER—TF
B2 (XEA P8 MEBESENEEXHM.



[users]

[users] K f A RE L —BFRABIA P kS, XA THRERFLVYA »kSHER KSR
FERETH ) SERFRERLFEETR. TAZ—MIF :

[users]

admin = secret

lonestarr = vespa, goodguy, schwartz
darkhelmet = ludicrousspeed, badguy, schwartz

B # % i IniRealm

TE L FE L2 M[users]sk[roles] X 1545 B 5 4] B org.apache.shiro.realm.text.IniRealm 52 5, 7£
[main] X1 T AR —N AT B iniRealm , {RAILME tEEEECRBEEES.

Line Format &%

[users]X g FB— 1T TEMNFER—K :

username = password, roleNamel, roleName2, ..., roleNameN

o FEEHMEER A ;
o FSAMB—TEZER B8, BIAZWHAL;
s BRAZERESOEINARR TR 7 HNARS, ABRRAEATLH,

Encrypting Passwords % = %

INRRFZH L users] XIS T Z B LUEX 2 7R, RATBREXMBESEEX (MD5, Shat,
Sha256, &) FRMEE], MNBENFREFEADTSE, AN, BLBLA16Ms2E
%, (BthA LA 2B EER (INTF)

HENREES

BTN et A R BRESE, RELUFER Shiro B9 Command Line Hasher, &8I LAINEE 53 75
METXBNEIR, LHEHEL INljuser] BB TI1SIEEH £,

—BRIEETMEBENE 2E, {Rib5E% shiro EMNENERN, RIEBREREE
[main]rz S ) B MiniRealm#8 5 B CredentialsMatcher 52 #i 3 S5 {RE AR EE -


http://shiro.apache.org/command-line-hasher.html

[main]
sha256Matcher = org.apache.shiro.authc.credential.Sha256CredentialsMatcher

iniRealm.credentialsMatcher = $sha256Matcher

[users]
# userl = sha256-hashed-hex-encoded password, rolel, role2,
userl = 2bb80d537b1da3e38bd30361aa855686bdeleacd7162fef6a25fe97bf527a25b, rolel, role2,

{ =

{RATLUREC B Hfth =t RIBH#ECE CredentialsMatcher BIFFEEME, B0, 15EE Asaltingsk
#&H % Dhash iterationsit 7, ALUE

Forg.apache.shiro.authc.credential. HashedCredentialsMatcher Javas 44 5 {7 Hth I2 A7
hashing 5B, ARERBRBEEEB.

fign, INRARA64I% AN T166I A BARN, MR ZIEE

[main]

# true = hex, false = base64:
sha256Matcher.storedCredentialsHexEncoded = false

[roles]

[roles] X iZ /o R G Ax BRFN1E [users]E L A Bzt m ek, BEHE, XxtTFHRERBLEHME »
kSHER P KSARETETH H A 0ERFIERIEEEH. TAZ—MIF :

[roles]

# 'admin' role has all permissions, indicated by the wildcard '*'

admin = *

# The 'schwartz' role can do anything (*) with any lightsaber:

schwartz = lightsaber:*

# The 'goodguy' role is allowed to 'drive' (action) the winnebago (type) with
# license plate 'eagle5' (instance specific id)

goodguy = winnebago:drive:eagleb

Line Format #8=%

[roles] X 5 FEYE—1T 104 F T EIBIS TN E L A B-+ RBVHE /18 33 2 KR

~

rolename = permissionDefinitionl, permissionDefinition2, ..., permissionDefinitionN


http://shiro.apache.org/static/current/apidocs/org/apache/shiro/authc/credential/HashedCredentialsMatcher.html

HIRELFILLRIHEMENFRSE, BRSO 2emEERAZAMREN
org.apache.shiro.authz.permission.WildcardPermissionfe A — B ZF HHEN., 2 F
Permissions X4 EVE % * T RAE BRI LUNEF B E 4 1RIR %

RERAE

—

FRMR—MEEMRRE L EZREIES 2R (40 : printer:5thFloor:print,info) , {REEG
% E L FAMBI S1EER MM E R 4 « "printer:5thFloor:print,info”,

BRBERRHAE
MRFETAEENRHAE, FTEEREMIIAroles]Xis, RALIE [users]XIFE L AEBHL
AALGEEN (MRENEAEET .

[urls]

7% X 3k IS EWebE ¥ it 8.

Fy SCAEINFEF

HMAHERZRXEATLURBERMER Apache Shiro #1T T, #tXK—BEENHTHSTEENY RX
M, MRMRAHLHEE Shiro H, FEMAANFTENMSELEIE, ¥y RIHFIMHE, (REMHM
BOE RE A BIER Iy FEAL X H B2 Ft Shiro,

RERIISE R 2R ERRE L ERM 2 2o 75
FEE  MRAAPXELFERENBIN L AE2SORIEIE, RULIRE.


http://shiro.apache.org/static/current/apidocs/org/apache/shiro/authz/permission/WildcardPermission.html
http://shiro-user.582556.n2.nabble.com/
http://shiro.apache.org/mailing-lists.html
https://github.com/waylau/apache-shiro-1.2.x-reference/issues

5. Authentication ;)\t

‘Authentication

RitA— TR PNEREM. » TR 50, FERARAERNBENSMEESME
?EO

;i (Authentication) : B{235 Bt F2--th 5k

FE @it A Shiro IREELA P BIED (principals) #1288 (credentials ) FHIE RS FMRLFR
FERBY T,

* Principals(&17) fSubjectiy“szin B, "TLLRE{T5SubjectilXxBI4zin, LNt
i (AEERM) . BF (MHEEM) . Aré. 2254%%F, SRGREMRIENA
BT RERIFHI =t Subject#t (T 77, FTLARIFHNFNER (Principals) 2EAERRE
FRME— 847 R - BBV R R 7 & s e 4 it

o Primary Principal(&XEE/ &%) & & Shiro AT LUMFEREMENEMED, Shiro iz =2
HE—NREFBEAMER - EENFD--— DB —47R Subject 5, EEH
BEP2B22—TMH & a4ihisiEZLBE—MA ~ ID,

e Credentials(itBA) :BEE R A Subject HEEMNERE, AR rBAtbNEERBREN

B, —E5 200 pfFMELS, fEs. RERENX.509iE 5 3F,

RELNENAEAZA »2NEL, BrE22MBNENiie, Ba2f50sieiE. !
R—MEXHNBBMRABEKN—H, BFHMAYZA P FHER, BEAHYEMBATLZNE
R A% B A5,

Authenticating Subjects

Subject 35 e it AT UAB R M2 DA T=1F 5% -
1.5 Subject 1R F P FE0A ;

2.[a] Authentication 23z &2 #1528 ;



JMRRRHINBIEM, fiFirE, BNEH 2 X% EsELE 77

THEBRRARIE T Shiro API 404 52 313X L8345 3% -

B4 WER » 50z

//RERAWERZE username/password xi:
UsernamePasswordToken token = new UsernamePasswordToken(username, password);

//"Remember Me” IThEERHNEM

token.setRememberMe(true);

ExBHAMER UsernamePasswordToken, XA EANA » B/F SR LRF, X2—
A org.apache.shiro.authc.AuthenticationToken #OM 27, X MEO#H Shiro A RZ AR
R H 12 BA,

EX Shiro H#ARORIMMR I LEER - 4 2A 2 M—THTMLER £ PiRIK), HNEARE
M—" HTTP s KF R FTHY, BAIEERE TSwingsi#E Flex GUI B sk £, E BT
WMEITSEEE, MEFRLImA » # BE Rt 25 Shiro B9 AuthenticationToken 582 TC
Ko

{RETLARE B © = % #43E F12 | AuthenticationToken 323 -- X 2 ¥ T <M,

T FEH B FATHRE Shiro 7 23X 18k i #1T “Remember Me” iR %, X & Shiro 1£
F rSEIREIR%E D EMMPED, BNREUBEHEY i1 “Remember Me” AR %
BT R B8

L B F i BR{E & R UE FF 52 b 5 — 4 AuthenticationToken GAESER) fF, BNEEME
Shiro IR FHELUMITEIER L iE 2 X :

Subject currentUser = SecurityUtils.getSubject();

currentUser.login(token);

TE# B AT ITHY Subject [&, FEMMAT— 2B login) fp45, FFZBIE) R
AuthenticationToken 2 f3l{£ 4 &,

A F login AEMAMMMITEID 18 E,

=% RIEBRRINE R %


http://shiro.apache.org/static/current/apidocs/org/apache/shiro/authc/UsernamePasswordToken.html
http://shiro.apache.org/static/current/apidocs/org/apache/shiro/authc/AuthenticationToken.html
https://cwiki.apache.org/confluence/pages/createpage.action?spaceKey=SHIRO&title=Remember+Me&linkCreation=true&fromPageId=25203054
http://shiro.apache.org/static/current/apidocs/org/apache/shiro/subject/Subject.html#login(org.apache.shiro.authc.AuthenticationToken

LloginHHBCE A REE Ret KPR IEBEiE T, BEAILASLETT, T
SecurityUtils.getSubject() & [B122 i [FHI Subject 525, subject.isAuthenticated()) FFix[E]
true,

{BZ240R login Kk TWe ? BN, A/ IRHT — M2 B A 3E R iy 7] Ry Rt LMK
ERREARE?

Shiroia B EE Mz THIR B AuthenticationException B LA¥EHE+7BA A 158 2 ok, (RET LU
login JXAE try/catch A FH Ik FRERERENZEHFH T NMH L=, F40 :

try {
currentUser.login(token);

catch ( UnknownAccountException uae ) { ...
catch ( IncorrectCredentialsException ice ) { ...
catch ( LockedAccountException lae ) { ...
catch ( ExcessiveAttemptsException eae ) { ...
.o FRIFECHRE ...
catch ( AuthenticationException ae ) {

/I R+ B3R ?

[ U U U W

3

/IR F, s

MREBNFEREEHRBIMAIFR, TLlal#E B E LMAuthenticationExceptions SRR E
FSESIEE-8

FxERwhnst

2RO B T UM B EN R B HME L BFRTRERFENEZE, BE2RNLEHERR
E4imMA 2 —REORKER, BN 2NAE P 2NES", IBRAA L XN IROERS
REEANER,

Remembered vs. Authenticated

N EBIFTR, Shiro XIFEE F 2 BHMIT remember me", ELLEBIRE, — 1 EeEH
Subject (remembered Subject) F1— M IEH®it A iER Subject (authenticated Subject) 7£
Shiro 2 £ A,

o ;o¥8 (Remembered) : — Pz {ER Subject HBEREF D (BELEit
subject.getPrincipals())R[EIZE) , ERECHEMDHARIMAE TR E, FETE
sessiond, — ML K iR ER 3T RIEMITsubject.isRemembered())REIE,

e B214ir (Authenticated) : — 73228 Subject @K Ih%kitfd (ME EKIH) HET
L] session A, —PHRIA A 18 9E i3 BI 3t R 8 Asubject.isAuthenticated()) fHREIE,


http://shiro.apache.org/static/current/apidocs/org/apache/shiro/subject/Subject.html#isAuthenticated(
http://shiro.apache.org/static/current/apidocs/org/apache/shiro/authz/AuthorizationException.html
http://shiro.apache.org/static/current/apidocs/org/apache/shiro/subject/Subject.html#getPrincipals(
http://shiro.apache.org/static/current/apidocs/org/apache/shiro/subject/Subject.html#isRemembered(
http://shiro.apache.org/static/current/apidocs/org/apache/shiro/subject/Subject.html#isAuthenticated(

BEFH

2ie{E (Remembered) FBE1tit (Authenticated) BEHRFHI-—NH5m @ E 5 — A
|], RitRth—H#,

Why the distinction? %+ /X9 ?

3¢ (authentication) BB E i BAE L, tEFtRit, EEH{FESubject B2 B2
o

LY—NA P REEL—RESEFEXES#HieE, AN RAB2FTEET  HieENEHRR
EARGE—NMERXNA FARER R, BAWE, RAHEBFERX D 2EN Subject ZFFE
KA 2, —Bix4 Subject #56iE@it, fATNABHEAAN R LENEAMMNNFNE 2
55k FETF L EI8sessionH,

FIURERFE AR OER T O LU e ENEMHITHE #RENZ &, il BE LB
B, BERERITHRARFEERR » BT EH %t EEFHEIRE,

B, # & — Subject RE A iy 7l £RE R i iz R FE2E# % it (isAuthenticated())
mAE#efE (isRemembered()) , Effi{RiZSubject BFTFRMIFNE i H1938 287,

An illustrating example — M3+ 3% BF

TEHE—MFEE LB SHEB ARG EMRB I AEH HAEER,

B fREHAMazon.com, MREBZ2KRHIEZHEEUERRNT — L4, BRETFTERE
SMN—1 2, WCHRRLEREEEZ, YLK, ARV EAT, FREEFT 2
=,

BZRYROEBNITE, RERIMREABTRIRNY E #/E, FE2IREEIAmazon.com, X&f,
Amazon.com“ie. 3" 28, B MMHNEFERITRW, HIHARREMECH R BHEE, T
Amazon.com, subject.isRemembered() fR[EIE,

BREMRE 7 Rk SHNERFERETHE # M £ WeHRREAEIE ? & AAmazon.com “ig
£" TR (isRemembered() == true) , EAREEFRMFAEMR (BFREEERMERTEVNE
5),

T2, EFR#ATHRERERFRERZ XNBURIREZE], Amazon.com &HIRE & LUEM
BRIFNEG, BIREZE, RSP ELMEiE, tFAmazon.com, isAuthenticated()
MiREE,

XEERZ2E L E, FTLL Shiro MA T #IhEE, REILAEMRMERFHHER. AE2HER
isRemembered() it 2f# A isAuthenticated() K EFMRHIM B TIEFRTLERTFIRES, A
Shiro % 1 X TR A E s LB R AT BER B E,


http://www.amazon.com/

Logging Out ;R HE #

53R RFFEENNEMNER, & Subject SRRFABXRET, {RAILAR
subject.logout() % 8fFE &S 2.

currentUser.logout(); //FEKR%irfSR, {F session KK

LR A logout, {E{ImM7ER session FE AR AHEAFMEMNESRERER (W0 : &
web #2FH, RememberMe BJ Cookie 15 B R ## HIfR) .

L — Subject IBHE %, Subject EFAEAERB, stTF web 12, MREECTLIER

Web B EER

R AH1E Web iZFEHieEBDEBEEMERA Cookies, T Cookies REETE Response 1R33at F
BEM IR, FTLURZUESRIE A &4 8 Bsubject.logout() Z BXLENER P31 S E—MN R
H, BREMSZELERXRE Cookies INEAMFR, X2 Hitpo A& Cookies HREHIBREITI A2
Shiro BIPR .

Authentication Sequence i\ it &%l
BEEnE, BNREINNAERER BB E—) Suject, REHMNE—TH— PRIt L%E
it Shiro RER & £ 7 %4,

BhERZRIERmArchitectureEF B REII R MKE, RSEMEREEXBNAGS
=, B—1MERARK N EFH—NE %

Pluggable Realms (1 or more)

LDAP ActiveDirectory Custom
Realm Realm Aaalm




%1% : 2B 48 A Subject.login 755%, MAuthenticationToken (GAESHE) 52 BB #IEE
Wix s S D FHERR,

552% : Subject 25, BER— DelegatingSubject (EF %) @BitiHH
securityManager.login(token )X 445 h& 45 33 45 F2 F 9 SecurityManager.

8834 : SecurityManager, EAM‘REL 4" A, BRI IFET AR
authenticator.authenticate(token)) & %2 g H £ 32 ©REBRY Authenticator 23, KERDIBER
T2— ModularRealmAuthenticator 23ll, FARZFHERELFEFHiA— DL PRealmsz
f5, ModularRealmAuthenticator 7 & £ Apache Shiro (£ PAM & iz #H&—1 Realm
H—N R REE—D PAM % BIRSEH,

4% MIEFEEB T %1 Realm, ModularRealmAuthenticator sz {5458 FA H L & #Y
AuthenticationStrategy FFi8—1 % Realm F{p% B2 X, 7 Realm #5358 FARVE it
2, AuthenticationStrategy (Z£%RE8) #%:i8 A XL & ETRealme R, Hi1RHMEE
1% AuthenticationStrategies,

= ¥ Realm 2%

MRABA— Realm #HECE, TEEBAMA--TEL Realm BFHAFE
AuthenticationStrategy.

5% : E—PECER Realm £k B H B A 2 17)IR XM AuthenticationToken, 1R
¥, W% Realm B getAuthenticationInfo) AiEREE IR IR A, getAuthenticationinfo
FEAFERN Realm BRMURM—RIMIIM L i 23X, FHNEFHE44 Realm 11T H,

Authenticator

FARLIATIZEIE B, Shiro SecurityManager implementationsZKiA 8 —4
ModularRealmAuthenticator 324, ModularRealmAuthenticator [E 1 # % Realm f1%
Realm,

E— % Realm #2FH, ModularRealmAuthenticator 5 B # # 1T £ M Realm, MREE
AANFLLE Realm, & {#FMAuthenticationStrategy 52 IS b NME #1738 i, FA1IHE
THEMIE F #3338 AuthenticationStrategy,

INRARFALR B E LB Authenticator 52 L ECE SecurityManager, {REJLATE shiro.ini AA{fix
%=, i:

[main]
authenticator = com.foo.bar.CustomAuthenticator

securityManager.authenticator = $authenticator


http://shiro.apache.org/static/current/apidocs/org/apache/shiro/subject/support/DelegatingSubject.html
http://shiro.apache.org/static/current/apidocs/org/apache/shiro/authc/Authenticator.html#authenticate(org.apache.shiro.authc.AuthenticationToken
http://shiro.apache.org/static/current/apidocs/org/apache/shiro/authc/Authenticator.html
http://shiro.apache.org/static/current/apidocs/org/apache/shiro/authc/pam/ModularRealmAuthenticator.html
http://en.wikipedia.org/wiki/Pluggable_Authentication_Modules
http://shiro.apache.org/static/current/apidocs/org/apache/shiro/authc/pam/AuthenticationStrategy.html
http://shiro.apache.org/static/current/apidocs/org/apache/shiro/realm/Realm.html#supports(org.apache.shiro.authc.AuthenticationToken
http://shiro.apache.org/static/current/apidocs/org/apache/shiro/realm/Realm.html#getAuthenticationInfo(org.apache.shiro.authc.AuthenticationToken
http://shiro.apache.org/static/current/apidocs/org/apache/shiro/authc/pam/ModularRealmAuthenticator.html

REE 22 /Ed, ModularRealmAuthenticator & F KB40 E K,

AuthenticationStrategy

LU—APREFEHRESLT mNHZ ) realm 55, ModularRealmAuthenticator {8 — 1 RERAY
AuthenticationStrategy AR RE— DR IEEE K,

B4, fNER— Realm 35— AuthenticationToken AXZh, {BEMAIERLK T, BRX K2
REBWIA A ZRIMIE ? EFZFFA Realm % ZIH T F i p BHSh ? XFEE—D
Realm 2531, BE %A NVE T HMRealm ? AuthenticationStrategy HRiEIZFE H KM
A LR E,

AuthenticationStrategy & —* stateless B4, EEN R BPEHAELR (FEX4R
SEHPRELEN state if, state [FEHFESE L)

1.7E4E/@ Realms #7281 ;

2. 7EE M Realm # getAuthenticationinfo /5% 8 B Z Bl ;

3.7E ¥ /N8 Realm By getAuthenticationInfo /%A ARG ;

4 7EFFEM Realm TG,

AuthenticationStrategy i# B #EMEB— 1T Realm FIRE L RFFTEMN B EE—D %
B AuthenticationInfo, X Authenticationinfo 325l 2%% Authenticator 52 fiR[EIR), FH
shiro AEXE M —1 Subject WL &P (thzt 2 Principals ) .

Subject 17 “B’= (view) ”

MRRERFFERZ T -8 Realm MZNEURIREF # Bk » 8B, BFIEINZE
AuthenticationStrategy T i % Subject BIp®&R&“GF (merged) "4 B

Shiro 31N E{&H) AuthenticationStrategy 32 #., :

AuthenticationStrategy class Description

MRE—1N=H%ZRealmit ;i ii3h, FAER 2
AtLeastOneSuccessfulStrategy  XEBHEAABMINE, MREE—DBIEN
Ih, WiZR XK M

RAEME—NKINL i HReamREIMWER S
FirstSuccessfulStrategy WEH, LUEBNRealm{S# 2K, INREXE—
DISIERE, W5ZOR 2R Rk

FrE B ERIRealm{E £ 50 22 X AR &R Th 348 i F
AllSuccessfulStrategy BN A BTN, MRE—DBEARKIL, W%
R 2ZRKR K,


http://shiro.apache.org/static/current/apidocs/org/apache/shiro/authc/pam/AuthenticationStrategy.html
http://shiro.apache.org/static/current/apidocs/org/apache/shiro/authc/AuthenticationInfo.html

ModularRealmAuthenticator kA AtLeastOneSuccessfulStrategy 2 #i., X2 &K E H
BIZERE, AR A LIE B IRHEHN R E IR,

shiro.ini

[main]
authcStrategy = org.apache.shiro.authc.pam.FirstSuccessfulStrategy

securityManager.authenticator.authenticationStrategy = $authcStrategy

H % 3L# AuthenticationStrategy

INRARFEE 61 B IRE S8 AuthenticationStrategy 52 3., {RELUE
org.apache.shiro.authc.pam.AbstractAuthenticationStrategy V€ 3 #2518 mi.
AbstractAuthenticationStrategy * B# 23, "€ (bundling) /32% (aggregation) 1T % 4%
kB TF &M Realm By RIEEI—1 Authenticationinfo 51,

Realm 34 it B 5

FEEEEM—m=Z, M Realm ZEM ModularRealmAuthenticator 3&%4% (iteration) i .
17,

ModularRealmAuthenticator ®T L3 i#] % SecurityManager Bi&R) Realm 325, 2 2iX—X
i, BNEEASTER, XFHIRAZM AuthenticationToken X IEFIE Realm ERISF 3,
1T Realm BY getAuthenticationinfo 75i%.

=N SN2

£ A ShiroINI EdEXHF R et, RA]LUIRIRAEH I8 AuthenticationToken BY)If 3R EC E
Realm, f3/#0, fEshiro.ni A, Realm FHRIRfh417EINISTE R TE LR F 4T,

blahRealm = com.company.blah.Realm
fooRealm = com.company.foo.Realm

barRealm = com.company.another.Realm

SecurityManager LE2i&E 73X =4 Realm, E£—1 3 itit 2, blahRealm, fooRealm, %1
barRealm S48 #.4T.

XEARAESELTEX—IT2HA0NRER :


http://shiro.apache.org/static/current/apidocs/org/apache/shiro/authc/pam/AbstractAuthenticationStrategy.html

securityManager.realms = $blahRealm, $fooRealm, $barRealm

FRXMAE, RAEE%E securityManager B realm i, E—NMEE LBrealm {58 3
IIAZI realms B,

Explicit OrderingBR#f80IR

INRRFHLERAE L realm #ATEVRF, FEMMNMMAHEE L, RETLLZE SecurityManager
B realms B, Fl0, FALEE LA realm, {B{REE blahRealm REHITM AR E—

OF

blahRealm = com.company.blah.Realm
fooRealm = com.company.foo.Realm
barRealm = com.company.another.Realm

securityManager.realms = $fooRealm, $barRealm, $blahRealm

BAff Realm 85

U REAFAMIECE securityManager.realms B4 at, REWSI M realm 3%
SecurityManager Bci&, et it RATREIE INI RESLT 5 realm, B ERFERT 3N,
INRTE realm BHEARRBIA T3, XFMEW realm iFARE, EHRMHERT, FIBERH
realm #=FE!,

Realm Authentication 3%t

AEEIR T H—N gk 22X & £t Shiro FERNTERIE, MiER%xitfErh, AZEIM Realm
A= SN TERRE W LEEREINESS) B Realm ZE A Realm Authentication ¥ iti8,

Fy SAENFEF

B LEx BT LIEEB{RER Apache Shiro #1TIT/E, #HX—EETKhTZEMY BX
B, MRREZLEEEBD Shiro 18, #FEMAAZTENMASE EFIE, ¥ RIS, RIZH
HYEAR REE Bh &R S i Fe 4t X FH B R A Shiro,

REMAUIEN R G 2HNRRENT L XEA P s iz 4515
BFEE MR AR E RIS & s D2 OB IE, IR,


http://shiro-user.582556.n2.nabble.com/
http://shiro.apache.org/mailing-lists.html
https://github.com/waylau/apache-shiro-1.2.x-reference/issues

6. Authorization =z

B, IRBiy e iEhl, 2EIR IR 9 i iE,
wEZ, LMEERE— N RERRE"EAF 8 a’,

F#XE’JW'?%  BARAFEMNRAFEERXITE, HEHE BIRg, HEMXEITEN
FTEN ? R EERTER— N &~ AL 9] 2 BRER,

Elements of Authorization Jt%&

BrBE=1M#%0Itk, 7 Shiro FHMNLFERAEIEN : R (permissions) . A
(roles) #1F 7~ (users) .

Permissions

2 BRZ Apache Shiro F R ERIBERELMNITTHR, ENB—AXTITHNELXRES, LBABRK
RE—TREFRA LU, —NMRIFE LB RS T b i fidh % JR A K 25— Subject 51X
£ % IR B B 2 3 VR AT AT

THZE L RESHHF

o ITFH—IXH;

o H5F /user/list' A ;
o FTEIXCHY ;

o MiBR“Jsmith”A 7,

KERD % IRERZFFE AR CRUD (create,read,update,delete) #4F, Bt FHEXIR X,
Ef R R AU, KRz BEREANBERE X RMAIENER ik BR/NENRTE

TJo



HEIRR, REEN—KREER AR — M RIESAE R & " AT N30 F, M
v ::p Ut /N1 DX = o

PR R R AT A
IRIER RimdiTh (FFIREXRNHE) , FAROD B BEAMITEDH1E,

B9 (Ap) A AL fR) FER—EHFEMRBLRA 7, xBEIRTE
FREEEEMA2BEERFR L 0%,

BN, —ERRATULBEF—PMEEMARS—1NHENAE P tREH, B —EREREFTUE
—wRAPFM—NATUEE—TMAR, EXEXREHeAEMERARA s HRTA
BRIABR,

BREZAXNTLUIRR T A - RFREFRKRENM %+,

B Eite Shiro 0{rIHIBT— 4 Subject & #E 2 i4F.

Permission Granularity +[RHIE

FEBRRRAIEZE S RIR (1. X, &%) BENHE FTH. & BkF) , &
—y s, MNBRIBEIETD @mAER 2 6% 5"17 4080, BER" (delete) %
HJsmith” (2fltrir) B9 »” (FIR%EE) , 1 Shiro A, {RETLUEAE L8 S EIIRFEE
miL BT,

F4111E Shiro B9 Permissions X% w31 0 A SRR E AR I8 BB % %7

Roles

ABRE—1TEAG, KRR-ATHHRT, RETHERFRH Y IRATUFETEMBOE
5. ABBERARFKkS, XikE, Armadl M ETIRABNES,

BaMEMBABEELN, Shiro #HXZHF,

e RIREETABF : KE2A FRRRRETUENARY : BFREE—TABEH
EreEa7T—a1Th (BEExR) , ERN, ERHFANTRHEABRFHITITY
A. BMIC’, MR THRET—TERNABEFH,

BENRERE
2RXEZ—NIFEFHLNBERNAGE, BRSNABATRIIGMK G4 FRAFEE N

Bﬁo

B0, IMRFEBIEMBBR—DAR, HBEELACHNITHEL ) ? IRAESAREHITHR
=, BUFAEBERENABRA N, ERABEFEX M, X RRIHSIENHITRN
(X, Bl RERE, <AERF, Aaskl, EEERFE) .



stF 2 RRFExMAEeER (LR E—1admin'fa&fl'everyone else'Afa) , BE &
MRS, XERAMEFESERDI—NEEN B, SLIRIKEH ERRILFR

o

o HMAABEERR : BABEYABEERRER LR—ARRIETHAIE, EXWFE
AT, #F (LK% Shiro) HEBAME—TMHENABRMTLER, BHCHIMERETY
RAEALUAIT, MARERNEENE BT USRI UM 40

Shiro F A RIEE R RN Y ABEERRENRBFRREESTABHNAGE, X4
fRE] LAxt A2 e R £ 1R it T a8 B2l

BT %IR8 ) 122

E—TEXIXNE : FIWRBAC : ETF # R BREE (Resource-Based Access Control), X
XERA TS T EARRIEAM S AR EMRRE BN REETFTABRAENTFL
(LAR RGO oh) o

UsersF 7

— MR ERR LERERFFNGE", MNREBKRMBIEREIM, Subject 52 rr L2 shiro BJF 27

F 7 (Subjects) Bit 5ABHIMBRREMBESSHAFHITEFRNIEENHIE, BEHEE
BIFAYIE L T Subject B2 & LMt L EE.

pian, FEAREVBIERE S, RELT —PMEEMA 7 £ HEEREAHZE TR, FEMRA
REELABLKETHIR, AENArSzAGXE, BLiMXs, Ar®8 TARHE
B PR, HAEMRETLORY A HIBSTHRXMHE, ZBURTIREFR% T,

FUERBYE L T a0 3 4T84, Shiro i — 1 Realm 2 sl ISR BIRE R X 52 4£ 35X Shiro
ALEEMNAS, BEHEET4 Realms,

B, = Realm SRBEIEIR (RDBMS,LDAPZ) #35i%, Realm A& H1Shiro RE AR
B RREEE, (RAILLSTRIBHERAS AR B a0 6] B E Lo

Authorizing Subjects &4t 3t R

7£ Shiro FHITRA T LA = MG E

o BRFNRA--IRA UEMREY JAVA R HITR £ UT if 7 else & MR MITHIRE &
o JDK EME--{REJ LATEAREY JAVA 7335 _EME N BROE AR
o JSP/GSP #7 4 --fRAT AR T A B Fx RIZH] JSP 5 GSP 71 Hin AR,

Programmatic Authorization F2F /#2134


http://www.waylau.com/new-rbac-resource-based-access-control/

ERERFH A Hal Subject 2fl £ R ATRERR H 2 hRERANT A

Role-Based Authorization EF A &%
IMSEARERT 4 %/ A BE AL T e, RTMTRRLS :

Role Checks A &

INRARIE 1 £ 5 — T HFISubjecte BT RE—TAR, RIUE—2HILEH hasRole*
ﬁiﬁo

BN, £F— Subject EEBRE (£M) HWAEEB, RAULLAR
subject.hasRole(roleName)) A%, #HEAE R BK %,

Subject currentUser = SecurityUtils.getSubject();

if (currentUser.hasRole("administrator")) {
// %7 admin %4

} else {
//ARERRE?  [RE5?

}

TEHZRAURIEFE A R

Subject 5% 3N

MR SubjectiE E 7 HRFEMH
BIROE, SNHRER ;

BRE—NE5SERFE R
MhasRoless R#E, H—R

hasRoles(List<String> roleNames) BETARTFERNNIEE
BRH (WMEH—1E &894
&)

IR SubjectE & FIE A EIR
OE, SnROE,

hasRole(String roleName)

hasAllRoles(Collection<String> roleNames)

Role Assertions & &%

®B B—NAEA N Subjet EERIBEAENAR, RALATERN AT ZATf £ FIRT R4
EEEMEKRNAR, WR Subject FEMMERMA®, AuthorizationException F &
H, MRIFMEXRNAR, TSR THRARINF T TENE E,

0 -


http://shiro.apache.org/static/current/apidocs/org/apache/shiro/subject/Subject.html#hasRole(java.lang.String
http://shiro.apache.org/static/current/apidocs/org/apache/shiro/authz/AuthorizationException.html

Subject currentUser = SecurityUtils.getSubject();

//RE SRR P B—NMRATHM R

/ /RS FFIL K >
currentUser.checkRole("bankTeller");
openBankAccount();

5 hasRole* &ML, XFMAENFRAETFTRAE A FMH, MRLFISubject T# BATRSR
HART B E IR B S WAuthorizationExceptions H& (IIRIRTEIRL M)

THEHZRYURIEEZH AR

Subject 5% EEpu
INSRSubjecttBIETE 4 f5E A BN Rkt
checkRole(String roleName) IR [B] 75 ) # B AuthorizationException &
=

INRSubjecttRIBEE T AR B RENA BN
checkRoles(Collection roleNames) — Z2E&HhiR[EIZS 0 HiH
AuthorizationException® & ;

1 _EmEMcheckRolesEBHEEMME, B

checkRoles(String... roleNames) #Javast & BB,

Permission-Based Authorization £ Fix [REI#Z 4w

MEBN LEEAEERPREN, B3 ETRRORMIT I EEHEREFNAE. &T
PRI, AAESREFE (UREFZOERERLNTY) FBxR, ETFTHRERB
BRBERFHEN TN I FENEL, MEREREITR, ZRRESRAEETABHRK
L, tREHR-aED,

Permission Checks i(fE+# &

MRIRFHEHRE — Subject BERFMEHEIR, (RAILLARisPermitted* FEMZ ., A
AMEEHF AL S B-ET 3 R R 2 FIFEFFREEMRRRT.

Object-based Permission Checks & F sf R R &

IATHUR A & B —F 5% =2 2 Hl{E— N ShiroBorg.apache.shiro.authz.Permission$# O 7 B
e £ # 4 W IR 52 Bl B9 *isPermitted 757%.

fin, BRix—TUTER : 2 REBEHE—BM—47% % laserjet4400n BIFTENH], EFM@EA
PR RTEHRECET, BZU4FELELIA P BERARARGITMIITEIXNE, # &R
AR ¢


http://shiro.apache.org/static/current/apidocs/org/apache/shiro/subject/Subject.html#checkRole(java.lang.String)
http://shiro.apache.org/static/current/apidocs/org/apache/shiro/subject/Subject.html#checkRoles(java.util.Collection)
http://shiro.apache.org/static/current/apidocs/org/apache/shiro/subject/Subject.html#checkRoles(java.lang.String...)
http://shiro.apache.org/static/current/apidocs/org/apache/shiro/authz/Permission.html

Permission printPermission = new PrinterPermission("laserjet4400n", "print");
Subject currentUser = SecurityUtils.getSubject();

if (currentUser.isPermitted(printPermission)) {
// B $TED ¥&R4m

} else {
//RERRE? REG?

}

ExMIFH, BMNAHEERT —NIFERBRII:B% 518955 17 #2616 & --1F £ JREBIE L F L
BRI 4 BIRE I,

ET RO R FIERIFEERRA :

o ZEpFHALIELS

o FLEMARIEMMSIAFERNAIR ;

o HEIRHIRTZHE (FMEMIREEZ 4, ETREON implies)AiR) MITARN#IT
BRI ;

o HEMREMIREMMMRIERFXIR (B, E— PN REER Ea|BE— PR, R
(ABEB# = E)

THZRAURIEFE AR

Subject % EETPUN
MR SubjectftF AT ER R L FlEE
isPermitted(Permission p) BEM S % IRi7 FAOROE, BNER
Gl ;
®RSHUIRFFIR [ElisPermitted 4 R #4a,
isPermitted(List perms) MRFEHBREELEIEEEFR (WE

#—1TE XBME)

g0RSubjecty B 18 EHIFTE #x fRIR D]

isPermittedAll(Collection perms) & & REE
=y RH=ANEX X o

String-based permission checks ETF /R R &

FRETFHROREERER (£ B%e, HTHER, ERBIEHF) , BE
HAERFEENRERRIARRTE, »—MaH2RAERNFHHEERARRR.

fgn, =+ F EEITHARREBIF, HNTUERFHFERRE & R BIRAMNER


http://shiro.apache.org/static/current/apidocs/org/apache/shiro/authz/Permission.html#implies(org.apache.shiro.authz.Permission
http://shiro.apache.org/static/current/apidocs/org/apache/shiro/subject/Subject.html#isPermitted(org.apache.shiro.authz.Permission)
http://shiro.apache.org/static/current/apidocs/org/apache/shiro/subject/Subject.html#isPermitted(java.util.List)
http://shiro.apache.org/static/current/apidocs/org/apache/shiro/subject/Subject.html#isPermittedAll(java.util.Collection))

Subject currentUser = SecurityUtils.getSubject();

if (currentUser.isPermitted("printer:print:laserjet4400n")) {
// B $TED ¥&4m

} else {
//RETRIRE? [REB5?

}

BN FRAMEEAT B2 3R REE, BEMEEERREBMH--printer (FIREEE) |
print (#4E) . laserjet4400n (2fID) #BFRM A —DF R,

FEMAIFERRT —FMLUE SATIMNEHRERANFRE, ELFShirody
org.apache.shiro.authz.permission.WildcardPermission®, BEAKZHEA »HWEKR,

FEMORARER ER TEXBRADNEE

Subject currentUser = SecurityUtils.getSubject();
Permission p = new WildcardPermission("printer:print:laserjet4400n");

if (currentUser.isPermitted(p) {
// B FTED $24

} else {
//RRRRE? KB ?

}

WildcardPermission S hEH R #1445 % s fF7E Shiro B9 Permission XAAREA T8

L ER RS AR WildcardPermission ¥, s2rr E{RA e EFERIRE CHNFER
ERE, HAIZE TE Realm 2ALEE ¥ 548 WA 3 B8,

ETFFRENURRENN—EETHRAFTESA— M EOMEH £NFRERFEES:, ™
AHH—EETAREL2ERE, MASFEFEELBHFHERAENZANEER £8917
Hut, {RGIBFREANARREDZAMBSHRRAR, 2L, K& Shiro 4w » R
HEGEMaBETFRENARN, BERAFNEFFRRE T H—MAEREK,

METHRRE E T E—H, TEHRFRERRE SR :


http://shiro.apache.org/static/current/apidocs/org/apache/shiro/authz/permission/WildcardPermission.html

Subject 5% o
INRSubjecttf 7 i HATFRIFR XM E
=R Ry R, REIE, BnEREME ;

R IBS VIR F R BlisPermitted 8y 45 R
isPermitted(String... perms) B, BFEFRHERREELENIEER
A (EH—TE 2890 @)

L SubjectE & Fi B F TR E LI BR & IR
5, EnEREHE.

isPermitted(String perm)

isPermittedAll(String... perms)

Permission Assertions 4t E$ ¥t

%—Hi % Subject BEWAFMEMENHAER, EZTHIITZAH LHMMBNESTE S
FHIRR, MERARF#, AuthorizationExceptionFE#RIH, WRZ4H, FIMTH Rt
PATFHIREIL 0T 11T T ERE 8,

Bian

Subject currentUser = SecurityUtils.getSubject();

/ /BRI F HETA P

//FF—TRATHR P

Permission p = new AccountPermission("open");
currentUser.checkPermission(p);
openBankAccount();

E, REBFE, TURAFFERN

Subject currentUser = SecurityUtils.getSubject();

//IBR A LETA

/I FF—DHRATHR P
currentUser.checkPermission("account:open");
openBankAccount();

5 isPermitted* 5 5L, XFAEN® NS E 4 EMW, WRZHATSubject RRFE SR
#, R4 B{RE S AuthorizationExceptions &% (FIRIRAEAR M) .

THERELIBREEE A ENRE :


http://shiro.apache.org/static/current/apidocs/org/apache/shiro/subject/Subject.html#isPermitted(java.lang.String)
http://shiro.apache.org/static/current/apidocs/org/apache/shiro/subject/Subject.html#isPermitted(java.util.List)
http://shiro.apache.org/static/current/apidocs/org/apache/shiro/subject/Subject.html#isPermittedAll(java.lang.String...)
http://shiro.apache.org/static/current/apidocs/org/apache/shiro/authz/AuthorizationException.html

Subject A% Uy

AR Subject#R 5t i .17 HRFEALPR 52 I
BEEMAHIES KR 7, RERtiko,

checkPermission(Permission p) 2 01 $  AuthorizationException

=
INRSubjectt® 7 i AT RFFF 15
checkPermission(String perm) ERHES K Ri7 7], REgtko, &

)t AuthorizationException & &

INRSubjectt& 7 M ATAT A AR 52 51
BENHIER F IRy e, REtROl,
Z )t AuthorizationException &
.

1 L EMcheckPermissions3{ &R — 4%,
REFRAFREMR LR,

checkPermissions(Collection perms)

checkPermissions(String... perms)

Annotation-based Authorization EF 3 2RS4

MRMRBERE T EMRORAUEE], BT Subject B APl 24+, ShiroiR#t T —4 Java 5 B93E
fREE,

Configuration B2 i&

EIRER JAVA BB, IRBBEERFF B 5 AOP XZF, EAHFZA0PESR, AIUR
T, EXBEHEBEFENERFF BH AOP WA,

X TFAspectd, 1REILLE B 1HIAspect) sample application ;
*FSpring, #RETLLEF Spring Integration XA ;

*FGuice, 1RALLE BB Guice IntegrationX#y ;

RequiresAuthentication £ f#

RequiresAuthentication SERFFRRIE i 7 A RBOEMERY £ /52 61/ 75758, E3K Subject £
AIHY sessiond B 2 # 5 it .

#4 :

@RequiresAuthentication

public void updateAccount(Account userAccount) {
//BANFERSWARE
//Subject RiEFEAERIIER T


http://shiro.apache.org/static/current/apidocs/org/apache/shiro/subject/Subject.html#checkPermission(org.apache.shiro.authz.Permission)
http://shiro.apache.org/static/current/apidocs/org/apache/shiro/subject/Subject.html#checkPermission(java.lang.String)
http://shiro.apache.org/static/current/apidocs/org/apache/shiro/subject/Subject.html#checkPermissions(java.util.Collection)
http://shiro.apache.org/static/current/apidocs/org/apache/shiro/subject/Subject.html#checkPermissions(java.lang.String...)
http://svn.apache.org/repos/asf/shiro/trunk/samples/aspectj/
http://shiro.apache.org/static/current/apidocs/org/apache/shiro/authz/annotation/RequiresAuthentication.html

ZEAX FETEIET  REVZ HBERER :

public void updateAccount(Account userAccount) {
if (!SecurityUtils.getSubject().isAuthenticated()) {
throw new AuthorizationException(...);

}

//X B Subject {FiE#iNERERT

RequiresGuest ;¥ fi#

RequiresGuest JFRFRRE R HAISubject2 — N guest(i7 &))", WEL=E, 77 A BHEE
FREY % /2Bl AR, AR BHGAEE EHET— P Session j2fE,

BN -

@RequiresGuest

public void signUp(User newUser) {
//BENFERRWAAE
//Subject RE/ELZHERT

ZEAESTEEF I RA9:Z HBRER :

public void signUp(User newUser) {
Subject currentUser = SecurityUtils.getSubject();
PrincipalCollection principals = currentUser.getPrincipals();
if (principals != null && !principals.isEmpty()) {
//BHNED - T2 guest (FE)
throw new AuthorizationException(...);

}

//7EXE Subject MRZ— 'guest (GFE) '

RequiresPermissions ;%

RequiresPermissions JEfERTRER YFISubjectE HATHUE M AR B4 —PNHZ 2t i
AL RR

a0 -


http://shiro.apache.org/static/current/apidocs/org/apache/shiro/authz/annotation/RequiresGuest.html
http://shiro.apache.org/static/current/apidocs/org/apache/shiro/authz/annotation/RequiresPermissions.html

@RequiresPermissions("account:create")
public void createAccount(Account account) {
//BENFERSWARE
//Subject FRFHIE— account HIIERT

FEARESTENET I REE HMRER

public void createAccount(Account account) {
Subject currentUser = SecurityUtils.getSubject();
if (!subject.isPermitted("account:create")) {
throw new AuthorizationException(...);

//7EXE Subject WRERH

RequiresRoles ;T fi#

RequiresRoles JFfERIE R L FISubjectE #ITHRCERN A A BE S FREMNAR, TSt
H AuthorizationException F &,

g0 -

@RequiresRoles("administrator")
public void deleteUser(User user) {
//ZENAERE administrator A

ZEAESTENEF T RM:EZ FEMREE

public void deleteUser(User user) {
Subject currentUser = SecurityUtils.getSubject();
if (!subject.hasRole("administrator")) {
throw new AuthorizationException(...);

//Subject WRZ2—4 'administrator'

RequiresUser }* fi#


http://shiro.apache.org/static/current/apidocs/org/apache/shiro/authz/annotation/RequiresRoles.html

RequiresUser* JEfERRNE KT 7 17 208 ABCERRR % /2 Bl/ /5 7Ret, AT Subject 2 — M2
FA P, “BFR P E—1NEME PR Subject, SHETE LA Session B3 ir it HETELLED
B Session Az E L,

a0 -

@RequiresUser

public void updateAccount(Account account) {
//BZEANFERRW 'user' A
//i.e. Subject B—ABHIMFHwith a known identity

ZEARESTENET I REE HMRER

public void updateAccount(Account account) {
Subject currentUser = SecurityUtils.getSubject();
PrincipalCollection principals = currentUser.getPrincipals();
if (principals == null || principals.isEmpty()) {
/ITEHR - HNRERR, THRAKF
throw new AuthorizationException(...);

}

//Subject HBRZ2—NEMHEFH

JSP TagLib Authorization #7 % B %4

Shiro 12t T — M5 % B K 1EH| JSP/GSP mE#HH, XIHE Web XA JSP/GSP #7% B
it g

Authorization Sequence %55
REFAMNE 2 BRI =t ZHET Subject AT, iLEMN TR —TH— M ExmSARN
Shiro RER 4 £ T H AL E1E,

H AT EAChitecture® % BRRKE, EAMNRRSBIIELNAHESEN, 5
NIFRFI BRI — AN T


http://shiro.apache.org/static/current/apidocs/org/apache/shiro/authz/annotation/RequiresUser.html

.sPermitted*/hasRole*

Security Manager

Authorizer

Pluggable Realms (1 or more)
LOAP

ActiveDiractory Custom
R;aalm

B15 : BEFHEZRK 2B A — Subject BJ hasRole* . checkRole* . isPermitted* B
checkpermission* %, &% TR REAE,

282% : Subjectz 5, Z—" DelegatingSubject ((F %) , @it 8 FsecurityManager
'1"_-% hasRole* . checkRole* . isPermitted* E‘Z checkPermission* g$_§5{5’97'5/f3|—f}}f1|ﬁ
A G 1 B F2FM SecurityManager(52 31, T org.apache.shiro.authz. Authorizer #0)

834 : SecurityManager {4 —PMNEERBIRP "B FEBINKRERER
org.apache.shiro.authz. Authorizer 25381t 58 A authorizer F9& BB hasrole* ,

checkRole* , isPermitted* ,BX checkPermission* A%, authorizer BANIBER T2—1 26l
ModularRealmAuthorizer X #th i — D% D 52 Hl Realm TE IR AR AF 52 6,

F4%:, BB THEERN Realm 25 £ s HEM Authorizerf 0, MRZE, Realm BT
E’\]% hasRole* , checkRole* . isPermitted* E‘Z checkPermission* Hif*ﬁi}%ﬁﬁo

ModularRealmAuthorizer

HUE$REit, Shiro SecurityManager #iAfE A ModularRealmAuthorizer 524,
ModularRealmAuthorizer 52 flE& XX #FFH—1 Realm BWEF AL Realm MR,

st FEAI$Z A2 E, ModularRealmAuthorizer f$1E N ERH) Realm £ 434X (iterator) , &
%A (iteration) JFEE—1 Realm X E, 58— Realm xEMAEWT :

1. 1NRRealm:z 3, T Authorizer # 0, AFAE&BMEAAZE ( hasroler |

checkRole* . isPermitted* EE checkPermission* ) °

1.1.90R Realm BB RE— exception, i% exception £74E H— Subject i3 A&
AuthorizationException, FLEIETIZi 2, FIRHFER Realm FAREMAT,


http://shiro.apache.org/static/current/apidocs/org/apache/shiro/subject/support/DelegatingSubject.html
http://shiro.apache.org/static/current/apidocs/org/apache/shiro/authz/Authorizer.html
http://shiro.apache.org/static/current/apidocs/org/apache/shiro/authz/Authorizer.html
http://shiro.apache.org/static/current/apidocs/org/apache/shiro/authz/ModularRealmAuthorizer.html
http://shiro.apache.org/static/current/apidocs/org/apache/shiro/authz/Authorizer.html
http://shiro.apache.org/static/current/apidocs/org/apache/shiro/authz/ModularRealmAuthorizer.html
http://shiro.apache.org/static/current/apidocs/org/apache/shiro/authz/Authorizer.html

1.2.90%R Realm B9FER2— hasRole* X isPermitted* , FHIREE, mE44IEN#R[O
mEFRH Realm #E5EEE, XFMHUEIE S —FiEBE8E, E£— Realm ¥IEifoFE, BaA
#H A Subject L, EXTHREENEZEE : TABRTAAEZKEZEL, BRBIEER S
FEXN

2008 Realm 3% 74& 52, Authorizer #0, S 728,

Realm Authorization Order 25

EBIEHIEREEN—5, WMAERE (authentication) —#, ModularRealmAuthorizer 1%
% (iteration) )5 Realm X H,

ModularRealmAuthorizer #8 SecurityManager B2 &EHJ Realm 2FIBIA O, H#HIT— R4
BiEet, BREENEADHITER (iteration) , s« FE— 52 # Authorizer O
Realm, ;8FRealm & B® Authorizer /57% (1 hasRole. checkRole. isPermittedsk
checkPermission) ,

Configuring a global PermissionResolver ft & £ &
PermissionResolver

HPT— T ETFRFBEARRE S 6t, KED Shiro BB Realm FREMIT R 2E 4
RATE R X N F RS H %R — T AR R 2.

XREAANBRHEAYRETRETZEMASHEERLE (EFPermissionBEY TREZ RS S
MEHE) . ke sARLRIELLBL FRETLEF, AL, X#H 92 ReamBFBE #4ik
— MR R FERTER A =t 2 B4 BR 32 1,

K TN BEM, Shiro X PermissionResolver, KB4 Shiro Realm {E
PermissionResolver 3£ & fi1stAuthorizer B OFETFERFBARAER L3, « HxER
;ETERealm E#E A e, HEAPermissionResolver 1S it A BB, FHiT#a
%,

AT M Shiro Realm B\ {ERRERAY WildcardPermissionResolver, ©{# A Shiro BY
WildcardPermission 2 & &&=,

WNRIRIE 6] IR E 289 PermissionResolver 523, R8¢ BIRE SN RERTH iz
%, EFMARRERNRealm: FIEXZFFX N2k, RATLUE B 28 PermissionResolver % B
KE2RE, HFTA realm B,

#n, 7fEshiro.inid :


http://shiro.apache.org/static/current/apidocs/org/apache/shiro/authz/Permission.html
https://github.com/waylau/apache-shiro-1.2.x-reference/blob/master/II.%20Core%20%E6%A0%B8%E5%BF%83/6.1.%20Permissions%20%E6%9D%83%E9%99%90.md
http://shiro.apache.org/static/current/apidocs/org/apache/shiro/authz/permission/PermissionResolver.html
http://shiro.apache.org/static/current/apidocs/org/apache/shiro/authz/permission/WildcardPermissionResolver.html
http://shiro.apache.org/static/current/apidocs/org/apache/shiro/authz/permission/WildcardPermission.html

globalPermissionResolver = com.foo.bar.authz.MyPermissionResolver

securityManager.authorizer.permissionResolver = $globalPermissionResolver

PermissionResolverAware

INR{RIEEE — N2 B PermissionResolver, B—1N4%i&EX N PermissionResolver L&
BY Realm w45 52 i PermissionResolverAware 0, X MR EACE PermissionResolver H 52
BIa] A% 3 0 TR X EC BRI B — 1 Realm,

INRRAFEFERA—N2LBEH PermissionResolver & {R A8 PermissionResolverAware 1
OFRG, {RETLABRHfHh % % N H) Realm B2 PermissionResolver #0 (Al & {FREJavaBean
BsetPermissionResolver /%)

permissionResolver = com.foo.bar.authz.MyPermissionResolver

realm = com.foo.bar.realm.MyCustomRealm
realm.permissionResolver = $permissionResolver

Configuring a global RolePermissionResolver B¢ i& £ 58
RolePermissionResolver

5 PermissionResolver #{£l, RolePermissionResolver HEE IR T MITH IR & B Realm
A B9 ALRR 32 31,

REENARAETERNERFRERE—1MAGSE, MAR—TMHIRERE,
RolePermissionResolver # Realm £ & &6t R4 e — PN A BRI — 4 BRI R 52 6,
X RIEFEERMN, ©XFHPBLFBHHNE R REHRE RS HIEIRR,

a0, %% LDAP B ZF#ABEM (Ak) BEFXFAGRIRENRE, EAeR
HPREVE S, —MEM shiro WRZFALUEREF# T LDAP NA®SE, EFELn—1
RolePermissionResolver K4 #: LDAP 2 E|— A it 4x BR AP LA AT BRFA R 37 17 12241, R
M SR Es TRHEWBIEE#HB, i R tEdEE,

XS A AL RS 2R ER, Shiro BAM Realm SR EHERAE 1,

SR, WISR{RAE 4] B4R E 2 M RolePermissionResolver B FERHEHEZ ) Realm 2
#, {RA LSRRI RolePermissionResolveriz B E &.

shiro.ini


http://shiro.apache.org/static/current/apidocs/src-html/org/apache/shiro/authz/permission/PermissionResolverAware.html
http://shiro.apache.org/static/current/apidocs/org/apache/shiro/authz/permission/RolePermissionResolver.html

globalRolePermissionResolver = com.foo.bar.authz.MyPermissionResolver

securityManager.authorizer.rolePermissionResolver = $globalRolePermissionResolver

RolePermissionResolverAware

MR{RIEE B — N2 B RolePermissionResolver, B Realm WA 2w T
RolePermisionResolverAware #EOMEZE T B9 RolePermissionResolver ., X {#it TEES
& RolePermissionResolver 2 f5IR] LU # B ZE N X HECEM Realm .

NRRFTAEFFH 2L EM RolePermissionResolver & {R A48 Bk 47 52 51
RolePermissionResolverAware # 0, {RALL#£I % — Realm B&E
RolePermissionResolver (FILLE{E JavaBean HY setRolePermissionResolver %)

rolePermissionResolver = com.foo.bar.authz.MyRolePermissionResolver

realm = com.foo.bar.realm.MyCustomRealm
realm.rolePermissionResolver = $rolePermissionResolver

Custom Authorizer E#lAuthorizer

INRIRMFZFEAZL T —1 Realm R T4 ModularRealmAuthorizer BRIAH 5 #3548
(iteration) . FEERIRAHITT A FEEH BIRMITRK, IRELLaIE B 28 Authorizer FECE 418
& B SecurityManager,

550, fEshiro.inid :
[main]
authorizer = com.foo.bar.authz.CustomAuthorizer

securityManager.authorizer = $authorizer


http://shiro.apache.org/static/current/apidocs/org/apache/shiro/authz/permission/RolePermissionResolverAware.html

6.1. Permissions iR

ShiroEEL T —MNF A FEH,EL T — M RBHNITAHITH. X2 —NRIIBIENFRE— &
BAREFmE. WREERE%HHERERE M4 REFFHE L AR LU 47

A AR IR 58 "BE 9% AT RIIRAE,

— L FRBVIF

o ITH—I4

o x| % '/user/list' M 1
o ITENSC
o MIFRA & jsmith’

MEH" (A r) RFMHL” (R EEMHEE LESEERAA R —F ] BHiE, XIE%
=Rty AEFRREREESERN, FEEFARLBEERFZAEZERERX,

B, WEEAUAEE—NARF, BBt — 1TSS MNE 1R, HBFELL L H
B mE—wA , BXNATUEIE—1T AR, Bl H#ExE, BEREMAEEZ
WA FreNitk T T 2 A BHR R,

ART A P R RAUERS T b—p ARFET 2 AR RIOREMAERER L,

Wildcard Permissions &t &894 fR

Bt BREGHIF,“FTFF ST, “sx) %5 ' fuser/list' W 717, FE B A NBI R, AT, i+ B AR ix L
BREZEFHENBEER FBERFIITX—ITAHAXEEIEER EM,

AT HFERSLEBENAE xR EE,Shiro 17458 KM IE W EEFMFRZ A
WildcardPermission .
Simple Usage # %R/l

{RIEERIP 7 9] 3¢ N BIBOFTENA, X A2 B L AT LUTENERR EBOFTENHL, M A AT UL & it 4T
fEBE RIFE RS,

— N IEE G LN ERERAZTHE # “queryPrinter s R, AERATLLE L AR EH PR
& queryPrinter 4 R:

subject.isPermitted("queryPrinter")



EZ(KERD)EET

subject.isPermitted( new WildcardPermission("queryPrinter") )

Hiz RRX L,

B RFRHETRETH 2Ny ARFPIENRT, BEREMXRBE

{&"printPrinter", "queryPrinter", "managePrinter"F xR, {Rix aJLLE it FRBE/FR T B
PURIR R FLUARMIEENRTF) , XREEMNEED LARFRHE TAERR
R,

BERxMHAERE M ERBR »E5FREITENAR . HFXNEREREA, Wildcard
Permissions CBECFTAR) X#HF% 2 RN RELE,

Multiple Parts % 1MNER49

B RZFS 2 RIEHE (parts) BIBER. Hla0, MMALLBRRRT A 7w BRFHEZH]
A 2 BB F

printer:query

EZXMEFHRNESE—TMRFR, ERRIRRRFERFENT B4,

EzBIR, B—ED R RMWIRFENGIE (printer) , BT ZHMATHIEIE (query)
EEHEMEB TR -

printer:print
printer:manage

st FREgs A M B X EHERGIR, FALEIRTMIER, KIERAEEIRE AR
FH{ERBTE

Multiple Values

BEBERES R Z M. EIk, BRTIEFHA » "printer:print" #1 "printer:query” R4, 1R
AL £ R TR —1

printer:print, query

CEES K T B & print Mquery STENHAIEE D, HTFMMEIRT 7 X A NEE, RELLBEL A
FATERM:EaRAERA » 25 BEN & 43THIN ¢



subject.isPermitted("printer:query")

% & A &R Eltrue

All Values

MRRBE—NMEENBELE—R P BEFENER ? XEEREFHIHENMEEAFE
HEE, A4, ETEEMNE, BRI —=, ZTHSES N sErRRE
(query, print #lmanage) , ALME TFEX 4 :

printer:query, print, manage

R AR
printer:*
AR, At "printer:XXX" By BR#& & EFHR(E true, LLix #7528 A BB EC R LLBAFA S

HIRFEERFNRE, MREAA N 2REFEINT —DHNERE, RAIFEEFERE
ECRFARER 72 A R

&fE, E—TBREfFRFE RS FEMER D ERBER token B2 LAY, H150, F0RAR
B ENE P EMESE (R EITEH) R'view R, RATLLX A

*:view

X AR x4 "foo:view"BIA fR 44 & ERYF R [Eltrue,

Instance-Level Access Control

A —MWE LARER RAEREE = B4 85 ) EHSIR, AXMIBERT, MER=TE
H—HB—1 2, BZPEEF, B=DE2RM 2L,

2hlF

printer:query:1p7200
printer:print:epsoncolor

B—PNELT HiH#AABID Ip7200 BIITEINRIIT A, BZRREL THEIZIEE ID
epsoncolor BJ3TEIHLEYIT 4 o



IMRFRFRERRALA 7, BonsEREN RO EHTRENITH, REIRTUE
RBPH—TE

if ( SecurityUtils.getSubject().isPermitted("printer:query:1p7200") {
// IR[EID 1p7200 BUITENHLAY Y EIE %
}

E AR — MR ABRNTTE, BRE, ARERITENE LS 26D sERFHY
&, LHZIFBETEHVRNERAR &, RATLUEREERFRAE -

printer:print:*

ENMRBT ¥R, EAHERIEE T EAFBITEN. REERLLIE 1T ¥ ATETEH LR
PR #1F

printer:*:*

FHE—B TN EBIRRBRE -

printer:*:1p7200

FEERERREF
printer:query, print:1p7200

~ BECR, |, FERAOBESTRTRIREMED,

Missing Parts fit & ISR 5
BEEIEMNSRIE | RANBOBHRER » Thls AFFE 52 RN G, HaiEH

printer:print

FMT

printer:print:*

#H



printer

EFMT

printer:*:*

AT, MRREEMFRIENZEL ARG, FILX 47

printer:1p7200

HAFMT

printer:*:1p7200

Checking Permissions # % i [R

&R RO EEREET A A EREERy B ("printer:print:*" = print to any printer) , {8
T IR & B IR BE T RS HE RN RFRFE,

i, NRA FE—TR 7@, R8T —HXXAEE] 1p7200 FTEIN, KRR %@ AT
BRERRER P BERHF X

if ( SecurityUtils.getSubject().isPermitted("printer:print:1p7200") ) {
//F 1p7200 printer ¥TEN3CHY
}

X s IEEEATIRRRIR T B R — XX AMNER, A, TEXNETEL
BT AHEE

if ( SecurityUtils.getSubject().isPermitted("printer:print") ) {
//3TENSC#Y
}

A ? B A BB FREA T TEAONZRBMIT, R TTENEIEMITEIN. B

& (E "pinter:print" 2FM "priner:print:*" #9 |

Fit, XR—PMFIEREE, WORIFA » FELITHEEMITENNEESN, RRET
ENZ Ip7200 #1 epsoncolor EEN, %/Ex#le ? AR EEME =M Fhe R irth 14T
ENZ Ip7200 $TENHL, BOfEMRM1 BN T THE 28 |



Fib, 2ENRERTHRE s, RUREARRFRE, S, LR ITRATRER
HErARFRHILHN—TMENRE, NRIFENBENTZNE, NRA » B FITEHE
EAITEN (B ArEER, BEFEE) . MUEBREFHRELEFEERL, B—RER
T, BEEKET,

Implication, not Equality 5H, THEZ%

At bz TR RE E 5 ZRAUEHERE, ExRIBTURANEER? ZRRARREER
Wit 25 2 H0E R HIM—M A2 B BFR S

L2, WR—DEFHEIET user: R, XEKREZA » A LUIMIT user:view 1
&, "user" LA R AETF "userview", BEIES ST iEE, "user:*" ik T "user:view"
AT RE L ThEER — N B,

HTZRFBEAN, FIEHRBRER#E 2 2 2 smorg.apache.shiro.authz.Permission 1 O #I#Y
HREOIF, IZUME ZEFHREYEETENT, BASEHBEEL—1TE 2NFFHEE
FEvEEHE &, AMBEEARAXEPRBIBERTTH 2R L2
org.apache.shiro.authz.permission.WildcardPermission % sz i, THEEEZH—LL@Eit %
237 1835 17 BB B R PR FRFER -

user:*

Rlet 5 S5 MPR—1F ~BI8E

user:delete

ES:P

user:*:12345

Elet 2 2FEH ID 412345 A & % » B

user:update:12345

mA

printer

%A THENEMTEINBYRE



printer:print

Performance Considerations

IR S G LNESELERES £158%, Atz TN EE 8050 TEN DR,
YERKR LER TS RFR S, {REErRAMER Shiro BiARI WildcardPermission,
CRESMITVENE ST,

Shiro = Realm 2 sBIBATT A B, St FE— PR (Hlg0, A
subject.isPermitted) , FTEDECLZH #RIRIR (FEMRM1RA, AfH, NEES B L
1) BEABSTHATEMIRE, Shiro Bid BRI £ LRI 4G EE" 2% # F2 AR
=4eE, BB —HR %,

RIBEERRN, HAr, ARTRBREEERNEFREHER T —1ME&EMCacheManager
Bt, 7EShiro FX#FH Realm 23, REREFEALLEATY, HUxRoEL A 2
A BSAEINE, HITEE M B —EREM,

MR—P Ream M REE—INEABVHARNRL EBRHMNITEESZE, LHENRZE
BT ARFRHEEREN, 458z 2 A eFA Realm isPermitted” A& s—E82. #
;ABY Realm/WildcardPermission M FEE 7T AL AHIF80~90%, HEREARARTE
TR PAERERRETEF#IL N L ARFRNRERRATE.

Fy SAENFEF

BMABLEX BRI LA BIRER Apache Shiro #1TT{F, #HR—BETEMTEESMT B
M, MRIRAHLHEE Shiro i EH, FEMANFTENMASZLEIE, ¥y RIFHFINHE, (REM
BOE] RE A BN ER Iy FEAL X H Bt Shiro,

RERIISOERER f R RBRR/E L ERA # b iz 715
FEE  MRARPXELFERENBIN L AE2SORIEIE, RULIR .


http://shiro-user.582556.n2.nabble.com/
http://shiro.apache.org/mailing-lists.html
https://github.com/waylau/apache-shiro-1.2.x-reference/issues

7. Realms

Realm 2 LLiy R RFRHENREBIENA ». A, REN—DNEMH. Realm RiFixLe
R ENT LIRS 5 — Shiro TR, Shiro FLaT LUKIRIZ A SRR
Subject BFAPIMIAE A Z D HIRIRSEZF PRI IB I A 47,

Realm BEMHBIBERE —xt —HIxt KRk, WXREIEE, LDAP B %, XHXR%, siHfth
(xR, Ft, Realm HOM 7 F BB R EMNAPI EBTRZENEE (AR, &R
%) , tNJDBC, {410, Hibernate S(JPA, S{EMEIE 5 7 AP,

Realm 2 i LRl —MNEEZ LM DAO

A X EHIBRAZEEF#EDREHE (NFEL0FE) UREREIE (AR
FR) , & Shiro Realm BE#4% 31T B 1034 i FIIRAUR1E,

Realm Configuration

SNREA Shiro B9 ini BBE X4, RAIE[main]XEBPRIREBREIR—#ELFEIH
Realms, {B2 Realm 7£ secrityManager L MECER Af A : BBAARMNRE AR,
Explicit Assignment EA#f5 E (5 )

2SS FAMINIEEE X HEXRF, Z2—MERNBEEAR,. EEL—PHED
Realm/a, BI¥E{17EsecurityManager L #1744 —Bl&,

0 -

fooRealm = com.company.foo.Realm
barRealm = com.company.another.Realm
bazRealm = com.company.baz.Realm

securityManager.realms = $fooRealm, $barRealm, $bazRealm

BRff % B RIAEMER, RAILIEBAUIHEANE AR realm EERFH BXEE M1 HITHIRF,
AL & &l = % BY Authentication Sequence T f# Realm BI TR FFHI S, - 3R

Implicit Assignmentrz & AR (12 R)

Not Preferred(F#7%)


http://en.wikipedia.org/wiki/Data_Access_Object

EMTTEAEES| % BIEAREIBIIT A, WRIRAZE realm ELHNRFHIE. BUREREAL
A%, HEREADE, SHERENITY. ZIIEERARETEREKD Shiro RAFH & FHH%
BRo

MR FHELEREIRAE g AMEE securityManager.realms BIE M, {RA LS4 Shiro 4
NPT B BB M realm FEZEE B 18R+ securityManager,

FERXMAE, realm FRIRBE 11 5L E LIFRIR R F IR securityManager 5251,

B E i, *xtF FEB shiro.ini 2~ :

blahRealm = com.company.blah.Realm

fooRealm com.company.foo.Realm

barRealm com.company.another.Realm

# no securityManager.realms assignment here

EXEMTEX—TEEHERNIR :

securityManager.realms = $blahRealm, $fooRealm, $barRealm

R, EABINDE, RE realm ELRIRFEZER HE T B NESD 1 i 2 X PR
R, WRIRRE EMELBVRE, RS %E EZE/M 0L E H B Authentication
Sequence BJAuthentication Sequence BHAIEEAMN, HFXNRE, LAKRGKRiEAANT
4, BnEEEREXoBEmARreXoE.

Realm Authentication

L{RIEAR T Shiro WEE i TERRE, THEE—TEiziXHE Authenticator 5 Realm
XEREELETHLREBEEMN,

Supporting AuthenticationTokens

EANFE A ERIZRIREIN, E— Realm #fT—N ki X R, B©HBsupports) 7&K A
. REEREME A true BIeE S BgetAuthenticationinfo(token) /A& 2 #1T.

BEBRLT, —Pream L E2/RUFELE (FEOSE) BEBCEEUTUREYS,
i, —PNRIBAEYRFMEHIERIRealm AT eE— mth R UsernamePasswordTokens, 7Eix fh
HRTeMMZFERE AR false,

Handling supported AuthenticationTokens


https://github.com/waylau/apache-shiro-1.2.x-reference/blob/master/II.%20Core%20%E6%A0%B8%E5%BF%83/5.%20Authentication%20%E8%AE%A4%E8%AF%81.md
http://shiro.apache.org/static/current/apidocs/org/apache/shiro/realm/Realm.html#supports(org.apache.shiro.authc.AuthenticationToken

INR—PRealmXZ FFR R W% e ThE, 35 %8 A Realm BgetAuthenticationinfo(token)) 73
%, XZRealm FRABABUIB#ITRIEMN—REM LR, MFEMRTUTHE :

1.4 4 £ Z principal (F2)%h (R E0ER)

2. EFEE principal (§R), FEHIBEFP &t mE »#E ;

3.MHES N credentials (£ BUE)MF s EUERT ;

4 INREE R, RE—Authenticationinfoszf5l, BEIET Shiro JLAIRERBIA » HUE,
5 MR TEAF, M AuthenticationException® &,

X ZFfiBRealm getAuthenticationInfo 5z s BIEx & % % T/E, Realm fEX N itf2dalLlE
HiE S BMMNES, e zBE, BEE, UKkEM, REXTE#NBEL L2
KA BT,

RE—HEBEI VSN, 1R credentials (£ix) ML ER principal (FEEFER) TS, F
FREl—NFEZER Authenticationinfo 325, ARz BEHIEIER Subject %k 15 R.

# 4yt ]

o

BExy Realm OWFFEN A HBZ M, KEOA » k39K AuthorizingRealm [
EDE R TEAGLGERRIER, X2 EMRN R METZH4.

Credentials Matching =i [T

£ E£3b realm JGET/ERA, — Realm w4543 Subject RRME e (MNE2) 2E5HE
HIERIEHAEEEEE, WREE, e, RARBE M ENLERA » 5170,

Realm*% iz LB

BERSNEIREEREE#HBIBEREERE—1 Realm M & EMA=Z Authenticator B %
£, —1 Realm AR 45X ix WA RE#FBUHERBOFEE, TARITEmMREELtbst,
Authenticator R — N @B TER A,

TN EEREREFTFEARALZE—HY, BEREMLHHBEARTE, EWEI DL
REVENZARERIATESIR, AuthenticatingRealm UREMF £ X#H
CredentialsMatcher 34T — N &€ sttt

EHRIA P BIEZE, BFIERZH AuthenticationToken —#2 1% i 24— CredentialsMatcher
, EERAFEL S IRV BIENE 4B S HETE,

Shiro¥ £t CredentialsMatcher sz s /] LAE/RFFFEEDA, Lol SimpleCredentialsMatcher 0
HashedCredentialsMatcher 231, {BHIR{FIBECE — D EE L2 K TMRAFER g
i, {RATLUX A


http://shiro.apache.org/static/current/apidocs/org/apache/shiro/realm/Realm.html#getAuthenticationInfo(org.apache.shiro.authc.AuthenticationToken
http://shiro.apache.org/static/current/apidocs/org/apache/shiro/authc/AuthenticationInfo.html
http://shiro.apache.org/static/current/apidocs/org/apache/shiro/authc/AuthenticationException.html
http://shiro.apache.org/static/current/apidocs/org/apache/shiro/realm/Realm.html
http://shiro.apache.org/static/current/apidocs/org/apache/shiro/realm/AuthorizingRealm.html
http://shiro.apache.org/static/current/apidocs/org/apache/shiro/realm/AuthenticatingRealm.html
http://shiro.apache.org/static/current/apidocs/org/apache/shiro/authc/credential/CredentialsMatcher.html
http://shiro.apache.org/static/current/apidocs/org/apache/shiro/authc/credential/SimpleCredentialsMatcher.html
http://shiro.apache.org/static/current/apidocs/org/apache/shiro/authc/credential/HashedCredentialsMatcher.html

Realm myRealm = new com.company.shiro.realm.MyRealm();
CredentialsMatcher customMatcher = new com.company.shiro.realm.CustomCredentialsMatcher ()
myRealm.setCredentialsMatcher (customMatcher);

o . - FiEe
&, {#F Shiro B INIFD B ST

[main]
customMatcher = com.company.shiro.realm.CustomCredentialsMatcher

myRealm = com.company.shiro.realm.MyRealm
myRealm.credentialsMatcher = $customMatcher

Simple Equality Check 7 # £ BAPCfd

FfiA Shiro FIFFFEENF Realm 2R\ —4™ SimpleCredentialsMatcher,
SimpleCredentialsMatcher 77 #BIF ~ &2 F1M AuthenticationToken 1R ZXHIF » K ir B %
PITHEER S,

a0, IMRIRE T —NUsernamePasswordToken, SimpleCredentialsMatcher # # 123X
BEFHNE SRR TEEE,

SimpleCredentialsMatcher T {x fx st FRF R #ITHER T L, BRUALSHER L8, 0F
RReB. FRA&EUA. FH8A. XHMH ARENITE, £%F JavaDoc # lNEZHER,

Hashing Credentials 1% Eit :

DRREEReENRBEAE#FNTREEENILL, Fa4LnA rBnEre (NEs) B
RENHERREFHBITEZE, F#1T hash 28,

XBRKIEA P OE A UM NIRRT F4H, REAENERRGE. SHXREL
RAELEZR—MEHRENNE BRERRNEFIBERIMAE,

BX xR hash 5B&, Shiro # Realm EEE 1Rt T — 1 HashedCredentialsMatcher
2 . B Z HI8Y SimpleCredentialsMatcher,

Hashing i L & hash SR 8 H T 3% Realm XASHEE, AL
fEHashedCredentialsMatcher JavaDocE i#mith TR X L F BERN A,

Hashing and Corresponding Matchers ' % LA R BT & B PCED

st F—MEF Shiro BIFRFE, HN{AIEDE FAS & % hiEx L ?


http://shiro.apache.org/static/current/apidocs/org/apache/shiro/authc/credential/SimpleCredentialsMatcher.html
http://shiro.apache.org/static/current/apidocs/org/apache/shiro/authc/UsernamePasswordToken.html
http://shiro.apache.org/static/current/apidocs/org/apache/shiro/authc/credential/HashedCredentialsMatcher.html
http://shiro.apache.org/static/current/apidocs/org/apache/shiro/authc/credential/HashedCredentialsMatcher.html

Shiro 12t T %4 HashedCredentialsMatcher F % 231, {RAFIE(RA Realm LECEIEER
52 3, E CBC IR 2 PR A BY hash &%,

Bk, BREMOEFRFERR > R/FELDstRH1TRE, BT LR hash RieIiFR, REEY
Q1B et L SHA-265 ARINE A »%F5, (R LUINEA # i ARNBAXE 2 HRENE
18 :

import org.apache.shiro.crypto.hash.Sha256Hash;
import org.apache.shiro.crypto.RandomNumberGenerator;
import org.apache.shiro.crypto.SecureRandomNumberGenerator;

//BAVHER - RE B & 425 - £,
//RLEER—A P BEH ST ERLEMERL,

//ShirofE XN A ER/RS.

//

//EB—ANEEN L ARFESI BEMEM

/I RRBER A E— N HTHIRNG :

RandomNumberGenerator rng = new SecureRandomNumberGenerator();
Object salt = rng.nextBytes();

/7 BANBISE SR A5 42 1t BUTIBEN 2 TN % RER,
//15EIBase644 M (tbHexTBERDMZE)
String hashedPasswordBase64 = new Sha256Hash(plainTextPassword, salt, 1024).toBase64();

User user = new User(username, hashedPasswordBase64);
//TEFT P RTFE 4, % HashedCredentialsMatcher
//EEBNE Z 2 XN BERLEE :
user.setPasswordSalt(salt);

userDAO.create(user);

{ —

B F{RfEEA SHA-256 MNZERHIE 3, {RFEZE S K Shiro ERERB
HashedCredentialsMatcher k4 & {REY hashing &, EXNMIFAHR, A TIRRE0E
T —MBEVLEY salt FF B #4T 1024 Hash 31X (& HHashedCredentialsMatcher JAVADoc T
f2 % 4+4.) , TEAIShiro INI EoE x4 TIE,



http://en.wikipedia.org/wiki/SHA_hash_functions

[main]

credentialsMatcher = org.apache.shiro.authc.credential.Sha256CredentialsMatcher
# base64 %3, FIFHEE hex:

credentialsMatcher.storedCredentialsHexEncoded = false
credentialsMatcher.hashIterations = 1024

# TEEMRAE Shiro 1.0 FE, £ 1.1 &LAFJ#&N%IK%T

credentialsMatcher.hashSalted = true

myRealm = com.company.....
myRealm.credentialsMatcher = $credentialsMatcher

HSaltedAuthenticationinfo

WREE z THRE—HEMNERF2IRMIRealm 2 L 5HRE] —
SaltedAuthenticationInfo 52 A& & @#JAuthenticationinfo, SaltedAuthenticationinfo %
OfARIRECIER » ik~ et ERMsalt (40 _LE 8 FAH user.setPasswordSalt(salt);) BE#
HashedCredentialsMatcher 5|,

HashedCredentialsMatcher FZ{# A salt 3 31123 H AuthenticationToken # fTHEEIHY
hashing X R K st tLIRRM SR B S F M IEIEHELE, PRLAMIRIR=tH » % 48R
salting (fR 2%z X ) , HEFIRE Realm 52 #7538 [E] SaltedAuthenticationinfo 32 5llat 51 F
Bo

Disabling Authentication 2

MREBEH, RAEFEED Realm st ENFRMITRIE (HERAIRRIE Realm EH AT
¥E) , {RALUSELEEMA Realm BN HF, HEFLETE Realm B supports A A% IR
[O] false,iX #, {RHY Realm [FEE N1 iEgFBPABHER,

LIRMNRIRIE % i Subject, EDERIE— X AuthenticationTokens #J Realm,

Realm Authorization

Jy A NFEF

B LEx BT LIEEBNRERA Apache Shiro #1TIT/E, HX—EETKhTZENY BX
B, MNRRHFLEEE) Shiro 5718, #EMAARTENMMAZEETIE. ¥ EBININXE, RiZH
Bl s E BhER S 7 T4 X FH B 1R F+ Shiro,


http://shiro.apache.org/static/current/apidocs/org/apache/shiro/authc/SaltedAuthenticationInfo.html

RURBINSMER 4 £ BIRE R/ L XA itz ik
FEE IR EP I B R L 0B RSOBIEIE, AR,


http://shiro-user.582556.n2.nabble.com/
http://shiro.apache.org/mailing-lists.html
https://github.com/waylau/apache-shiro-1.2.x-reference/issues

8. Session Management

Apache Shiro IRELZLIERFB—E AT 1 — N TEME 1 K Session FERF R, M&x
A EMHSITRERFN L AESRAMERD L Web & BRERF.

X3t % AAEER KIS -k BEZI Shiro ., WMRIFEE session X, (REELER
B 5 FAREFE R Web B8535 {F HEJB Bk A& %Bean, Shiro B Session Sz #Lhix & F#L 5189
FRMEEEY 4%, MEACEERTEARER, TiE%H.

ENE{RIE— Serviet 2% EJB BRI EBEMRN 5 AR, MAE S AERMIIEBRMEA Shiro
HSession XEMA BB LEM, TEE— Shiro B Session X #FHI& ATEXITHAESIR :

Rt

e POJO/J2SE based(loC friendly) - Shiro 8—t] (&31&FF#& Session #Session
Management 5) #E2ETFEAOM POJO 3, XALLLHRENMMEERERETM
JavaBeans A BN (M1JSON, YAML, Spring XML =% % SIMHLE]) Misn
%, Rtz FAty B Shiro A H Sk BIRE SFTRERRELEE L session
management,

» Easy Custom Session Storage - [& 4 Shiro #JSession st REZETF POJO I, K&
FEULURBSZME#TEEEENEIER. XRHFIREE RN N ARFREEIEN
AIE—BIIN, XHR%, MBI %E, RBEE, HEENBIETF#.

e Container-Independent Clustering! - Shiro & & A IR R H HhREE i AT
F oM % %15~ f, & Ehcache + Terracotta, Coherence, GigaSpaces, &%,
BREKREMRTLLA Shiro BEREHE—RBER—R, TRIFHBEMLEZEF, FHE
ERUMERNARXRE, TEERHFNEREE |

* Heterogeneous Client Access - 5 EJB =% web Ri&ERE, Shiro RiEAILAREME »
MR HE", G, —NEENAEFTLLEE N RE E— MR ERNYEERER
it7E Web p ARFHFNE—R 7. BNARERRT Shiro AR EMEIRRE Fx—
i

/TN O

e Event Listeners - S L T8 R FREREEMER S IT & EHISEM, RATLIpITX
LEANBEL L ARFNTAFEER 5 —FBI0, FHA e xA3MmNMNictl
B

* Host Address Retention - Shiro Sessions M&i% % et AR EBIP Hutt sk FH B, X
FARFAER PR, HMEEMEENRE (BEZREIP 2EAERNE . REBM L FIR)

e Inactivity/Expiration Support - BT~ # $ a6 HHNm#imaie, BEeqaTE
R ABit touch() AERGRFEMNTEE", WRMFEFENE, X7E RIA(BEEHM & A)
HIRIFEER, ArouecGAEsmyAEr, B0Efc2E5RsR41T8E, A
Z IR % 2RRER R i #,

e Transparent Web Use - Shiro BRI 2 #f, RO afilZHFXT



Sessions (HttpSession # O EHIFTEEXHIAPI) B Servlet2.5 #55.:X BERE R AT LA
EAENRE Web i BEFHEMShiro 2%, FHEFAIEERL EMAEE Web K43,
e Can be used for SSO - HHF Shiro RitEETFPOJO B, B HLURE Z iz I 1w
HIER, METNAUE BFHZEMREZENE, FMFZA"poor man's SSO",

TR ARRE G 2N E ZHhL, BTRENREESRBENR LR A,

Using Sessions £

NE5rAEMAEShiro AR A TE—4, {Rild5 HaTHITHISubject X H 3 3 EXSession :

Subject currentUser = SecurityUtils.getSubject();

Session session = currentUser.getSession();
session.setAttribute( "someKey", someValue);

subject.getSession() /%28 currentUser.getSubject(true) IR FEH R,

-

st FHRLEFAE HitpServietRequest APl B9, Subject.getSession(boolean create) /555
HttpServletRequest.getSession(boolean create) /5 H & FHRA T2 K.

o INRi%Subject B4 B —Session, Nboolean S 4 Z# B Session #E3ZElR[E],
o IR ;% Subject i % H—Session Hcreate S8 #true, M &|EB—NFHS % F RO

Riko
o INRixSubject iF % HF —1 Session Hcreate S 4 false, NA &6 BHNS & HIRED
null,

Any Application £ 51 F
getSession BXKgEp M AREFIE, EERIE Web nAER.

L % MEZRA 2K FBIR— A Session H B 0| EEEE LEN X,
subject.getSession(false) ATLUREIRIFHIER, ZHIRHKEXT — Subject #Y Session f5, R
AUAERMFSERE, R EFIT attribute, R EHBr R, UK BS, #51
Session B JavaDoc3E 7 i — ™ £ MM RERE 95 AT 2o

The SessionManager

SessionManager, &UEE, 15 ARFHRAFER subject EHESession — 6IE,
BR, inactivity((RR) K& 3siE, FF, MNREEMIEShiro A9 & B8 — 4,
SessionManager 12— H SecurityManager %4 17 BY 1 4% 42 {4


http://shiro.apache.org/static/current/apidocs/org/apache/shiro/session/Session.html

EXAB9 SecurityManger 32 2,2 BR A {8 FA Fr#E BN M DefaultSessionManager,
DefaultSessionManager 895z s igft— 1 p AREFAIENAAE R L A REEE, W Session
34k, orphan cleanup, %%, XAILAME(E(T R ARRFEHFER,

Web Applications Web i FiF2 %18 FI R A SessionManager 2 ., 55 N, Web X143 Elweb-
specific Session Management 1§ &..

REM#HE SecurityManager EIERIA 4 —4%, SessionManager AT LUE ¢ JavaBean RA&HY
getter/setter 7557 FTA Shiro EXiA SecurityManager 52 31,

(getSessionManager()/setSessionManager()) LE# IS BEE. HEH, WREER
shiro.ini BCi& :

[main]

sessionManager = com.foo.my.SessionManagerImplementation
securityManager.sessionManager = $sessionManager

{BM kX FFiR 618 — 1 SessionManager @ — "8 2 M 4 BER REHATE £ BHIER,
Shiro B FFFEED FABISessionManager 2 3= E A EFINAIRERN, FHHERSHNE
B, AXEMERIOEREMREER Shiro BIEKA SessionManager 523, HEEACE 47
i, {BixER, REXRLALIGEHIHEAEMREEN 4 7,

Session Timeout B¢

FhiAHh, Shiro BY SessionManager 2 S BAE 30 Db =igiBet, BELZE N, WREM
Session #|EEHE (R#FEMHE, ©MlastAccessedTime)R#ET) BIat 7Bt T 30 94+,
AB%.i% Session FLEIA A =it HIHY, BARRFBHEER.

fRE[LL% B SessionManager BhiA 52 3,89 globalSessionTimeout B4R 4 B I i& E LK
INBOEBES B A, A0, ANRARAEEE e o A B— DI TARZ 30 24 ¢

[main]

# 3,600,000 milliseconds = 1 hour
securityManager.sessionManager.globalSessionTimeout = 3600000

Per-Session Timeout

L HER globalSessionTimeout {4 BA A Z 4 FTER Session EAM, FAIUEE—ITRiEHNE
wh _EFEE B et B B @i % B 2 MR timeout)ME. 5 _EHER globalSessionTimeout —##,
ZEUEY (F2F) At 24,

Session Listeners


http://shiro.apache.org/static/current/apidocs/org/apache/shiro/mgt/DefaultSecurityManager.html
https://github.com/waylau/apache-shiro-1.2.x-reference/blob/master/III.%20Web%20Applications/10.%20Web.md
http://shiro.apache.org/static/current/apidocs/org/apache/shiro/session/Session.html#getLastAccessTime(
http://shiro.apache.org/static/current/apidocs/org/apache/shiro/session/Session.html#setTimeout(long

Shiro X #F SessionListener BI&R A F 1IR3t 2 EMEBZREVEHER tio RATLAZ M,
SessionListener #0O (4 B Z AMSessionListenerAdapter ) F5HEmHNE £ EEFEER
k. HITERiAEY SessionManager sessionListeners Bt —1N5ES, KA LLst
SessionManager BERE— %4 listener 52 21, FLKREMTE shiro.ini FHIESE—

[main]

aSessionListener = com.foo.my.SessionListener
anotherSessionListener = com.foo.my.OtherSessionListener

securityManager.sessionManager.sessionListeners = $aSessionListener, $anotherSessionListe

1 2l

J

All Session Events ffi 8 Session E4

LiEAaiE % £E4rt, SessionListeners #i& MEFENRE

Session Storage 77

BY— 1 2ER0BEHEHN, ENEERERALE u—/\mzu LUEE R 95 WABEH
ARFFF. B, H—PRERAMETEREAN, SREMNFHPRRUESR EEBIE
EEa AW ER, SessionManager 52 7, &6 ix L& Create/Read/Update/DeIete(CRUD)
BRIEARNERAM, Fet, SessionDAO, RBETHUWREF FxtR (DAO) % i+,

SessionDAO B NZAREES = Mz FEOARSMEENTABIEF##1TEE. XBKRER
BB T L BERNER, XHER%L, XREIEESNoSQL WEIEE#, SAEMEMR
FENME, REZHFAMET A

{RET LU SessionDAO 2 s /E 4 — N BHEECETE B ABISessionManager 52l £, {5l
3, 7TEshiro.ini # :

[main]

sessionDAO = com.foo.my.SessionDAO
securityManager .sessionManager.sessionDAO = $sessionDAO

AT, IEMN{RATBEEAEERIAR4E, Shiro E4& A —LEIFMSessionDAO £ #, {RATLAIIENMER
HEZMIRBENT £,

Web Applications

5#BY securityManager.sessionManager.sessionDAO = $sessionDAO 1E 1 R EFFH—1 &
Y Shiro RiEEEZSRN T T, Web p ARFERATKERAA NS :EIESR, MR
X% FFSessionDAO #J Serviet Container HIBR N =& BIESR. MRIFBET Web 1 ARER


http://shiro.apache.org/static/current/apidocs/org/apache/shiro/session/SessionListener.html
http://shiro.apache.org/static/current/apidocs/org/apache/shiro/session/mgt/eis/SessionDAO.html
http://en.wikipedia.org/wiki/Data_access_object

B Fl SessionDAO KRB E L REFHIREHE, MEAETFELEE—NA I Web 2%
EHEgR, Bl :

[main]

sessionManager = org.apache.shiro.web.session.mgt.DefaultWebSessionManager
securityManager.sessionManager = $sessionManager

# Configure a SessionDAO and then set it:
securityManager.sessionManager.sessionDAO = $sessionDAO

Configure a SessionDAO! BLi&

Shiro BIFRABCE At SessionManagers £ 12 W77 Session 4. XM EERESE LA
RFM, KZH4E = 5 ARFREREBIREN EHCache (1, TX) ZHSIREECH
SessionDAO 52 3,

#HEE Web n RREFRAERET serviet B238 SessionManager, BEB XA, Xt
218 Shiro A&t SessionManager FIME— 7] 24,

EHCache SessionDAO

EHCache BiA 2% E & AR, BURFAITE L MIRE 2K SessionDAO, FB4 53 ZHhER 3
fR % Shiro B SessionManagerment & EHCache X #f, EHCache SessionDAO &7
EFHiRERE, FxFadiifs, ERERATIY. XdE > BFREFEEZITHIARME
it £ K& BB TR,

Use EHCache as your default 7% & EHCache % Fhik

MRIFTEL5E—DEE LM SessionDAO, n|BAHAMIE{REY Shiro EEEH &
EHCache, EHCache % FBIHF & it N IETE Sessions, #1F% e B HEAE. BE%E
B, #5 N Caching 14,

Container-Independent Session Clustering 31 & 23 SessionZR %

IR BBMIINB SRR EEEE, EHCache 22— MMk, RATLLE X ihiE
EHCache 2 @ ATerraCotta, H#HB—MHITFEAREHNRz2F, TRBEED
Tomcat, JBoss, Jetty, WebSphere 3tWebLogic $FEHI =& EET |

/& F EHCache B2 EBRHH., Bk, MWIRTEIRM classpath A& shiro-ehcache-.jar XX
1¢ (m % )1, Download R EEk{# A Maven X Ant+lvy) o *

L 7E classpath fE, XEHE— shiro.ini ZBIAREREH HFTBEShiro WEEFE (TRZ2
RiEX¥#) A EHCache :


http://www.terracotta.org/
http://shiro.apache.org/download.html

[main]

sessionDAO = org.apache.shiro.session.mgt.eis.EnterpriseCacheSessionDAO
securityManager.sessionManager.sessionDAO = $sessionDAO

cacheManager = org.apache.shiro.cache.ehcache.EhCacheManager
securityManager.cacheManager = $cacheManager

&fG—17, securityManager.cacheManager = $cacheManager, #* 7 Shiro WEERE T
— CacheManager, i%CacheManager 32 f5l& B s B3 #4125 SessionDAO (@i
EnterpriseCacheSessionDAO 3z 3, CacheManagerAware #HEOKM )

RIiE, ¥ SessionManager Z3k EnterpriseCacheSessionDAO £ A{L—1 Session &, &
{#F— EHCache Z#¥#J Cache 32 51, %17 % Session #3E.

Web Applications

L {# M Shiro AHHY SessionManager 2 it N E s T D BCSessionDAO = — R IIEE, Web
& FRRFEGAERE T A28 SessionManager, ©A# SessionDAO, WRIRIETE Web
ki ARRFHRERET EHCache MRiEF 4, BEE— f1-EFTHRBY Web SessionManager.

EHCache Session Cache Configuration

#RiAHe, EhCacheManager £ —™ Shiro % E/ ehcache.xml| XK II Session £ FX
LUK 3R Sessions EEERHNE R E,

AT, WNRARABER T 7% E, HNIBECEIRE M ehcache.xml XEHCache
net.sf.ehcache.CacheManager 32 f5l, {RFEZERCE % 77 X KHfa{RSessions #RIEFHM R IE,

WRIR B FBBAR ehcache.xm| X4, REFBEEIE T KB shiro-activeSessionCache 4 =L
=

<cache name="shiro-activeSessionCache"
maxElementsInMemory="10000"
overflowToDisk="true"
eternal="true"
timeToLiveSeconds="0"
timeToIdleSeconds="0"
diskPersistent="true"
diskExpiryThreadIntervalSeconds="600"/>

MRRAHLFEAIRE 2B ehcache.xml X4, L FHEERIRE % % Shiro TENEL T —1
(PN ER, RAEFBE {REE maxElementsinMemory BB 4 & KM EIRMBE, A&
m, EVTEANMEETMECEETHNEERIIETEEM !

¢ overflowToDisk="true" - XIBFEUI(RGHA#ARENFHY, RizAERBESHEFIVLEI# A


http://shiro.apache.org/static/current/apidocs/org/apache/shiro/cache/CacheManagerAware.html
https://svn.apache.org/repos/asf/shiro/trunk/support/ehcache/src/main/resources/org/apache/shiro/cache/ehcache/ehcache.xml
https://svn.apache.org/repos/asf/shiro/trunk/support/ehcache/src/main/resources/org/apache/shiro/cache/ehcache/ehcache.xml

*,

e eternal="true" - IR £ E5 ( Session L) KA EAKEFZE #EKR. XE2EBAED
Z1, R Shiro EF Xt FEEKB SR, MRFMIXKIEXA, BFHSTE Shiro
THENIER T &2 X L Sessions, X AIHER | FERR MR

EHCache Session Cache Name

ZRiAM, EnterpriseCacheSessionDAO @ CacheManager 33K —™44 # "shiro-
activeSessionCache"#J Cache, %277 name/region 7 ehcache.xml FEZE, 0 _EFT
pui

MRFBERA—NTFRENEFMAEEIAR, {RALLEEnterpriseCacheSessionDAO LEEE
&=, B -

[main]

sessionDAO = org.apache.shiro.session.mgt.eis.EnterpriseCacheSessionDAO
sessionDAO.activeSessionsCacheName = myname

REMWIRTE ehcahexml A E— 1 5L FREBRELEELN 7 0 LFTHRR
overflowToDisk="true" #0 eternal="true",

Custom Session IDs

Shiro By SessionDAO 2 HLfEH—PMNAREM SessionldGenerator A3 = £ — N
Session ID HERAIBE—NHHSEM R, % ID £KE, #HI5RKL HE 6] ERISession 52
5, $RJ5;%Session @it SessionDAO #{R1E T £,

2R\ BYSessionldGenerator 22— JavaUuidSessionldGenerator, ©#E = &£ & FJava UUIDs
B String IDs, % 52 MBE9S X FFFT A & = K15,

NMREAFEINEE, {RALLz s SessionldGenerator $# 03 1EShiro BY SessionDAO 52
5l EERiE iz 2 . 5140, 1E shiro.ini A :

[main]

sessionIldGenerator = com.my.session.SessionIdGenerator
securityManager.sessionManager.sessionDAO.sessionIdGenerator = $sessionIdGenerator

Session Validation & Scheduling 2% i #13+ X!l


http://shiro.apache.org/static/current/apidocs/org/apache/shiro/session/mgt/eis/SessionIdGenerator.html
http://shiro.apache.org/static/current/apidocs/org/apache/shiro/session/mgt/eis/JavaUuidSessionIdGenerator.html
http://download.oracle.com/javase/6/docs/api/java/util/UUID.html

Sessions W48, XAE AT ESRELE)NSE8E M EEURE TP RER, XF
iE THREE#ASHTREBREANS M S BEABN,

BFMHELMRE, {x{fx{ESessions #i7 7 (tELELEsubject.getSession()) &R IEBMNEDS
(Zibskit #l, XEBRE, WREXEFTNBNELRE, Session orphans(flJL)FSFFIBIEFTS
EEARE .

—NE R BAFIULEGIF 2 Web i 8= @ leA s, P EZEIWeb i ARRFEH 4
BT 1Mk ERE 8E (BOReRs, wWESE) . IRA XY, HELRERFT
MEMERTRA T 2 53, NtNBRE LR LR %E RFBEEMN (FUL) .
SessionManager &8 & MA P TBEFERMMNB E3, B ZRiEKEeTRWEHE R
(ER2MWILT) .

KEMIL, MREMNEEEHER, NRERRHEES (X2BREREMN) . Bk, »7

Bk % BFMJL, SessionManager 52 :, % SessionValidationScheduler BIBER
SessionValidationScheduler % & €8tz it KLUBR BB B ERIE,

Default SessionValidationScheduler E ;i

2} 50 8] FAMY SessionValidationScheduler £ A #F 15 A &R
= ExecutorServiceSessionValidationScheduler, B{#F JDK ScheduledExecutorService 3
¥l 15 5 $7 3R,

oA, sz EIRRIT—IREE, RATLLBIIEE— TN
ExecutorServiceSessionValidationScheduler 25318 EAREN AR (UEW A £41) T
ERFHENIL SRR -

[main]
sessionValidationScheduler = org.apache.shiro.session.mgt.ExecutorServiceSessionvValidatio
# Default is 3,600,000 millis = 1 hour:

sessionValidationScheduler.interval = 3600000

securityManager.sessionManager.sessionValidationScheduler = $sessionValidationScheduler

j E— s

Custom SessionValidationScheduler B JE 3L

INRIRF LR — B E LB SessionValidationScheduler 5231, {RAILAIEE S E A BAH
SessionManager 2 FI— M@, Bilg0, fEshiro.ini A :


http://shiro.apache.org/static/current/apidocs/org/apache/shiro/session/mgt/SessionValidationScheduler.html
http://shiro.apache.org/static/current/apidocs/org/apache/shiro/session/mgt/ExecutorServiceSessionValidationScheduler.html
http://download.oracle.com/javase/6/docs/api/java/util/concurrent/ScheduledExecutorService.html

[main]

sessionValidationScheduler = com.foo.my.SessionValidationScheduler
securityManager.sessionManager.sessionValidationScheduler = $sessionValidationScheduler

(| —

Disabling Session Validation %

EREEERT, A BR2ARE%IER, HFREIL T —NEH T Shiro EHIM 2K 4
RATEE, BIA0, A RIEFEFERA— 08 Cache FHik# T 2 FEHITime To Live & EX
B ERIENRE, NERARELFET —NiHIES KRB HBFE—PBELHNEIESE
ik, TEXEEE N TIRA LK IR session validation scheduling :

[main]

securityManager.sessionManager.sessionValidationSchedulerEnabled = false

LR FMRFHIEFE#IOBIEN SHASERL T, EXSEEME Shiro WER® T,
Enable Session Validation somewhere

IMBR¥* M T Shiro Bisession validation scheduler, {Ri 4@t EMANLE GHIME%Z)
RHTEHNRERIE, XRFREREMIILAKERBIET I —HE,

Invalid Session Deletion #|f& T3 HSession

EMBMN LAY, #ITEPNS R EETEEHNE S T HREAILTHH GHEsEL)
RiFXBERENI2dBAREBIEFH.

BRiadh, Fity HRRFATEEARAE Shiro HahthmbRais, Fla0, MR- ARFE2RME
T — SessionDAO & ¥EF#E 4, AR LARFANGEENHIERNNREE—E
BOet A AT, 3R B A BIEF 2 1T 5 0k, fim, ELERAEMRA A OETS
PARE, H—TAPFRENFSN R, 52 EURELENSE 4,

Eix SR, {RAELLX A invalid session deletion s, 5140, fEshiro.ini & :
[main]

securityManager.sessionManager.deleteInvalidSessions = false

HFER VMRMERA TE, REVBRICHUFEBFEFE#IFERENE R, Rin5ESME
BOEHE T 4 P MR TR =% |



REFE, BME(RFELLT Shiro BIBRILEMHI=E, RINALzERAEMRtRe A AR—EER
it Shiro B BRENG, Bl —MREIRHEMEE LBINE (1 LRBI"Disabling
Session Validation"# BNE %) ., RirHFINSFHRIRNR 40 F UARMERIR S (Fim,

L REERENHN, eRE—REF BRI LRIE, FF) , BEMERMBI—LE F

FHMIRE A,

INRIRBCE Shiro KL EARRBBRERNRE, REABRTEHNREBREE#TIRERBHNE
R e MR EBMRIBIEF#RBIRITMNRE | 245ER, BRKENRFRER
T %[ session validation schedule (&i%&3%iEBE) . R G _FERA—NS2iE1LEAEN
Hl—Cit 2 Shiro BEEXIFHEZIMBEDH,

Session Clustering & &5 8

Apache Shiro Ri&EN— T HE DA X #HRITR R LURERRE Subject R THREE
BRI RISRFE, hEt R, MREME A Shiro WRE R EFHEB— N &SR, TLL, 3,28
ZE | Jetty #1 Tomcat F % £1%,JBoss 5 Geronimo B4 = 3118, B M H g, FHRELE
B ET HENRBELRENEE, Shiro Ri#HRFRE—R, TnEHMEAEMMA, 486
EHiaT

X %4 Shiro BIETF pojo I n E R, FRiEEBHNERNGIIES & 2 B FFA MK
T, bRt NREEEELEE SessionDAO ,DAO ATLLSEEE X HHLH, Shiro #Y
SessionManager T HEZEFE LR 7 &,

Distributed Caches 0\ £ 1F

27 R 2 E L Ehcache + TerraCotta , GigaSpaces Oracle Coherence , memcached (Fl:%
% Hith)B 2 2R distributed-data-at-the-persistence-level( D T RNEUBEF A Z) 7 #, EIIE
Shiro REEAEHEEBNRERITRNEE—HH £,

I HRIRBRE M % AT ERENE, SR TR TR,

%IF

FER AN/ L 2 FEENREERBIET S, T AMERE — %A E true BY:
o ENECEMSARNEFRARSNERREBMEN E/H8 i

o NMEBNEETLANOHAEZERERSVNEREMEREHSE COLAEFW AR,
RIEBIRER,

IRz AMEREBRY, RFBERERMENE K, T LIRA » Rt X TESAH &,

EnterpriseCacheSessionDAO


http://ehcache.org/documentation/get-started/about-distributed-cache
http://www.gigaspaces.com/
http://www.oracle.com/technetwork/middleware/coherence/overview/index.html
http://memcached.org/

NRATEL Shiro B384t T SessionDAO Bz, JHREHES L/9HRNEF.
EnterpriseCacheSessionDAO #ii+ Shiro £1F 3% 2 FEBGRE20EE, FIleaTUFIALE
ML

f5140,7E shiro.ini :

#This implementation would use your preferred distributed caching product's APIs:
activeSessionsCache = my.org.apache.shiro.cache.CacheImplementation

sessionDAO = org.apache.shiro.session.mgt.eis.EnterpriseCacheSessionDAO
sessionDAO.activeSessionsCache = $activeSessionsCache

securityManager .sessionManager.sessionDAO = $sessionDAO

g RRAT LG 2 7 2 B E#EE AT SessionDAO M LR, EREREE LNEEE—RELT
EIR2S {# A Shiro WA 2 EMES (ni{;L}{&%ﬁ/?iﬁﬂﬁﬁiﬂﬁ) ExMERT MAZS
BEERE 2720 E4% % EnterpriseCacheSessionDAO £ 7 &85 hiy 2 FRIETFF,
ZATE#EHRIE, FlU:

# This implementation would use your caching product's APIs:
cacheManager = my.org.apache.shiro.cache.CacheManagerImplementation

# Now configure the EnterpriseCacheSessionDAO and tell it what

# cache in the CacheManager should be used to store active sessions:

sessionDAO = org.apache.shiro.session.mgt.eis.EnterpriseCacheSessionDAO

# This is the default value. Change it if your CacheManager configured a different name:
sessionDAO.activeSessionsCacheName = shiro-activeSessionsCache

# Now have the native SessionManager use that DAO:

securityManager .sessionManager.sessionDAO = $sessionDAO

# Configure the above CacheManager on Shiro's SecurityManager
# to use it for all of Shiro's caching needs:
securityManager .cacheManager = $cacheManager

d i

-

HE EEMEER—LARFE, MERTS?

BBHEXTIANEE, FEBRERI 2 e L&k SessionDAO 2 HIfFRA— 277 = 7B
| ARLAAN{A] SessionDAO FHD R L 1F5?

% Shiro #1181k SecurityManager ,£1$# & H& SessionDAO 28 M T
CacheManagerAware # 0, WMRZ2X#, CNE#»RBEEMNTANEREE 2 FEESS .

FrLA, 24 Shiro 31 securityManager.cacheManager = $cacheManager 1T, Ef & % 7L,
EnterpriseCacheSessionDAO 3z 31, T CacheManagerAware #0718 A setCacheManager
FIRMECE /A E 2 FEES (FH AENS


http://shiro.apache.org/static/current/apidocs/org/apache/shiro/session/mgt/eis/EnterpriseCacheSessionDAO.html
http://shiro.apache.org/static/current/apidocs/org/apache/shiro/cache/CacheManagerAware.html

RIETEE 1T8t, 2 EnterpriseCacheSessionDAO FE activeSessionsCache Ex 7] £ FEIE
23 A2 AFREE activeSessionsCacheName 1 4 & # S EIMN X4t 2177 26, I 27F =
PIZHFI A F/E L > @BIAP) R T4 REEHFE SessionDAO CRUD #
k.

Ehcache + Terracotta

TR —NDHERNEERRAR,ANMEE T KIWTEERE Shiro BIEhcache + Terracotta &g =,
&% Ehcache-hosted 437 =t 42 17 5 Terracotta XA4BILER 2@ 35 #1 Ehcache fN{A g AHSH R

— B{R15 3| Terracotta &%« 2 Ehcache ,Shiro-specific B89 IEHE 4 %, 1 i:FESF
EHCache SessionDAO X154, {BEEHNFEMH—Lik %

Ehcache &t 2 FBE BIAZB] A IL{F — Terracotta FEMNEHBEZE VL EM, TEZ—
REIEE, X EE L. ERNBREE—NXEHNEREE— ehcache.xml X4

<ehcache>
<terracottaConfig url="localhost:9510"/>
<diskStore path="java.io.tmpdir/shiro-ehcache"/>
<defaultCache
maxElementsInMemory="10000"
eternal="false"
timeToIdleSeconds="120"
timeToLiveSeconds="120"
overflowToDisk="false"
diskPersistent="false"
diskExpiryThreadIntervalSeconds="120">
<terracotta/>
</defaultCache>
<cache name="shiro-activeSessionCache"
maxElementsInMemory="10000"
eternal="true"
timeToLiveSeconds="0"
timeToIdleSeconds="0"
diskPersistent="false"
overflowToDisk="false"
diskExpiryThreadIntervalSeconds="600">

<terracotta/>
</cache>
<!-- Add more cache entries as desired, for example,
Realm authc/authz caching: -->
</ehcache>

LURIREEN T IR e XEBIREYMEN/HO Terracotta R 525145, #EFE, 5 LURIH
EZi& 1, ehcache-activeSessionCache o3& A% i& diskPersistent =k overflowToDisk B4 %
true B, MBMEB Lz R FABR L A EREERE,


http://ehcache.org/documentation/get-started/about-distributed-cache

TEARIRTET ehcache.xml X4, B 1EEE Shiro WEBCEHBIAE., BERE2ET
terracotta 45 ehcache.xml 3X4-1E % FRRBIIR, X B &= /5 HI Shiro BZ&,f# Terracotta +
Ehcache $£8##) Shiro WEE(EESi%):

sessionDAO = org.apache.shiro.session.mgt.eis.EnterpriseCacheSessionDAO
# This name matches a cache name in ehcache.xml:
sessionDAO.activeSessionsCacheName = shiro-activeSessionsCache
securityManager.sessionManager.sessionDAO = $sessionDAO

# Configure The EhCacheManager:
cacheManager = org.apache.shiro.cache.ehcache.EhCacheManager
cacheManager.cacheManagerConfigFile = classpath:ehcache.xml

# Configure the above CacheManager on Shiro's SecurityManager
# to use it for all of Shiro's caching needs:
securityManager .cacheManager = $cacheManager

winlE, MFREER . BB £FEHER 7 SecurityManager & /3, H AR AT LU E
FiA Z RIBCE 4 7 E 225 CacheManagerAware 42 {4 (8 EnterpriseCachingSessionDAO ),

Zookeeper

F 7w &E A Apache Zookeeper REE/MADHRARIE. WRIMRBFEMAXHEFRTFXD
TE,i#3R X EIE Shiro #p 4513

Sessions and Subject State X &

Stateful Applications (Sessions allowed) A &

ZKiAh, Shiro BISecurityManager 52 21, {8 Fi —“>Subject BISession F % —FhERB& K Tk
#95| B 7E#Subject #9545 ID (PrincipalCollection) #1544k &

(subject.isAuthenticated()) . XiB&E % £7E—Subject B & EH L — Subject WE % ID
i it Remember AR 4-#% % #. /5.

EDRGARTTER LD IR &

o MR TFi5K, AASCHEMN x ARFT LA ERGABEENERETXxREID,
Bix ZShiro AL & KXg A P ARBEFTR89, B0, #wR{EASubject.Builder, X2
T E 3 BUAEXBISubject FTERI—1] :

Serializable sessionld = //get from the inbound request or remote method invocation
payload Subject requestSubject = new
Subject.Builder().sessionld(sessionld).buildSubject();


http://zookeeper.apache.org/
http://shiro.apache.org/mailing-lists.html

X REHWeb 5 ARRFREMNAHFELAESEEERHVAF R T SARLUEEHNARE
X % 52 £ 2Shiro MWeb X #77E B CBIHEZRAK B A X 5t Subject FIServletRequest) ,

e {Ef"RememberMe"&n&EF—DEES S —Rir f| MEEF ALK #IE#H K, X
R T Subject i EM BRI UE #H KREMABTERFIMERFEEZEBTNE K,
B, E— Web mARRFH, REVEEEIRE—1iHKMINERememberMe
Cookie, MR ZBMEREPFEEHN, XATE—MRFHMERERT.

Stateless Applications (Sessionless) TR &

&R ERMBGAREE N T RZE L BRREFMERREM BEE2YEM) , BxxtF xR
ARETKRANE ARFRLEFAEEN. FE2TREINRUAET EKRKPREFERFARK
A, XMIERTH Sessions A2 (—MREFEXARRTEARS) &

Bx —ZRFR—DEAHIRM— Subject RATEE H KRB, IBEHRBEAX—ERN
ARF YR Subject KETLUEEF— i KPP LUAEMBHAHRE.

FNT BB R EENELARELENKABLEERRTHRN, Hi0, XEHERE
Web i BREFEBEYHx— B #ITHTTP EX i, AFn iR irE—MERELH
FE’J%*

Disabling Subject State Session Storage 2 Subject X &
REFH

£ Shiro 1.2 RULETHA, x FARFIEEA Shiro BIPIER 2 g, SKEE——IFSubject IR AL
B, ATLLEZRA Subject Bix—R, @it FTEBVERME :

fEshiro.ini A1, 7E securityManager LECE FTEBEMH :

[main]

securityManager.subjectDAO.sessionStorageEvaluator.sessionStorageEnabled = false

X YSRE1E Shiro 8 Subject W& RF#FATAE 5 K/ABLERMSubject IR, REMHFR
IRAENEFKRH#ITT BD565E, X4 Shiro x4 EREKGARLERMEER Subject &
o

ShiroB9&E 3K vs. fREIFTF K

{5 Sessions 1F % 1z 4 RBEIF 2 Shiro XBM 0, ©ERETEMEF Sessions, HIR/R
BRI 73 8 8 B subject.getSession() =% subject.getSession(true) , —>session {554
SR,



A Hybrid Approach —MNESBIAE

FEMIshiro.ini BLE B
(securityManager.subjectDAO.sessionStorageEvaluator.sessionStorageEnabled = false) iX
— TS A Shiro 4 FiA #ISubject {# F Session 1F % — 52 21 5REE,

8, MRFBERREGHNAERE? IRFEENRE ZAREMAELRAE ? IMIB AR ERE
PBbir % RERFRIFR. A4 :

e 135 human Subject (%0 Web x| 285 ») BT _LHEIRHRIETF L BE 4% 8 A Session,

e t4non-human Subject (40 APl & FinskB =7 5 BEF) iz tliEsession HFE
NE R UM ETRES A BRI EE,

o thiFFTEEMIAE % BUH Subject SIME—HBEME 7 7 RAM L ZIFRARBEERE
d, BRREEMBTRE 2, MREFEZNREARE, FAaUdsza—1
SessionStorageEvaluator,

SessionStorageEvaluator

TEARIE R E I #1 Subject BE94EE 11189 Session FIREFEMNAKANERT, RATLLIsz
=)

org.apache.shiro.mgt.SessionStorageEvaluator #0, & %Shiro #{> Subject XFHFRiEF
o
ZEORBE—1AE:

public interface SessionStorageEvaluator {

public boolean isSessionStorageEnabled(Subject subject);

X TFH#£mmAPI 388, 55 N SessionStorageEvaluator BJJavaDoc, {RAILASE 3, ix — 3
O, F# & Subject, # TIRATREME X —RENEMER

Subject Inspection

{B 52 31, isSessionStorageEnabled(subject)## O 5%, {RAILL—E % & Subject Fi7 =] 1E{
REERRMELRERN 4 7,

LIRFREHIEM Subject AiEERZ MY (gePrincipals()%) , 1BY5E #1EM Subject 2t
=B MEn,.

fBlan, £ Web p R, WRiZRTE A ME T HET ServietRequest HRVEIE, fRATLLK
EXi% request %i% response, [ # iz 7ot BISubjce 32552 i EFL 2 — WebSubject 5241 :


http://shiro.apache.org/static/current/apidocs/org/apache/shiro/mgt/SessionStorageEvaluator.html
http://shiro.apache.org/static/current/apidocs/org/apache/shiro/web/subject/WebSubject.html

public boolean isSessionStorageEnabled(Subject subject) {

boolean enabled = false;

if (webUtils.isWeb(Subject)) {
HttpServletRequest request = WebUtils.getHttpRequest(subject);
//set 'enabled' based on the current request.

} else {
//not a web request - maybe a RMI or daemon invocation?
//set 'enabled' another way...

}

return enabled;

N.BAERFF 2 AR mizE EBxFE RN, HFREERMEKRARBELETXIRAARZ
Bt # E 3715 T Subject 2 M, 3% Shiro A pepE5IR, MRIREEBEEEE, # TR
HINEZR/ 31 3R,

Configuration B2 i&
TE{R2 : T SessionStorageEvaluator # 0O J5, {RAILTE shiro.ini FEREE :

[main]

sessionStorageEvaluator = com.mycompany.shiro.subject.mgt.MySessionStorageEvaluator
securityManager.subjectDAO.sessionStorageEvaluator = $sessionStorageEvaluator

Web Applications

BE Web s ARFFEESE—DirKNER LAZ s AZRASEH0E, TER2TD
Subject IETE#MITiE K, X2 EEZH REST KMessaging/RMI #Z32 E{F 3k = £ R IFHIK
R. i, L EENLmA 7 (EAXESRPOAN) HBAFEMERASRE, BafEh AP
E FinfEAREST sk SOAP, Az ERE (AAENEE—TinRERE, BLT
REST/SOAP A%z #)) o

# T ZFFX# hybrid/per-request CE&/&ERix3K) BIBES, noSessionCreation it &2
ANZE Shiro BIBRA M git 828R, 4 Web AR &AM, it 2R LIEE % KE 7 4
BIHNES & RIRiE TR A891K, TEshiro.ini B[urls]sAsR, fREBEE Lzt kBEMEHE T
JeEs ZBIRIARR EKE A REHEA,

#45 :



[urls]

/rest/** = noSessionCreation, authcBasic, ...

BN SRR FABERENEMNREERE, EFRFED ENFRAERTNRE. ERE
W, EiFEKRIEBREFEMSuUbject A TEAMNNAERHEMA—Det, [FEExMARL —
1 DisabledSessionException & :

¢ httpServletRequest.getSession()

e httpServletRequest.getSession(true)
e subject.getSession()

e subject.getSession(true)

IR — Subject 735 7] noSessionCreation-protected-URL (L&i&6IEEFH URL) =
AEg2F—1Tai%, W EdRpmFhg RMASMFETE,

&iE, ERMAERT, THEHHEBRRARLS

e httpServletRequest.getSession(false)
e subject.getSession(false)



9. Cryptography % 73

¥, TO DO. "AILAEZ ] Apache ShirolllZ IIEE.

Jy AR F

EMNABEX R AT LAESBIR{ER Apache Shiro #1TT{E, XK —BERETKbTEMT B
M, MRIRFLHE Shiro AB, FEMAAFTENMGTEZETIE, ¥RV, (RIZH
BOE R BN ER I FeAL X FH B R Tt Shiro,

RFEMAUEN R 2NRRENT L 2EA P s iz e 4513k
#FEE MR ARPEFE B £ B2 ODIBIE, SR,


http://shiro-user.582556.n2.nabble.com/
http://shiro.apache.org/mailing-lists.html
https://github.com/waylau/apache-shiro-1.2.x-reference/issues

10. Web

Configuration EZ &

¥t Shiro EREER Web r BREFHE & £ A ERTE web.xml HEZE ContextListener #
Filter, IRfZU0{;%EX Shiro B INI ESiESX . AEBHHY INI BEEBH& N AE sLTE Configuration 7
B INI Sections ¥, BEREEXEHMNENE —LmA89Web BIFFEER D

Using Spring?

Spring FEZR M AR AT R B, NRIRER Spring, RE Hi:XTF Spring FFER Web
fid &

Web.xml

Shiro 1.2 and later

1EShiro 1.2 RLABIRA, 48 Web & BfREF @ AN TEAI XML 322 web.xml ££0151E
Shiro :

<listener>
<listener-class>org.apache.shiro.web.env.EnvironmentLoaderListener</listener-class>
</listener>

<filter>
<filter-name>ShiroFilter</filter-name>
<filter-class>org.apache.shiro.web.servlet.ShiroFilter</filter-class>
</filter>

<filter-mapping>
<filter-name>ShiroFilter</filter-name>
<url-pattern>/*</url-pattern>
<dispatcher>REQUEST</dispatcher>
<dispatcher>FORWARD</dispatcher>
<dispatcher>INCLUDE</dispatcher>
<dispatcher>ERROR</dispatcher>

</filter-mapping>

«1 —

X fBRi%& —4™ Shiro INI Configuration XEHEEUT A MIBER—1, HERAZLL BB :



1. /WEB-INF/shiro.ini
2. fEclasspath R B % Tshiro.ini 34

THEHZ LRECERHIES

e EnvironmentLoaderListener #1451t —>Shiro WebEnvironment 55| (E#8 & Shiro
FEN—tN#EE, SI1F SecurityManager ) , {#f3E1E ServietContext FREESS #K i 1]o
INRARBEIE 0t & 3£ B WebEnvironment 52, {RETLLA A
WebUtils.getRequiredWebEnvironment (ServietContext) ,

e ShiroFilter f{F A tt WebEnvironment st {E{al it 55 M5 K ATARE D EMN R £RAE,

e &5, filter-mapping BYTE LR T FEBI4 K4 ShiroFilter i3 j&, ZilAZE Web 3
RREFEAUBRGREM S RKELEM,

ShiroFilter filter-mapping

©8 E A BN L R EEM EAM filter-mapping FRBAZ BIRE L ShiroFilter filter-mapping, LAH
& Shiro tHEETEARLE it ye 28 T TIERMIR LT,

Custom WebEnvironment Class

FABR T, EnvironmentLoaderListener 4] — N IniWebEnvironment 525, £, Shiro
EFINI XX Configuration, fARIREBER, {REILIE web.xml FIEE—TBEE LB
ServletContext context-param :

shiroEnvironmentClass</param-name> com.foo.bar.shiro.MyWebEnvironment</param-
value> </context-param>

XA HRE E L —MORERFTF R WebEnvironment 2 FIMECERR N, R4 BE LB
174 xt B IniWebEnvironment 61 F %, HEEXFARMEERRN. Hla0, WREA
BIEXML FECEShiro MAZTEINI A, eI LalZ—PEFXML Bz, 0
com.foo.bar.shiro.XmlWebEnviroment,

Custom Configuration Locations

IniWebEnvironment &2 BF 00 INI BEEXH. BABERT, INESBxMETEA
NI & F 3 Shiro.ini BBE (GRIFE) S

1. /WEB-INF/shiro.ini
2. classpath:shiro.ini

CREAREL ANID, A, WRMEEIBMRNEBRIE 5 —(E, {RALTE web.xml &
FAcontex-param 38 €z I &,



<context-param>
<param-name>shiroConfigLocations</param-name>
<param-value>YOUR_RESOURCE_LOCATION_HERE</param-value>
</context-param>

FNERT, 7E ServletContext.getResource 75EE LI T, param-value 2 0] LA AEAT
B, %0, /WEB-INF/some/path/shiro.ini,

BIRt AT s E B AR %, Hclasspath HURL AIE&, @it {# A Shiro XA EM
ResourceUtils %, #l40 :

¢ file://home/foobar/myapp/shiro.ini
e classpath:com/foo/bar/shiro.ini
e url:http://confighost.mycompany.com/myapp/shiro.ini

Shiro 1.1 and earlier

EWeb 5 RREFHEMASiro 1.1 NERRABI& 5 £ BT7EZRE sLIniShiroFilter F1gE —1
filter-mapping:

<filter>
<filter-name>ShiroFilter</filter-name>
<filter-class>org.apache.shiro.web.servlet.IniShiroFilter</filter-class>
</filter>

<!-- Make sure any request you want accessible to Shiro is filtered. /* catches all -->
<!-- requests. Usually this filter mapping is defined first (before all others) to -->
<!-- ensure that Shiro works in subsequent filters in the filter chain: =

<filter-mapping>
<filter-name>ShiroFilter</filter-name>
<url-pattern>/*</url-pattern>
<dispatcher>REQUEST</dispatcher>
<dispatcher>FORWARD</dispatcher>
<dispatcher>INCLUDE</dispatcher>
<dispatcher>ERROR</dispatcher>

</filter-mapping>

{ S—

% TE LHREERIYINI B2 & 2 —ME classpath R B % B9Shiro.ini 324 (40 :
classpath:shiro.ini)

Custom Path


http://shiro.apache.org/static/current/apidocs/org/apache/shiro/io/ResourceUtils.html
http://confighost.mycompany.com/myapp/shiro.ini

INRARTAEFFREY INI BB HUFE /WEB-INF/shiro.ini iclasspath:shiro.ini, fREILIEE—NE
EXHFRME, ARG BEBE, HII— configPath B init-param, FiEE %R E.

<filter>
<filter-name>ShiroFilter</filter-name>
<filter-class>org.apache.shiro.web.servlet.IniShiroFilter</filter-class>
<init-param>
<param-name>configPath</param-name>
<param-value>/WEB-INF/anotherFile.ini</param-value>
</init-param>
</filter>

/

TEBH (FREME A non-prefixed') configPath {& #{F € 2 ServietContext By % JRE&
%, @it ServletContext.getResource) 733k E sL B ML W) SE AR,

ServietContext resource paths - Shiro 1.2+

ServietContext % IREZEE—NME Shiro 1.2 BN HEHMIThEE, £ 1.2 4 FiE, FIEM
configPath & L Wi 18— classpath:, file:Zurl:B14.

Wit 5| EA classpath:, url:;, kfile:iZ kg classpath, url, =X filesystem i &, {R
AT LS E HfthIE ServletContext X RAIE, HI40 :

<init-param>
<param-name>configPath</param-name>
<param-value>url:http://configHost/myApp/shiro.ini</param-value>
</init-param>

Inline Config

&xfE, A LURREY INI EBE Bk A 2 web.xml R AER—MHRIZAY INI X4, fRETLLE
A init-param 82X =, TA=Z configPath :


http://download.oracle.com/javaee/6/api/javax/servlet/ServletContext.html#getResource(java.lang.String

<filter>
<filter-name>ShiroFilter</filter-name>
<filter-class>org.apache.shiro.web.servlet.IniShiroFilter</filter-class>
<init-param><param-name>config</param-name><param-value>

# INI Config Here

</param-value></init-param>
</filter>

NERELExt TN G 2 s AREFEERRIFAN, BEERATFUTRER—MKIEEEAKL
F|— % AHBY Shiro.ini X :

REBE%i8 T A S REREB, THE N web.xml FRIDMRAIES,
{RATHERE MR THI web.xml BLB D BELLEE,
RNRZLRERTRTBERA, RERE webxml WERIEZH T i ik,
REN f %842 %%, HEM shiro BT REREELS MEAHEIA,

EPURFAR—ER M A EIRE5 EEEE L,

Web INI configuration

PR T FEEER Configuration E ¥ M 4x AR [main], [user]#[roles]sh 4, {RALL{Eshiro.ini
XHHIEEEAR web FFIEM[urls]sR ¢

# [main], [users] and [roles] above here

[urls]

[urls]: fE - RIE— LR 2 2 Wit BIET Web iEREAFEN AT : WL BREFFE
LB E R id sk Ak R ICACURL BR4E |

BFEARE, WEEARBK, HAREEE webxml RE LB jeass B A 7% - BMEIRM
RIEFES Shiro IRFEMEMIHEH R ER T XP, BEBEZ 2 RERBE/EN.

[urls]
TEurls FNB—ITHRAMT :
URL_Ant _Path_Expression = Path_Specific_Filter Chain

#45 :


https://github.com/waylau/apache-shiro-1.2.x-reference/blob/master/I.%20Overview%20%E6%80%BB%E8%A7%88/4.%20Configuration%20%E9%85%8D%E7%BD%AE.md

[urls]

/index.html = anon

/user/create = anon

/user/** = authc

/admin/** = authc, roles[administrator]

/rest/** = authc, rest
/remoting/rpc/** = authc, perms["remote:invoke"]

BETRBAT T8 R EITHERS L

URL Path Expressions

ES5EdE—15Web 5 AR ETXRE FHEXM Ant RABHERZFERX I,
BN, Bz fRE W TEI[urs)fT :

/account/** = ssl, authc

HATEREA, “(Efal <33 2 FHFEFEM/accout ERIEHMIFEER (/account/foo,
account/bar/baz, FZEF) BYi5KEDIHAR 4 'ssl, authc'it J8285t". FAVSIE THET L 288
5k

FER, AENBRKRENBE2ES TMHROLARFNLETXIRE ZMEN. XEKRENR
H—XRIREENMIELE 7R % BERF, 0 www.somehost.com/myapp , REXNEEE
2|7 www.anotherhost.com (&&'myapp'FE %) , XIHEMEEREXDE%ETE, FIEHN
R ER R 2 F HitpServletRequest.getContextPath()) #4& M,

Order Matters! # &

URL BRRFRx NIRF L E LIFHDRFHIMr & AB#EK, FETE FIRST MATCH WINS &% —[R
. B, sEFEAMREBAWMTEMNEL :

/account/** = ssl, authc
/account/signup = anon

IR A5 K B TE 7 19 /account/signup/index.html (FR& ‘anon'ymous FB 7 #8875 19])
ML ATRBLIE | RRZR #/account/** IR E—NEE T £ ABHK, WK TH
RIEL, IRLERETFIRST MATCH WINS IR N E LARBY it s aa4k |

Filter Chain Definitions & s_

FEAYBESRITN EHIIR, ARMITEERZERZENERK, ELARFEUTERN :


http://ant.apache.org/
http://java.sun.com/j2ee/sdk_1.3/techdocs/api/javax/servlet/http/HttpServletRequest.html#getContextPath(

filter1[optional_config1], filter2[optional_config2], ..., filterN[optional_configN]
FH :

o filterN & —NE sL1E[main]=f B filter bean HIEZF

e [optional_configNl@ — el it IE S AR ERRE, FEND BHREARFES LNF
TR (B g rds BTRANEAKEE!) . BERizxd kSt URL BRHTEER
EMBCE, RAILURIKES, T2 filteNr] L Z K T filterN.

A AL ke EL T4 (XAFIK) , LU ENF 8 | iFnF E LUIFRBES
PREIFIR, XA FKRFLBESS TRE X Nk,

&E, BNt RSB HEN AR BHNLIEFK, BMERELVENSZE (FlmN, 1T
—NEEME, AR—DHTTP &35, BFEERE) . G0, SEABERFZFRSLER
i ax it e 2n bk Bk AWM A

HiREEy st R RN EFEBIEE R %, Bloptional _configN]—it Jégatn S —ER 9, =
— 4B Shiro it &% &AM BERITIEE,

R L 44, INRIFIB | BIRE O M javax.serviet.Filter B2 suB0&, FBRIREY:T 225 F
¥ org.apache.shiro.web.filter.PathMatchingFilter

Available Filters 7] By e 25

TEid JeBast RS 9% (F A AT JE 8" #E € L E[main]fi. 1E[main]si P 18Rk4 SN EFEF 2
it Jeassd E XL FR{E AMEE, 60 :
[main]

myFilter = com.company.web.some.FilterImplementation
myFilter.propertyl = valuel
[urls]

/some/path/** = myFilter

Default Filters

L T— Web p AfERa, Shiro FelE—LHEHANEA Filter 26, F B8 zhhiE[main]
FHRFFEMNE S TR,

{RATLAE main REEE T 1], HETIMRENE L HIREE AT EMmMbean # reference,
a0 -


http://shiro.apache.org/static/current/apidocs/org/apache/shiro/web/filter/PathMatchingFilter.html

[main]

# Notice how we didn't define the class for the FormAuthenticationFilter ('authc') - it i

authc.loginUrl = /login.jsp

[urls]

# make sure the end-user is authenticated.
# and after successful authentication, redirect them back to the original account page th

If not, redirect to the 'authc.loginUrl' abov

# were trying to view:
/account/** = authc

Al R— >

B 7 tth BT FI AV BR A BOFilter s2 B 2% DefaultFilter #1358 LM, MRS AHEERN
2, Bl :

Filter Name

Class

anon org.apache.shiro.web filter.authc.AnonymousFilter

authc org.apache.shiro.web filter.authc.FormAuthenticationFilter
authcBasic org.apache.shiro.web filter.authc.BasicHttpAuthenticationFilter
logout org.apache.shiro.web.filter.authc.LogoutFilter

noSessionCreation

org.apache.shiro.web . filter.session.NoSessionCreationFilter

perms org.apache.shiro.web filter.authz.PermissionsAuthorizationFilter
port org.apache.shiro.web filter.authz.PortFilter

rest org.apache.shiro.web filter.authz.HttpMethodPermissionFilter
roles org.apache.shiro.web filter.authz.RolesAuthorizationFilter

ssl org.apache.shiro.web filter.authz.SslFilter

user org.apache.shiro.web filter.authc.UserFilter

o

Enabling and Disabling Filters & 3. ZMit &

HAFxE25F Mt eess E LHE (web.xml, Shiro BIINI Z) HEMHEIF, {RiBitfEid s
#haESTkeHikds, BT AESNETRRCFIEER LRSS,


http://shiro.apache.org/static/current/apidocs/org/apache/shiro/web/filter/mgt/DefaultFilter.html
http://shiro.apache.org/static/current/apidocs/org/apache/shiro/web/filter/authc/AnonymousFilter.html
http://shiro.apache.org/static/current/apidocs/org/apache/shiro/web/filter/authc/FormAuthenticationFilter.html
http://shiro.apache.org/static/current/apidocs/org/apache/shiro/web/filter/authc/BasicHttpAuthenticationFilter.html
http://shiro.apache.org/static/current/apidocs/org/apache/shiro/web/filter/authc/LogoutFilter.html
http://shiro.apache.org/static/current/apidocs/org/apache/shiro/web/filter/session/NoSessionCreationFilter.html
http://shiro.apache.org/static/current/apidocs/org/apache/shiro/web/filter/authz/PermissionsAuthorizationFilter.html
http://shiro.apache.org/static/current/apidocs/org/apache/shiro/web/filter/authz/PortFilter.html
http://shiro.apache.org/static/current/apidocs/org/apache/shiro/web/filter/authz/HttpMethodPermissionFilter.html
http://shiro.apache.org/static/current/apidocs/org/apache/shiro/web/filter/authz/RolesAuthorizationFilter.html
http://shiro.apache.org/static/current/apidocs/org/apache/shiro/web/filter/authz/SslFilter.html
http://shiro.apache.org/static/current/apidocs/org/apache/shiro/web/filter/authc/UserFilter.html

{B1EShiro 1.2 FFIEM—NFIIEER B T Mt e 2s st PBMR T e 253k & SR 2 A i vk 25
MR ERA FEE) , BEREMmE— 4t ok, MRER, Moz kR FFHK
37 Bl@it BIFilterChain I F—1N o3k, RATUET—REERB A % i 25 g AR E, =
BEMREEAUEE N ROER L4,

XER—PMRBANER, BAETHERFKEAHAEA— T kS ESF#EIkSaE (X
KAWEHEER) ELEAFE,

Shiro @it EBJ OncePerRequestFilter MR AR % E5EMiX M. FIA Shiro BIAR 52 #SERHI R
WHEBEATFELARX—KR, ALEAREENTEREBRENEN EANER, NRRFEE
L HLCTHEE, IRATLLy B ORI s2s 2 gk B D 2 IF %,

SHIRO-224 S B E #» it s A X HTNEE, Fix R 2L OncePerRequestFilter BYF
£, MRXHMRBEE, A X Dissue HE,

General Enabling/Disabling

OncePerRequestFilter (REFFAEF %) ¥ Enabling/Disabling FiE & Xk & per-request &
mhe —MRAFIEREK B ANEA -1 kEEBiL X EH enabled B #true =X false, 2R
INHixERtrue BT KRS Bt kAR ERFEMNITH, WRMNBEEREE—Didikdes
i, 0, FEshiro.ini § :

[main]

# configure Shiro's default 'ssl' filter to be disabled while testing:
ssl.enabled = false

[urls]

/some/path = ssl, authc
/another/path = ssl, roles[admin]

ZBIREE, FZBEMNURL BREFE 5 KM@ SSL ##RiE, EH 4% HRESSLER
NEEB #eti), EFFLet, {RATLIZEFss| it g88. HEE* &, RAlgAE®EE—1
BEERM—3X b F s BERFAAURL BRES 44 1 Shiro EBEER 755 %,

Request-specific Enabling/Disabling

OncePerRequestFilter 5z ix LR it 98 25 & A=K AR E T ©/isEnabled(request,
response) %, ;ﬁ?’ilfﬂkw}\l_@enabled BMEME, ZEMEEREAXenabling/disabling £
HiR R E # K. MRMTE g AXBEA—NETRERENE KNL a3, MBI E
= OncePerRequestFilter B4 |sEnabIed(request, response) /5K WITEZSHEMNL B,


http://shiro.apache.org/static/current/apidocs/org/apache/shiro/web/servlet/OncePerRequestFilter.html
https://issues.apache.org/jira/browse/SHIRO-224
http://shiro.apache.org/static/current/apidocs/org/apache/shiro/web/servlet/OncePerRequestFilter.html

Path-specific Enabling/Disabling

Shiro By PathMatchingFilter (—4 OncePerRequestFilter B9F %) #g4s st E Tt e R E
BERNEEFER N, X BEREMRATU s AFEA— M iR ETHRENRERRERE, R
T 1 ABrequest # response, WRIRFE R/« LEHER RN ERBRREEFH R & K
Br—itkdR et e £ AN ERM, mA 28t ZEE OncePerRequestFilter B9
isEnabled(request, reponse) /3%, 1R i i%E&EE PathMatchingFilter Y
isEnabled(request,response,path,pathConfig) /5%,

Session Management

Servilet Container Sessions

£ web #1E A, Shiro BEARIR & EIESs SessionManager 232
ServletContainerSessionManager , X NEE G LML ARRMERLEER X (BEREE
BHINR serviet BE3 )5 1T servlet B2F. T©AH L2 —M#; Shiro =i APl B serviet &
25,58 311,

FERXNBGAN—NMFR 2, ERNEM serviet B2zl 5 ARFRFMEEN AR ERS
SEHNHE)FEETE

BENBIANRAZE RS serviet BB ERIETH. FMNIF NRIFEBEER < BIRER
Jetty fE4 =, 5X#0 Tomcat BEFECE (SR 2 ) FFEE TRIEM,

Servlet Container Session Timeout A 2s & & B

INREAA serviet Basx i, REREMEENweb s BREFHS B web . xml 324, 4
un:

<session-config>
<!-- web.xml expects the session timeout in minutes: -->
<session-timeout>30</session-timeout>

</session-config>

Native Sessions Aitt& i+

INRRIR LR R BB 1% BFEEHEETE serviet 23 (Lb0 Jetty 13X #,{8 Tomcat =X,
JBoss E4 = FiE ), SARIBIRHIRF BN R 4/5R £ 5, ST UL g B Shiro WREREE,

“Native”ix 1~33 £ i1X BEBKE Shiro B 4 AR ZRTE R EE £ 7 Subject
httpservletrequest R fIT L2481t servieta 2z, {BIUD,Shiro 523 Serviet #SERIMEXER 2
EEATUERI B web/http XK BRFEFEATIA R E FE”,Shiro FEAMEIR R %,


http://shiro.apache.org/static/current/apidocs/org/apache/shiro/web/filter/PathMatchingFilter.html
http://shiro.apache.org/static/current/apidocs/org/apache/shiro/session/mgt/SessionManager.html
http://shiro.apache.org/static/current/apidocs/org/apache/shiro/web/session/mgt/ServletContainerSessionManager.html

DefaultWebSessionManager

B AR EBEMweb s AR, BEERE— DA web-capable Rz EIERE R A
HET serviet B2s. RATLLER BEBHI—1 2 DefaultWebSessionManager Shiro B4
SecurityManager , f5I40,7 shiro.ini :

[main]

sessionManager = org.apache.shiro.web.session.mgt.DefaultWebSessionManager
# configure properties (like session timeout) here if desired

# Use the configured native session manager:
securityManager.sessionManager = $sessionManager

—BE#H, B LA E DefaultWebSessionManager 2 5l 5 A& & 1 A & 5Bt FIEEEE
RETUN % EIE 9,

Native Session TimeoutA & &8t

Boi&fS DefaultWebSessionManager 50, & i&#8 et BB R¥E® =56 B2 68

Session Cookie

DefaultWebSessionManager Sz #F /@ #M B BECE B MH:

e sessionldCookieEnabled (— boolean)
e sessionldCookie, —1 Cookie 5z,

Cookie as a template 1£ # #&#R

sessionldCookie B i L2 — MEWR, /RECE Cookie = BIEMY, iz ERGF/E iz Tet B— &
LR EIDIE % ETE S i+ HTTP Cookie header

Session Cookie Configuration fci&

DefaultWebSessionManager B sessionldCookie Zkik 2 flZ— SimpleCookie , X %
B3z 3 fL3F JavaBeans-style BIMECE # PR A RIEZMEXBMEETE http Cookie,

g0, & AT L% & Cookie 15

[main]

securityManager .sessionManager.sessionIdCookie.domain = foo.com


http://shiro.apache.org/static/current/apidocs/org/apache/shiro/web/session/mgt/DefaultWebSessionManager.html
http://shiro.apache.org/session-management.html
http://shiro.apache.org/session-management.html#SessionManagement-sessionTimeout
http://shiro.apache.org/static/current/apidocs/org/apache/shiro/web/servlet/Cookie.html
http://shiro.apache.org/static/current/apidocs/org/apache/shiro/web/servlet/SimpleCookie.html

% & SimpleCookie JavaDoc sAMIE I,

cookie BIER A B FR JSESSIONID HRiEserviet#iSE, Lb4+,Shiro Bcookie S HitpOnly 47
iR, sessionldCookie % & TEEAIE R T httponly # true 3 T AL L,

Shiro B Cookie BE:&2¥F HttpOnly #xir EZETE Serviet 2.4 2.5 s IE (Mt RER Serviet
APl R HEIE 2.6 AEEMRA).

Disabling the Session Cookie %

MRIEARHFEFEHARE cookie, BRI LA #BECE(F B sessionldCookieEnabled B 4
false, 340

[main]

securityManager .sessionManager.sessionIdCookieEnabled = false

Remember Me Services

Shiro .47 'rememberMe' AR % #0R AuthenticationToken 5231, T
org.apache.shiro.authc.RememberMeAuthenticationToken # M, #EOEET —NHE

boolean isRememberMe();

IR % A FR(E true, Shiro HMEEENSEFRELRIER 2NERID
UsernamePasswordToken and RememberMe

2 BF M UsernamePasswordToken B2 52 31, T RememberMeAuthentication Token #1,
H ¥ rememberMe & %,

Programmatic Support 423

E5 M ER rememberMe , {REILAE— PN XFFZBEERN & LIBESH@ & A true, 5l
i, {FER+£R UsernamePasswordToken :

UsernamePasswordToken token = new UsernamePasswordToken(username, password);
token.setRememberMe(true);

SecurityUtils.getSubject().login(token);


http://shiro.apache.org/static/current/apidocs/org/apache/shiro/web/servlet/SimpleCookie.html
http://en.wikipedia.org/wiki/HTTP_cookie#HttpOnly_cookie
http://shiro.apache.org/static/current/apidocs/org/apache/shiro/authc/RememberMeAuthenticationToken.html

Form-based Login ZEFXR £ & F

1 F Web rBFEFME, authc it jE2s2kiAEFormAuthenticationFilter ., & X #FY
'rememberMe' B9 2 @ /E A — 4~ form/request 880, BRialth, ©HIE % request S
R4 4 rememberMe, THERE—NX#HF X s shiro.ini EZEHIFIF :

[main]
authc.loginUrl = /login.jsp

[urls]
# your login form page here:

login.jsp = authc

Bl et FE/RBY web form A —1%& % 'rememberMe' #Jcheckbox.

<form ...>

Username: <input type="text" name="username"/> <br/>
Password: <input type="password" name="password"/>

<input type="checkbox" name="rememberMe" value="true"/>Remember Me?

</form>

FhiAHh, FormAuthenticationFilter f§& 344 4 username, password & rememberMe HY
request 1, MR X LERETFIREFERMform RHFR 2154, (RAREREE
FormAuthenticationFilter LEZE&E X ££58%, Hla0, £ shiro.ini /A :

[main]

authc.loginUrl = /whatever.jsp

authc.usernameParam = somethingOtherThanUsername
authc.passwordParam = somethingOtherThanPassword
authc.rememberMeParam = somethingOtherThanRememberMe

Cookie configuration

fRAT LB i 3% E B& AR cookie BMEREZE rememberMe cookie =40 TERY, 3140,
1Eshiro.ini & :



[main]

securityManager.rememberMeManager.cookie.name = foo
securityManager.rememberMeManager.cookie.maxAge = blah

#% 1, CookieRememberMeManager & SimpleCookie By JavaDoc i3 # INE % MR B
B

JSP / GSP Tag Library

Apache Shiro 24t T —* Subject-aware JSP/GSP #+4 &, ©R#FIRIEHEIIRE JSP, JSTL
= GSP 7 EE T ZAT Subject BPR A# T4, X st FRI\ES MM B R EFIA » P
YT EEACR A =SB AN,

Tag Library Configuration

¥ 4 B R S (TLD)# 3T &7 META-INF/shiro.tld X {484 shiro-web.jar X7, EfHA
Ef4r%, RMTE—TEMR ISP nE (BERMIRE LM R EES) BmER,

<%@ taglib prefix="shiro" uri="http://shiro.apache.org/tags" %>

P11 R shiro BT FIAREA shiro 4n 5 MR, URIRTUIEEEMRERIAF,
AEHRNMNTF IR EB—THE, FRTEZMAARESR 7 EA,

The guest tag

guest i X[ E RESLESMAR, X LRI Subject #Xik 4 =& 'guest’ &, 'guest’ B1E%
512 1D BI{EMT Subject, 1B Fh2it, HBMARFER » =2k, RAMMTEEEZFEMITE
BEL—RM EHEieE (RememberMe fR%) . flF

<shiro:guest>

Hi there! Please <a href="login.jsp">Login</a> or <a href="signup.jsp">Signup</a> to
</shiro:guest>

J D

guest 5% 5user 1% % #HEK.

The user tag


http://shiro.apache.org/static/current/apidocs/org/apache/shiro/web/mgt/CookieRememberMeManager.html
http://shiro.apache.org/static/current/apidocs/src-html/org/apache/shiro/web/servlet/SimpleCookie.html

user 7+ 2 2 RESSHAR, Y YFTH Subject #ik A 2 'user' i, 'user £ L TFXHH
EXLAHA—NEFED ID B Subject, SHEIHE it 51554 &iBit'RememberMe'lk 48, %
IR M4 1% L E5authenticated 4+ 4 & FER, authenticated 47 % 5 4 = 18,

<shiro:user>
Welcome back John! Not John? Click <a href="login.jsp">here<a> to login.
</shiro:user>

usre 1745 guest /x4 % HHE K.

The authenticated tag

AR REYFA FEYAIIREPRINME L T B19% i authenticated 172 F 2 E RB2HA
B, Bt 'user s £ F # =, ©7EF % £S5 notAuthenticated'#+ £ %,

authenticated 452 RE X L a1 Subject EHHUFINREHFKINME R THNREFRERD
EBHHNA. B user ## 2 E % =8, authenticated 47 £ 8 B 7E BURM T/EF R+ A RIBR S H
ID A58,

fBllF -

<shiro:authenticated>
<a href="updateAccount.jsp">Update your contact information</a>.
</shiro:authenticated>

authenticated #7245 notAuthenticated #7 %4 % 22 ¥ K.

The notAuthenticated tag
notAuthenticated /= £ N2 ZREFMBENKNE, WRHE Subject #EBEHYRIREHK
Thithif id 36 3

f5llF -

<shiro:notAuthenticated>
Please <a href="login.jsp">login</a> in order to update your credit card information.
</shiro:notAuthenticated>

J )

notAuthenticated #r 45 Authenticated #r %4 3% 31 K.

The principal tag



principal #/= £ &# H Subject WER (FrinE) HEBZMEME. BEXBEAALEME,
0 47 243 A principal B toString()ERXER T E. B0 (% principal @ — N FRFEA »~
£)

Hello, <shiro:principal/>, how are you today?

x (KERoth) EMTTME :

Hello, <%= SecurityUtils.getSubject().getPrincipal().toString() %>, how are you today?

Typed principal

principal 4= ZBAER T, BIEiZ principal # H#IEsubject.getPrincipal() B4, {BERE#
H— A2 EZE principal 8944, MeEETF % —1 Subject B9 principal collection, ReILUE it
% BUsE 3% BY5% principal F36H % 4.

40, #H Subject B9 # ID (FF2 username ) , fRi%i% ID BT principal collection :

User ID: <principal type="java.lang.Integer"/>

x (KEROH) FMTF @ :

User ID: <%= SecurityUtils.getSubject().getPrincipals().oneByType(Integer.class).toString

J S

Principal property

{B40R % principal (22 AEEM principal %2 L EM'typed' principal) B— 18 £BIxtR
MAS— 4 2WFRE, MBRBESIAZ principal LB—NEM 2 B4 W ? fRAT LUE
FA property & 433K property FIZFREIEAR (s8¢ JavaBeans &AM getter ik
i) o FlIn (REEMprincipal 2 —User st R)

Hello, <shiro:principal property="firstName"/>, how are you today?

x (KEfoth) FMTTME :

Hello, <%= SecurityUtils.getSubject().getPrincipal().getFirstName().toString() %>, how ar

j S 2

FE, 2ELEBEMN



Hello, <shiro:principal type="com.foo.User" property="firstName"/>, how are you today?

BWBREEMEFNT TE :

Hello, <%= SecurityUtils.getSubject().getPrincipals().oneByType(com.foo.User.class).getFi

| S— >

The hasRole tag
hasRole 14 N2 EREMZENANE, < HHA] Subject 2 T EFMAE,

BN -

<shiro:hasRole name="administrator'">
<a href="admin.jsp">Administer the system</a>
</shiro:hasRole>

hasRole #: % SlacksRole #7 % i% #& 0%,

The lacksRole tag
lacksRole #+ 2= E REMBEHNNE, X ZHHI Subject RS EEANA R,
4N -

<shiro:lacksRole name="administrator'">
Sorry, you are not allowed to administer the system.
</shiro:lacksRole>

The hasAnyRole tag

hasAnyRole #+ 2 Z REMSEHNNE, MRZHHIM Subject AR TEE—TRBETE
SARNAEZIKXRPHNERAEE,

0 -

<shiro:hasAnyRoles name="developer, project manager, administrator">
You are either a developer, project manager, or administrator.
</shiro:lacksRole>

The hasPermission tag



hasPermission #+ £ 4% 2 7~ ﬁ@aﬂ’]ﬁ\]é, 1 LY FISubject i E” (12E) HFEHXE,
thri2it, B EERNENBE

Hugn

<shiro:hasPermission name="user:create">
<a href="createUser.jsp">Create a new User</a>
</shiro:hasPermission>

hasPermission 47 2& SlacksPermission #5% i% 22 HX .,

The lacksPermission tag

lacksPermission £ M2 REMEESNAE, RYYFISubject XBME (£E) BHEH
PR, BELE i, R R ERENRE

BN -

<shiro:lacksPermission name="user :delete">
Sorry, you are not allowed to delete user accounts.
</shiro:hasPermission>

Jy SAENFEF

FFELE X BT U BI{REE Apache Shiro #1TITE, XK —BEERKbTENY BX
¥y, WMRRFHLEB) Shiro 55 H, #EMAARTENMAEZEEZFIE,  BAINE, (REH
BIEAT s ES Bh &R 7 T4t X 3+ B 1R A Shiro,

RFIMAUEN R § LNRRERE 2 2EA &t iz e 513
BFEE MR AR A RIS % s D2 OB IE, IR,


http://shiro-user.582556.n2.nabble.com/
http://shiro.apache.org/mailing-lists.html
https://github.com/waylau/apache-shiro-1.2.x-reference/issues

10.1. Configuration EZ &

B


https://github.com/waylau/apache-shiro-1.2.x-reference/blob/master/III.%20Web%20Applications/10.%20Web.md#configuration-%E9%85%8D%E7%BD%AE

10.2. urls (Path-based security) & F&ZE8
TZE

B e


https://github.com/waylau/apache-shiro-1.2.x-reference/blob/master/III.%20Web%20Applications/10.%20Web.md#web-ini-configuration

10.3. Default Filters FAiA it 825

B


https://github.com/waylau/apache-shiro-1.2.x-reference/blob/master/III.%20Web%20Applications/10.%20Web.md#default-filters

10.4. Session Management

SN,


https://github.com/waylau/apache-shiro-1.2.x-reference/blob/master/III.%20Web%20Applications/10.%20Web.md#session-management

10.5. JSP Tag Library

SN,


https://github.com/waylau/apache-shiro-1.2.x-reference/blob/master/III.%20Web%20Applications/10.%20Web.md#jsp--gsp-tag-library

11. Caching £ 1%

Shiro 7% A WBAATE 4% 5 ARRFHUEREXREEM, Caching EMEBE—KFFBE—NE
3T 7E Shiro AE—FIHAE, LUBRZ2IEFRIFRTRERIR,

AT, Caching 4 — MR Shiro WEREMKESD, A —PNREMZENHEREIES
BIDBENZABIEIE, AL, Shiro WEZFEZFERLZ— KRN (82%) AP, ©F%"E
—NEKRBEEFNE =& (B30, Ehcache, OSCache, Terracotta, Coherence,
GigaSpaces, JBossCache &) = _t. X4 Shiro &imfA & BB 11= %k BEM 2 FH
il

Caching API

Shiro BE=1MNEEMN L FEO :

e CacheManager - fi *FTELEMNETEEEHH, ©iRE Cache 241,
e Cache - 4 {Fkey/value 31,
e CacheManagerAware - ii¢ 8 Z#EIFEH CacheManager 5= fIIE 48 43 52 21,

CacheManager iR[BlCache 2fil, &#MAREBIShiro A4 {FHix&ECache 2HIREZEFHLERN
B, T{I323 T CacheManagerAware B Shiro 4454 B 5 iz —NECE FH
CacheManager, % CacheManager #E4% Fl 3 3% BX Cache 52/,

Shiro B SecurityManager 52 3, X8 AuthorizingRealm 2 &2 T
CacheManagerAware , f0R{R7E SecurityManager L% T CacheManger, ©&kitEth=
e % EEIs2 3 T CacheManagerAware B & AR Realm £ (OO delegation) . 40,
£ shiro.ini # :

securityManager.realms = $myRealml, $myRealm2, ..., $myRealmN
cacheManager = my.implementation.of.CacheManager
securityManager .cacheManager = $cacheManager

# at this point, the securityManager and all CacheManagerAware
# realms have been set with the cacheManager instance

CacheManager Implementations

ShirolR#t 7 4+ % FF#8E0F CacheManager £ #., {RAIRES % s /8 AMM AR HAITIRE S8,


http://shiro.apache.org/static/current/apidocs/org/apache/shiro/cache/CacheManager.html
http://shiro.apache.org/static/current/apidocs/org/apache/shiro/cache/Cache.html
http://shiro.apache.org/static/current/apidocs/org/apache/shiro/cache/CacheManagerAware.html
http://shiro.apache.org/securitymanager.html
http://shiro.apache.org/static/current/apidocs/org/apache/shiro/realm/AuthenticatingRealm.html

MemoryConstrainedCacheManager

MemoryConstrainedCacheManager @—1 £F B3y SRESENvm £ = 1R, XTE
Sh/om AL INRRE 5 BRRFBEEEL S VMBI web & AR 1772 web AR 4
&) BB RAE JVM i 1) ERFEER— T2 T F 2 9.

MemoryConstrainedCacheManager &£ MapCache &% F,—4 MapCache B\ &M%
7, =— MapCache Shiro #9353z #F SoftHashMap ©A LB # BB XK NEAKFETF &
BRIz T NEFELR/EK(B LR E JDK =5 softreference 2 f1),

& 4 MemoryConstrainedCacheManager =] LAIRE 2 RN EFEE X B sha B RNE
5 eHNEARREN,EEN jvm NE = s ARRFURIIRENEE, AN BEXEELHEL
Ih8E suche £ 776t [ 5% Time-to-Expire i BEF LA, st FRERELH#MZFERINEE EF
ERAEFATHRAANEFEES* R

cacheManager = org.apache.shiro.cache.MemoryConstrainedCacheManager

securityManager .cacheManager = $cacheManager

HazelcastCacheManager

Shiro 1.3 or later

EMFETEHAIRAR R RE L. Shiro 1.3 LLEFH=HMR

Authorization Cache Invalidation 2y & 753K

&ia# R, AuthorizingRealm BH— clearCachedAuthorizationInfo) 7 &RE® ¥ F % B F,
FFERSHRK P 2 FENRNER. CEBHBEELZHARH, MRS ZIEEMK & B3
BrETHT CEMETREZIUE EESBETHE) .


http://shiro.apache.org/static/current/apidocs/org/apache/shiro/cache/MemoryConstrainedCacheManager.html
http://shiro.apache.org/static/current/apidocs/org/apache/shiro/cache/MapCache.html
http://shiro.apache.org/static/current/apidocs/org/apache/shiro/realm/AuthorizingRealm.html
http://shiro.apache.org/static/current/apidocs/org/apache/shiro/realm/AuthorizingRealm.html#clearCachedAuthorizationInfo(org.apache.shiro.subject.PrincipalCollection

12. Concurrency & Multithreading 3+

ZY

fFE



13. Testing 13X

XX —ER DT 48 T 7E 2 7o)X A an4ar {5 A3 Shiro,

What to know for tests

HFHEMNBELPKEIT Subject reference, 15138 Subject B“HRIMIT H FHRFEREM,
A, Bix Subject 2 EE— N X IERBRI M FEIE AR NITH |9 BEMI e 7 B3 EIRIT
% 45,

REBEHRE=TEAXAN AR RIRLHN, A TSRy 7 HAIEERITHSubject :

1. WA EIE—1 Subject 5241

2. Subject 3z {5l 47 45 FE H AT HATH AR,

3 EABREAMITE (HMRzABHITHERE) , % Subject W sn fRIRY: ERIARZ &
REEMLEDFEFRFRE clean',

Shiro 488 # IE1E & 170 5 TR F B # i T o BB E B 8K E, Hlan, 7£ Web &
R, Higtie—iaKet, Shiro BRI B3R MITiZE H. BHRTIXFIREFMNERTRE,
BB EB &2 HCHNRERRIITIL 41 E/MEIRYTE 2 85,

Test Setup & &

HEMNELEIECIE— Subject 2BlfE, TFHHELTE, EaiE (FEXMIFH, B2—
Mtest) FERMITRE, B4R Subject BI4E TE KR A TEM 'clean'.

iz N, AANHERIEZR JUnit 7 TestNG B 42 BE 495 £ A X FF'setup'F'teardown' I 18E
Ro BAATLAFI A X —ZFFRIE M Shiro F—NMREN m ARRFEHPRMLEN 2, RNE4E
THAET —MRESETMECH N XPFERANBRE  —RBESEFNERURTLEE
EME, BEESIEETTARFERMXPER (FEXRGIBEA JUnit, {8 TestNG g4 T
S 1RYF)

AbstractShiroTest

import org.apache.shiro.SecurityUtils;

import org.apache.shiro.UnavailableSecurityManagerException;
import org.apache.shiro.mgt.SecurityManager;

import org.apache.shiro.subject.Subject;

import org.apache.shiro.subject.support.SubjectThreadState;
import org.apache.shiro.util.LifecycleUtils;


https://github.com/waylau/apache-shiro-1.2.x-reference/blob/master/IV.%20Auxiliary%20Support%20%E8%BE%85%E5%8A%A9%E6%94%AF%E6%8C%81/14.%20Custom%20Subjects%20%E8%87%AA%E5%AE%9A%E4%B9%89%20Subject.md

import org.apache.shiro.util.ThreadState;
import org.junit.AfterClass;

/**
* Abstract test case enabling Shiro in test environments.
*/

public abstract class AbstractShiroTest {

private static ThreadState subjectThreadState;

public AbstractShiroTest() {
}

Jxx
* Allows subclasses to set the currently executing {@link Subject} instance.
* @param subject the Subject instance
*/

protected void setSubject(Subject subject) {

clearSubject();
subjectThreadState = createThreadState(subject);
subjectThreadState.bind();

protected Subject getSubject() {
return SecurityUtils.getSubject();

protected ThreadState createThreadState(Subject subject) {
return new SubjectThreadState(subject);

Jxx
* Clears Shiro's thread state, ensuring the thread remains clean for future test exe
*/

protected void clearSubject() {

doClearSubject();

private static void doClearSubject() {

if (subjectThreadState != null) {
subjectThreadState.clear();
subjectThreadState = null;

protected static void setSecurityManager (SecurityManager securityManager) {
SecurityUtils.setSecurityManager (securityManager);

protected static SecurityManager getSecurityManager() {
return SecurityUtils.getSecurityManager();



@AfterClass
public static void tearDownShiro() {
doClearSubject();
try {
SecurityManager securityManager = getSecurityManager();
LifecycleUtils.destroy(securityManager);
} catch (UnavailableSecurityManagerException e) {
//we don't care about this when cleaning up the test environment
//(for example, maybe the subclass is a unit test and it didn't
// need a SecurityManager instance because it was using only
// mock Subject instances)

}

setSecurityManager(null);

}
{ S— >

Testing & Frameworks

TEAbstractShiroTest % B =5{E A Shiro B ThreadState & Rk — 1NE: 58S
ecurityManager, XS RIENXFIERKR 22 REAYN, BNLEFRESELAEFKSHE
o

REHUER Shiro TENREZMRELAEN—BRENLmA 7, LFE LR Shiro WB#EE
HL&l, BN Subject.associateWith FlSubject.execute F7i%, XEEREBETE Subject thread
association & X#EkH.

Unit Testing

2R EERMRRIK S, BRI 32 EERMEREAN, H{RE EE Shiro i, {RE
EFEXTFHRIRA BBE9% 5 Shiro BAPI EEfAM iz IT—IRA S EMXFShiro I 2 d
T/EIEEE (X2 Shiro 7% B A1EShiro B3 E BRI 4 78) BIHE X,

X, Shiro W RS S MBI LIERE RN MX (TETE) .

ExampleShiroUnitTest

BT EmaRER T RMNEE (MAZMRTEARNEMSER) , X3 TENIRE HR
R BIEM APl Rt 2 NMRIFIER, X8E% S Shiro THFRIF—ART LUE L Subject
£, FHECRBREMBRTRAENRE, XEREZL2T XKD HEHLN,

{BIES0_EXCRral, 1E Shiro XA xs BB e E7E X ITH A R Subject 25 (BB
Bxl) g ERLiE, B, BNAMREMIES EEPH Subject AR 0 HA # 17,

(X MBI FEF EasyMock, {B Mockito th[E 4 i#h T {ES1REF)


http://shiro.apache.org/subject.html#Subject-ThreadAssociation

import org.apache.shiro.subject.Subject;
import org.junit.After;
import org.junit.Test;

import static org.easymock.EasyMock.*;

/**

* Simple example test class showing how one may perform unit tests for code that require
*/
public class ExampleShiroUnitTest extends AbstractShiroTest {

@Test
public void testSimple() {

//1. Create a mock authenticated Subject instance for the test to run:
Subject subjectUnderTest = createNiceMock(Subject.class);
expect(subjectUnderTest.isAuthenticated()).andReturn(true);

//2. Bind the subject to the current thread:
setSubject(subjectUnderTest);

//perform test logic here. Any call to
//SecurityUtils.getSubject() directly (or nested in the
//call stack) will work properly.

@After

public void tearDownSubject() {
//3. Unbind the subject from the current thread:
clearSubject();

}
j R o

IEANRARBEEIN, Fe13& A % L— Shiro SecurityManager 52 3B & — 1 Realm s {EAI{&
XEM AT, BAH e E—MEmMSubject 26, F:&Eit A AsetSubject FIEFE 4 EE!
%12, XBEREMERMNNXRSFEBHERSRHEAENXHN
SecurityUtils.getSubject() 1E & T {F.

#HER, setSubject %L s 4r EMRAIE DL Subject BI& T2, BEMEETE, BERER—
M FIH Subject i A setSubject =X iE Z{REAFA A 1T 8 F clearSubject() M EMEEZEHIF
BR. R¥F Subject HERZ LRSS Kot (FE—DABBRXH AR H— 1 HEY 52 61)
BURFARRARBY X FF Ko

tearDownSubject()



1E 25l B9 tearDownSubject() F:EFEA T Junit 4 BI3E 2 FHHR % Subject TEFN X FE
WATEHGER, AEL4YE . ZERMREIL—NFH Subject HHFELABEIENEE
WATHYM X AR,

MR Rt wEN, I, RITLLRENnX RN g E—DETBISubject 526 (Rt
setSubject) , thrtEit, A @Before-annotated /%, BIIRIRGEX 2.8, {RATLIRE
&t {3 @After tearDownSubject() 755% & {R %3 #5 & 'clean’,

IR A F s TE TN HiEFE S R ITE % setup/teardown % 45 5 {# F§ @Before A1 @After %
BREBRAAHEE, FRENXTRE, AbstractShiroTest #8 % 1T EH RS IT Subject M
KRR E, BA @After &1L BRI tearDownShiro() A iEH.

Integration Testing

RAEFANTH T RITAREGEE, EBAT R —ERTRBUNXBI A B, EXZHE R

BAPI 2 R, Flg0, abXHAMAB £aeA 2B ITE, BB s n2aMe s
18, fREAH A LAFEShiro A2 A3 ITER AKX, Shiro BISecurityManager 525l & ©Fffi

EM 4P (40 Realms #1 SessionManager %) #i2 5 ARAVAENIIEEZ2ELHPOJO, X
BERERAI LA B — MRIUATHI X % 0l B FH 44 % — 1 SecurityManager 52l Z{RE9EE AN
KE TR, BAVHER“E 2 M’ SecurityManager, B 5 {R 5 AR HEKH Subject 52 B
SEETHER,

ExampleShirolntegrationTest

THHNZAKSEERS LB 2T X EELFER, Bx3 MFRINFLERH :

. RIEA Tstep'0, BAFXZI—NE LM SecurityManager 325,
2. Step 1 :1E&Bit Subject.Builder #E&— N E 28" Subject 2, FHIFE 4 ER LR,

BRENHESHBERAE (step2#3) S2malXEOIRBIER—#,



import org.apache.shiro.config.IniSecurityManagerFactory;
import org.apache.shiro.mgt.SecurityManager;

import org.apache.shiro.subject.Subject;

import org.apache.shiro.util.Factory;

import org.junit.After;

import org.junit.BeforeClass;

import org.junit.Test;

public class ExampleShiroIntegrationTest extends AbstractShiroTest {

@BeforeClass

public static void beforeClass() {
//0. Build and set the SecurityManager used to build Subject instances used in y
// This typically only needs to be done once per class if your shiro.ini doesn
// otherwise, you'll need to do this logic in each test that is different
Factory<SecurityManager> factory = new IniSecurityManagerFactory("classpath:test.
setSecurityManager(factory.getInstance());

@Test
public void testSimple() {
//1. Build the Subject instance for the test to run:
Subject subjectUnderTest = new Subject.Builder(getSecurityManager()).buildSubject

//2. Bind the subject to the current thread:
setSubject(subjectuUnderTest);

//perform test logic here. Any call to
//SecurityUtils.getSubject() directly (or nested in the
//call stack) will work properly.

@AfterClass

public void tearDownSubject() {
//3. Unbind the subject from the current thread:
clearSubject();

}
j E— o

IFHNMRATEEIRY, — BB SecurityManager sz si#% s2 5k, FF:@ it setSecurityManager
HEEERBNXEES T H 1T 9. FAENXFEBEY {# A% SecurityManager, &
Subject.Builder f5:& it i8 FAgetSecurityManager() 757%.

# B3 E SecurityManager 32 5I1E @BeforeClass & B AER R E BE—R——PF K
RN & R A ERBIMUE, INRMRAE, (R E— 1B SecurityManager 52 5l F7E(E
AT 4% MAEART 50 3%, 75 5% 18 18 setSerurityManager & B —FI0, {RETgESEIH &N RE
BY.ini U SR A — DMBRIBMREY X F KM R AIET SecurityManager,




&E, 5%k flF—4, AbstractShiroTest 8 X F&EFRATAEShiro =¥ ((ERIEFEEHN
SecurityManager % Subject 52f4l) @it ©F @AfterClass tearDownShiro() 5% £ M&Fi% &
2T X % 2 1784 2 'clean' By,

Fy SCAEMNFEF

EMNMABEX R AT LAESBIR{E Apache Shiro # 1T, #HtXK—ERETIbTEMT B
M, MRIRFLHRE Shiro AB, FEMAAFTENMGTEZ LTI, 7 RIUNINNAE, (REEH
BOE R B ER I FeAL X FH B R Tt Shiro,

RFEMUENR G 2R RERT £ 2EA P s iz e 4513k
#FEE MR ARPCEFE B & B2 DI, SUtEiR e,


http://shiro-user.582556.n2.nabble.com/
http://shiro.apache.org/mailing-lists.html
https://github.com/waylau/apache-shiro-1.2.x-reference/issues

14. Custom Subjects B 7E 5L Subject

ZTCEE M, 7E Apache Shiro FEEZEHNBI T2 Subject, 'Subject’ R ixB@—NEEKIE,
EENBAREFER FHNEEREMAE" — Shiro Subject £HIREKT —N2—mBHEFH
P HIR IR A TR,

XEREALE -

e authentication(login)

e authorization(access control)
e session access

¢ |ogout

BMRAFEIEET A "UserA T X “BEEL", BRBIMMAESRIEM : KZHBARER
WA APl 228 B 21 User classes/frameworks, FMAHEMx i hze, 4, EX
24718, "Subject" X —id £ F LB IAIRE,

Shiro B API % ki FATE iRt Subject » R ORI IEER 2. HpanARFEHEN, K%
HrARFEFL AR BNEAFT EERIEEHITNA 7. aAsAEFRERSBIENE
cBLEl (UserService %) K& IEMA 7, BERITEMs, REZNFEE RTZE
LRIB9A 2?7

% PA@ it A SecurityManager ] LATE % {E17] Subject, 1B REETF X5/1 A »/Subject B 51 F
BEEASEBRR, BEA,

The Currently Executing Subject i {TH
Subject

JLVEEFTEFIET, 1ReE% K EHFIHITH Subject 1Bt

org.apache.shiro.SecurityUtils:Subject currentUser

getSubject() AEARA— MMM G ARERF, 2 ARFALLRO—NMEy ARFREMEL
ETH pHENSubject, MR 42:r%H (80, Web L FAERF) , BEFSHRIAESEZEA
B35 SR XBIF » 83E L 3£ 1§ Subject o

H{RKIS T HAUAY Subject /5, REEBHEEMEMHL?

WRIRIETEM A1 ZHBIHY session REEFEH » T B A, {ReISRIM{18Y session:



Session session = currentUser.getSession();
session.setAttribute( "someKey", "aValue" );

Session &— Shiro WE{F 2, BIRHET XZEHIR2EEMHttpSessions BRI AT, 8
B—LEmARNFLMN—MRAKE S : BARE— HTTP #1i5 |

INRIE Web 5 HEFREERE, ERiAM Session IFa2E FHttpSession #, HZ, E—1
JE Web 3#1Ed, Hix /G £89 Quickstart, Shiro SI&E A B s & AT Enterprise
Session Management, X EERE{RAILAE(RBY  BREFHERAMERN AP, EEME, £t
MEFR, XITHT RARFHNE2HHE, BTEMRFEE session M AREFABHEEFH
HttpSession 5 EJB Stateful Session Beans, MH, A% Finfk R AERESHEZREH
1.

FrLL, ARa:FERT LA ER— Subject LA KM 4189 Session, st FEIEERANAFGRL ESEA
MR, WRMOHEAFMELE—UtAENRHRE ?

, BAREENBHNA Mzt s, Fi1M Subject AT T HRIMA », BEXEErH
J:E’Jénﬁuﬁfﬂlﬁ’?ﬂlﬁ, M EERN—EiH, BEEMMNELEZF—R, Ba, it
AMR T E X A -

if ( !currentUser.isAuthenticated() ) {
//collect user principals and credentials in a gui specific manner
//such as username/password html form, X509 certificate, OpenID, etc.
//We'll use the username/password example here since it is the most common.
//(do you know what movie this is from? ;)
UsernamePasswordToken token = new UsernamePasswordToken("lonestarr", "vespa");
//this is all you have to do to support 'remember me' (no config - built in!):
token.setRememberMe(true);
currentUser.login(token);

%BEtE%]F I & ﬁ]ﬁéqp

BINRMWANE F 2 RXKK T RELH ?RALUHEREMERNERNRERSHRIEL
£T 4



try {
currentUser.login( token );

//if no exception, that's it, we're done!
} catch ( UnknownAccountException uae ) {
//username wasn't in the system, show them an error message?
} catch ( IncorrectCredentialsException ice ) {
//password didn't match, try again?
} catch ( LockedAccountException lae ) {
//account for that username is locked - can't login. Show them a message?

. more types exceptions to check if you want ...
} catch ( AuthenticationException ae ) {
//unexpected condition - error?

iR, £ RRARF/GUIFF2 AR, JUETREABRERE L THESL%IRA » (B0, ‘&
REFERAESZA B ABK P 7) o AASTAMENRERIFGE, ERTUMSY
MECBELNRE, xLEFEAEEEShio z RIBHEHN, BX#E, #12F
AuthenticationException BJJavaDoc,

¥, ATE, BNAT—NEZFHA L, BaxEH LT LUMEE ?
teAHw, a2

//print their identifying principal (in this case, a username):
log.info( "User [" + currentUser.getPrincipal() + "] logged in successfully." );

BnzaLlnxtnedaRENAR

if ( currentUser.hasRole( "schwartz" ) ) {
log.info("May the Schwartz be with you!" );
} else {
log.info( "Hello, mere mortal." );

A ZBESHIMT MRS A Rt —NMAE £ B R s 1T1HF

if ( currentUser.isPermitted( "lightsaber:weild" ) ) {
log.info("You may use a lightsaber ring. Use it wisely.");
} else {
log.info("Sorry, lightsaber rings are for schwartz masters only.");

L4, BMA AT — D IEERBRB L O mmRE & —era IR » 2E8E% w7 —1
FRINBEzH


http://www.jsecurity.org/api/org/jsecurity/authc/AuthenticationException.html
http://shiro.apache.org/permissions.html

if ( currentUser.isPermitted( "winnebago:drive:eagle5" ) ) {
log.info("You are permitted to 'drive' the 'winnebago' with license plate (id) 'eagle
"Here are the keys - have fun!");
} else {
log.info("Sorry, you aren't allowed to drive the 'eagle5' winnebago!");

}
{ E— >
INE—RR, IB? &G, HA RT3t LARFBERR, MaeTLiEsy

currentUser.logout(); //removes all identifying information and invalidates their session

{ I

ENE EMAPI G257 90% BY Shiro kimF » £ A Shiro sS4 I 4 7,

Custom Subject Instances B € 3L Subject 3z

Shiro 1.0 BRI T — N4, BESERKIBER THIE BE L/ ket Bsubject 3241,
RIS R FEA!

R ez %28t A A SubjectUtils.getSubject() ik 15 B BTIEIE#ITHI Subject ; GIEBE L
B Subject 2 I R 5 ERFIRIER T #1917,

Y—EHRFIRIER R, REUUREMAN :

o R #MEIF—HKER P BRAREN, KB R i%{EA—'system'sidaemon A 3k
#AT. 0E Subject:BIRAR—NMEFENA » 2@, X432 LLZA »
(#0admin) k1T, BRIXFHECEZ BT EEERE utility/system KB4 — 1 EEH
PLURHEBARXIIT, UBRAZE—HMN., XEGRABZTF oL, EAMFTHED
system/daemon A XM B E L5 3%,

o EERX {RETEEXE 6] 2 Subject 325, FEMNE st AILAESERMXHAER. 550X
Xk BNE LA,

e Daemon/background :# 28 T{F——2 — daemon =% background # E#iTe, BH
BEREFA—THRENA » EZHIT,

IMRIRELE— Subject 126, HRELECIRMLHMEIE, RuzEA
‘Subject.associateWith” 7575, TMA =6 E—P#THISubject 21, *

7T, BxRDATECEBE LHISubject ZBIMNIERT, LHNBEEURIKM

Subject.Builder



Subject.Builder #HIESIEE A S 6B Subject 265, MEHE#IEm H, Builder i £
MR HE— NE LR, session-less (FT&i%) Subject B3z,

Subject subject = new Subject.Builder().buildSubject()

L EFTRRIBR A BISubject.Builder o5 #43& B0 18 it SecurityUtils.getSubject() 5% E
& AR M A1 A 37 9] B9 SecurityManager . R80T LS TE #8471 4 Y 4 & B 2 A #Y
SecurityManager 525, INRIRFZELE :

SecurityManager securityManager = //acquired from somewhere
Subject subject = new Subject.Builder(securityManager).buildSubject();

Fr8 E B9 Subject.Builder 75357 LATE buildSubject() A5 2 BI4%E FH, B3R E X T
#13& Subject 2B LT3, fFla0, BRINIR#HE— session ID, BENF#E"i% session By
Subject (1% % session FIEE KT i)

Serializable sessionId = //acquired from somewhere
Subject subject = new Subject.Builder().sessionId(sessionId).buildSubject();

[E A, H{RAE 612 — D Subject £HIRRR—MAENS D :

Object userIdentity = //a long ID or String username, or whatever the "myRealm" requires
String realmName = "myRealm";

PrincipalCollection principals = new SimplePrincipalCollection(userIdentity, realmName);
Subject subject = new Subject.Builder().principals(principals).buildSubject();

J —

RE, RALUFER 41589 Subject 25l, Ml —#xte#1TABE, BiFEE:

#)&EH] Subject 2B AT L ARRRF (&) Hs—SFRAMB ity ER s BARERF (&
12) . WNRRIE LT 3 FAERK 2 EREE 9 5 /E 58 A SecurityUtils.getSubject(), Rd4 sfB{R
#1178 Subject BE—NEEE X E,

Thread Association & 2x g%

ErrIR, REME— Subject 26, HFARS5—PABEXF— I EBNLERERTE
X FEATHA ) £ 3t SecurityUtils.getSubject() B AR B REEE R TIE, AR—INKESE—
Subject X H =R :

e Automatic Association(H # X #%)—— it Sujbect.execute* 77E#IT—Callable =%
Runnable 75/&& B # 4 E R4 E B & F2HISubject, ECallable/Runnable FHEHY
AIfE.



* Manual Association(F 3 3% 5 )——AR AT LATE Y i TR & T2 F 5 Hh2d Subject 52 2
ITHEMBRHE, XBESERFLARFEBEA,

e Different Thread([EI#I 4 F2)——& it 8 A Subject.associateWith* 75;% 4% Callable 2%
Runnable /%% 8%l Subject, #AFR[EIH Callable/Runnable 53E7E % — N & F2H#H 4h
17, MRIRFE HSubject £ » — M EBELEHMITTHFRE, XEB®RMAE,

THRABRXFREENZE, AUSBOMBLLE .

1. Subject #EEILR, FILEREARENAAE HITREZR A, Shiro MEIX K@it BM
ThreadState #l#l, Z#HLHIZEFE ThreadLocal EHI— SR,

2. Subject FEXRMERHE, BFEAENNITEREL ZN. IFHREAERET 4, #
fEpooled/reusable £ F2 2115 HFFRIER Z BIRISubject K %o

REENFREELR=DHGEI R L £, BETREREMBAE,

Automatic Association B ) % 3%

INRIRRFE— Subject % ot S HFIMNLIRE R, ERELELXEHENFEBH L&,
Subject B Callable % Runnable FIE##1TIE R IRFTEEEM., £ Subject.execute i3 FR Ol
&, HEIAERREEIRESSEHTIHREZ—H#M, XZMHERX=NHEARTZ
M,

fuan, SERAMNBEMRBE—LEZBERK BHNTEMIT. MREEEH—DEER » MITHRS
%, B—BgmEkE, FERR XR/FE B RERNER, RTLLBL AR
Subject.execute* 755 EME :

Subject subject = //build or acquire subject
subject.execute( new Runnable() {
public void run() {
//subject is 'bound' to the current thread now
//any SecurityUtils.getSubject() calls in any
//code called from here will work
}
1)

//At this point, the Subject is no longer associated
//with the current thread and everything is as it was before

49X, Callable By fIthBE9 #R>#F, PRLUMREES MAROAFHERRE



Subject subject = //build or acquire subject
MyResult result = subject.execute( new Callable<MyResult>() {
public MyResult call() throws Exception {
//subject is 'bound' to the current thread now
//any SecurityUtils.getSubject() calls in any
//code called from here will work

//finish logic as this Subject
return myResult;

3

//At this point, the Subject is no longer associated
//with the current thread and everything is as it was before

XMTEERERF £ Pt 2B AR, H40, Shiro 3t secure Spring remoting IR T
i F28 FRE 9% 1F 4 — ¥ BB Subject E#.1T :

Subject.Builder builder = new Subject.Builder();
//populate the builder's attributes based on the incoming RemoteInvocation

Subject subject = builder.buildSubject();
return subject.execute(new Callable() {

public Object call() throws Exception {
return invoke(invocation, targetObject);

13K

Manual Association F 3 X< 5%

% 7A Subject.execute* HEBESH AT 1IROIE B FIEAXTENRE, BEATRETE—LER
T, FEEH B ThreadState, & w/Shiro 5, XL 2 2EERFF £ ZXEA, B
RV 7E bootstrap/daemon 155 @A (LE Subject.execute(callable) Fl FERESE 4 7
%),

Guarantee Cleanup

ATx—HHIREENE, Ro5—EFRESINEEEEZENRTTEREE, UBRE—
M EEERFILBENFERZE - RBRSBEIEL.

RIFEHCEZEtry/finally 38255



Subject subject = new Subject.Builder()...
ThreadState threadState = new SubjectThreadState(subject);
threadState.bind();
try {
//execute work as the built Subject
} finally {
//ensure any state is cleaned so the thread won't be
//corrupt in a reusable or pooled thread environment
threadState.clear();

BlBHR, XIER Subject.execute* 5% 52 ix LTS © 11 R Z7ECallable 2% Runnable
MATRIE B st Tix N8, Shiro B ShiroFilter % Web & BR2FE#IT/L BRI 3 45
(ShiroFilter {3 Web # & ThreadState fIsz#, BHT A HSER)

Web Use

TEIE—PLIE Web i KM T2 F A Lk ThreadState 26, Web HFER
ThreadState B9z L Web 53 K&, MR, HERShiroFilter £ %, Web % K LU
Subject B building/binding/cleanup 845 1 4F 8958 Ak

A Different Thread

INRIRE—A Callable 3 Runnable 5z§|ZE L Subject 17, {RIFHES#IT Callable =%
Runnable (SixfBHRA &M #ITESHEXcutorService) , R iz{EHA
Subject.associateWith* 737%, X ETEBRERLHITHEEZEPR LR & Subject, Hiz
Subject Z® 35 7 B,

Callable f5]F :

Subject subject = new Subject.Builder()...

Callable work = //build/acquire a Callable instance.

//associate the work with the built subject so SecurityUtils.getSubject() calls works pro
work = subject.associateWith(work);

ExecutorService executorService = new java.util.concurrent.Executors.newCachedThreadPool(
//execute the work on a different thread as the built Subject:

executor.execute(work);

J R 2]

Runnable {5+ :




Subject subject = new Subject.Builder()...

Runnable work = //build/acquire a Runnable instance.

//associate the work with the built subject so SecurityUtils.getSubject() calls works pro
work = subject.associateWith(work);

Executor executor = new java.util.concurrent.Executors.newCachedThreadPool();

//execute the work on a different thread as the built Subject:

executor.execute(work);

{ S— >

Automatic Cleanup

associateWith 758 s TR EMAIEEE, UBRAEELIERFIERBCclean,

Jy SAEMFEF

HMHERZRXEATLURBERMER Apache Shiro #1T T, #tXK—BEERETHSTEENY RX
M, MRIRFLHE Shiro AB, FEMAARTENMGTE EFIE, 7 RIUNINNE, (RIZMH
BRI B B ER I FeAL X FH B R Tt Shiro,

REURESEIR 4 £ HEERNE L XA 7tz i
FEFE  IRAFPEF BRI L Bz HBIEIE, SURE.


http://shiro-user.582556.n2.nabble.com/
http://shiro.apache.org/mailing-lists.html
https://github.com/waylau/apache-shiro-1.2.x-reference/issues

15. Spring Framework

A TUHE TR Shiro £ EIETF Spring M5 BREFHAE,

Shiro #J JavaBean # &M FEEIEEEA @it Spring XML s EthETF Spring BIECE A H,
Shiro i BRREFEEE—/NE A % ISecurityManager B8 x BRERF, i#EE, XZFAEE—
FANEG, ErzRE—NuRARFESERANEE, THATERERRIEHN

Standalone Applications
X BRETE Spring & FATEFA 5 A & R 24 SecurityManager BY& 15 2 BI 5% ¢

<l-- ELREEEREHERFEMrealm -->
<bean id="myRealm" class="...">

</bean>

<bean id="securityManager" class="org.apache.shiro.mgt.DefaultSecurityManager">
<!-- %realmp M, MREZ A realm, EH realms’ BHERE -->
<property name="realm" ref="myRealm"/>

</bean>
<bean id="lifecycleBeanPostProcessor" class="org.apache.shiro.spring.LifecycleBeanPostPro
<l-- BEHLMER, Ri¥securityManager beanEEBR— N84 %6, thitEit SecurityUtils.

THFRE A REEAER THEIER, fEwebs AR EfFsecurityManager beanfit® % &% A 241,

BiARiESH TFTXHH ‘Web Application’#4 -->

<bean class="org.springframework.beans.factory.config.MethodInvokingFactoryBean">
<property name="staticMethod" value="org.apache.shiro.SecurityUtils.setSecurityManager
<property name="arguments" ref="securityManager"/>

</bean>

J E— o

Web Applications

Shiro #4748 2t Spring Web i AR — i #F. & Web s BEFH, FrA Shiro &35 # HY
web iF K@it — PN EER Shiro it k28, Zid SRR AEAKN, RiFEBBEEL
it e 284t LT {FM URL BBERR £ R 1T,

1EShiro 1.0 Z &, {RAFEARIE Spring web i FAEFHFEA—INESHAR, EEL Shiro it
s 23 KA B1E web.xml HEZERE M, {BFESpring XML A %E L SecurityManager, iX 44
SNE&, BFRTEEIRRNEEREE— MM, URFAAE A 5%L#8 Spring THEEMECE
#E71, #0 PropertyPlaceholderConfigurer (iR bean KE EEAE &,


http://www.springframework.org/

IETE Shiro 1.0 REUGhRAH, FiA Shiro ECE#RRZTE Spring XML 5B, FRRMHE
BB {ERY Spring BCE LA,

MU T2EETF Spring web i Bi2FEHEE Shiro :

web.xml

BR T HAth Spring web.xml FF895t3% ( ContextLoaderListener, Log4jConfigListener &%) ,
TE LN HEBY i g s Kt e BRERAT

<!-- filter-names{applicationContext.xmlAELHEZF A “shiroFilter”®bean -->
<filter>
<filter-name>shiroFilter</filter-name>
<filter-class>org.springframework.web.filter.DelegatingFilterProxy</filter-class>
<init-param>
<param-name>targetFilterLifecycle</param-name>
<param-value>true</param-value>
</init-param>
</filter>

<l-- fEA“/*"EMRAE#FK, REMBNTEEREZEShiroMid &, BEXNfilter-mapping
WER&AIE (EMthfilter-mappingdim), Rt EFEPE—NRIERAN -->
<filter-mapping>

<filter-name>shiroFilter</filter-name>

<url-pattern>/*</url-pattern>
</filter-mapping>

applicationContext.xml

TE1RBY applicationContext.xml X5, TE L web Z#FHISecurityManager #1 'shiroFilter'
bean S&# web.xml 3|,



<bean id="shiroFilter" class="org.apache.shiro.spring.web.ShiroFilterFactoryBean">
<property name="securityManager" ref="securityManager"/>
<!-- ARIERBRURL#ITE R -->
<property name="loginUrl" value="/login.jsp"/>
<property name="successUrl" value="/home.jsp"/>
<property name="unauthorizedUrl" value="/unauthorized.jsp"/>
<l-- EAENEL2ELMjavax.servlet.Filter % Bfbean#B A LIIE & BIE L BBt beand
TRk EY, FrlAfiltersEBHEARRSHHAN, BRAUBRESEEZRtfiltersEEERfilter
2FHEHfilteriBg g -->
<property name="filters">
<util:map>
<entry key="anAlias" value-ref="someFilter"/>
</util:map>
</property>
<property name="filterChainDefinitions">
<value>
# some example chain definitions:
/admin/** = authc, roles[admin]
/docs/** = authc, perms[document:read]
/** = authc
# more URL-to-FilterChain definitions here
</value>
</property>
</bean>
<l-- EXRMBALETXM javax.servlet.Filter beans, &xitbeans S EEELMshiroFilterH
#HREH, FiRfiw“filterChainDefinitions”BHEM, & LA RIBEREEF MR INE
shiroFilter beanfy“filters” B TFHMaptzsH, -->
<bean id="someFilter" class="..."/>
<bean id="anotherFilter" class="..."> ... </bean>

<bean id="securityManager" class="org.apache.shiro.web.mgt.DefaultWebSecurityManager">
<!-- #realmnf., MRFBEREZ Mrealm, EHrealms”BEHE -->
<property name="realm" ref="myRealm"/>
<l-- BAfFfservlietAfisession, THERMAshiro R4EsessionMflF (m % i SEBEEIXH) - ->
<!-- <property name="sessionMode" value="native"/> -->
</bean>
<bean id="lifecycleBeanPostProcessor" class="org.apache.shiro.spring.LifecycleBeanPostPro
<l-- EXx&EEAREPERNrealn -->

<bean id="myRealm" class="...">

</bean>

Enabling Shiro Annotations 2 Fi;Tf#

T IIIH 5 TR it 2 web TR, ZRATLAERA Shiro 1IRMEAFRE#1TRER S, thil
@RequiresRoles, @RequiresPermissions &, X LFEEEEED Spring B9 AOP#=1&{E
Shiro FRH %, HEVENH#TEREFHRIL,



THEHEFRMNBTWOMFF &M, HeRE 2, RETEapplicationContext.xml FE L & bean
BpHy,

<!-- FFEShiroFEMSpringfilE A N Mbeans, {E£lifecycleBeanPostProcessorZ/G&EfT -->

<bean class="org.springframework.aop.framework.autoproxy.DefaultAdvisorAutoProxyCreator"

<bean class="org.apache.shiro.spring.security.interceptor.AuthorizationAttributeSourceAdv
<property name="securityManager" ref="securityManager"/>

</bean>

| S— >

Secure Spring Remoting iz f2%&Z %

Shiro B9 Spring &2 X HE R IOEMK : TR ANE FinEcBEMBTEKR. KBzi2R AR
% 2RIREC &

Server-side Configuration ik % IiwEZ &

¥ Shiro B Server ImiE R EI— N 2 AR A A, 5ii2;gFHHEXMISubject R TR
BTy EREKREE L, x5 Tt fEapplicationContext.xml HE sL
SecureRemotelnvocationExecutor bean &

<l-- SpringZRBELBREBNZRALAALE—N A x Z2BEMSubject 4 E -->

<!-- can be associated with a Subject for security checks. -->

<bean id="secureRemoteInvocationExecutor" class="org.apache.shiro.spring.remoting.SecureR
<property name="securityManager" ref="securityManager"/>

</bean>

j S— s

dﬂ

eIl AZIExporter 1, X Exporter
AR B i T2 L IR BIRD th DURTE o

SecureRemotelnvocationExecutor & L 2K/E, EES
ATFREERNZHMAR %, ™MH Exporter E’J;—ﬁ,;ﬂ
7E 3L Exporter beans 5588 Spring #9 Remoting ZE %

\|I]I|

PETF HTTP B9z 2 SecureRemotelnvocationExecutor %, ( remotelnvocationExecutor
[ 45| F B secureRemotelnvocationExecutor)

<bean name="/someService" class="org.springframework.remoting.httpinvoker.HttpInvokerServ
<property name="service" ref="someService'"/>
<property name="servicelnterface" value="com.pkg.service.SomeService"/>
<property name="remoteInvocationExecutor" ref="secureRemoteInvocationExecutor"/>
</bean>

j — 2

Client-side Configuration & /> ififid &


http://static.springsource.org/spring/docs/2.5.x/reference/remoting.html

YafRAALErR, A F%HERNSubjectEE S Mserveriz 2 AER LB ., IRE
iH & T Springf, BRZ. ix < 52 BT L& it ShiroMJSecureRemotelnvocationFactory 2.

<bean id="secureRemoteInvocationFactory" class="org.apache.shiro.spring.remoting.SecureRe

| S— >

[5 4% SecureRemotelnvocationFactory ZINEI5 4 #H X BSpringiz 2 ProxyFactoryBean
A,

PAEFHTTPH L8z #2ProxyFactoryBean # 5, (remotelnvocationExecutor B145|F B
secureRemotelnvocationExecutor)

<bean id="someService" class="org.springframework.remoting.httpinvoker.HttpInvokerProxyFa
<property name="serviceUrl" value="http://host:port/remoting/someService"/>
<property name="serviceInterface" value="com.pkg.service.SomeService"/>
<property name="remoteInvocationFactory" ref="secureRemoteInvocationFactory"/>

</bean>

| S— >

Fy SCAEINFEF

B % X B SR AT LABE Bh/R1E A Apache Shiro #{TT4E, #X—EERMTEMY BX
M, MEREZLEEFEBD Shiro 18, #FEMAAZTENMAE EHIE, ¥ RN, RIZH
BT s E BhER S i T4 X FH B iR F+ Shiro,

RERIISOERER f R BRR/E L ERA #2715

#FEE MR AP EF AR L AR RDIBIE, SR


http://shiro-user.582556.n2.nabble.com/
http://shiro.apache.org/mailing-lists.html
https://github.com/waylau/apache-shiro-1.2.x-reference/issues

16. Guice

Shiro Guice R ETE Shiro 1.2 ZINH,

X
R AL Guice U4 EFNGI, iz

NMREEE T Shiro BA EF Guice My BfZF
NERRSTRY Z BILAR & % E DA S #33% Guice,

Overview # itk

shiro-guice 12 T =/ Guice &I LB SEEH x AR

e ShiroModule
o IRMEARMEMN 4L E SecurityManager ,{£{A] Realms F{ERIE B E Shiro,
o FHXMERBLY REHNNEECHEE LEE,
e ShiroWebModule
o BYIL{E ShiroModule % EM & 37 1%, 15 fiF it e dn st FCE. XA Guice Serviet
Module ECi&E i s& 2%, AL B K% B,
o Hi& ShiroModule R X MEH Bityy BEFRINEBCHBEELRE.
e ShiroAopModule
o {EH Guice AOP 2 #,Shiro AOP jF#, X M&EEERX/DE R Shiro
AnnotationMethodInterceptors E| Guice iz Ei2stEay,
o MEMAXMERBE F 2L E, AMmMREEIRESHI Shiro
AnnotationMethodInterceptors it T AILLEBZFM BRI BE.

Getting Started 744
&4 ¥ EERY B ShiroModule & H S8 Realm ,

class MyShiroModule extends ShiroModule {
protected void configureShiro() {

try {
bindRealm().toConstructor(IniRealm.class.getConstructor(Ini.class));

} catch (NoSuchMethodException e) {
addError(e);
}
}

@Provides
Ini loadShiroIni() {
return Ini.fromResourcePath("classpath:shiro.ini");

}


http://code.google.com/p/google-guice/wiki/ServletModule
http://code.google.com/p/google-guice/wiki/AOP

ExMBERT,SER 7 MAEBE shiro.ini X5,
Shiro.ini £ Guice
EEMNEEFE ELEMEE RE B> fl A MBoERINSXHE,

PRI ,Guice R BRI B—ES 2R EH R AR HEBE—1 SecurityManager ., TFHERIAI
FEER#BMIBBI=IT REA T BFIF,

Injector injector = Guice.createInjector(new MyShiroModule());
SecurityManager securityManager = injector.getInstance(SecurityManager.class);
SecurityUtils.setSecurityManager (securityManager);

Shiro B#E/LNMERMATIEM st FilRit AOP AiEE2EHRHEEEH. ExRHT -T2/
API 4B Shiro-specific 77k 823, shiro-guice Xz #¥ix 18 ShiroAopModule .
ZHEAE RE 2O HREESR 5 AREFESRFIR ShiroModule .

Injector injector = Guice.createInjector(new MyShiroModule(), new ShiroAopModule(), new M
| E— o]

MRIRBEEEE L &2, S Shiro B api, 8 EES 4 s 58 B3 B ShiroAopModule

class MyShiroAopModule extends ShiroAopModule {
protected void configureInterceptors(AnnotationResolver resolver)

{

bindShiroInterceptor(new MyCustomAnnotationMethodInterceptor(resolver));

}

Web

shiro-guice FIM 24 S B 1% i+ & X Shiro & H it 858X 5 Guice servlet #&3, WREIEEER
Shiro 7£ web *iEd FH{FFH Guice servlet #1184 R % EE ¥ ShiroWebModule TI A2
ShiroModule, 1REIM%, xml k%% E Guice serviet =B L,


http://shiro.apache.org/10-minute-tutorial.html#10MinuteTutorial-Quickstart.java

class MyShiroWebModule extends ShiroWebModule {
MyShirowWebModule(ServletContext sc) {
super(sc);

protected void configureShiroweb() {

try {
bindRealm().toConstructor(IniRealm.class.getConstructor(Ini.class));

} catch (NoSuchMethodException e) {
addError(e);

addFilterChain("/public/**", ANON);
addFilterChain("/stuff/allowed/**", AUTHC_BASIC, config(PERMS, "yes"));
addFilterChain("/stuff/forbidden/**", AUTHC_BASIC, config(PERMS, "no"));
addFilterChain("/**", AUTHC_BASIC);

@Provides
Ini loadShiroIni() {
return Ini.fromResourcePath("classpath:shiro.ini");

EFEHR LR FMNELHEN IniRealm i BIUN T e dast,. XLEAMYTFLLT ini &
=

[urls]

/public/** = anon

/stuff/allowed/** = authcBasic, perms["yes"]
/stuff/forbidden/** = authcBasic, perms["no"]
/** = authcBasic

shiro-guice, it 7825 & Guice BI4ARL, FTE A ARKIARY Shiro it R R B &2, B2 MHF TR
FxE, HTHERA—ITBEELT RS RS MEMNERS

Key customFilter = Key.get(MyCustomFilter.class);

addFilterChain("/custom/**", customFilter);

FADAFTE Sk guice-servlets Shiro it 9825, B ShiroWebModule 2% ABY,guice-
serviets TAFANIBE— it RN E, BNYVAFHHEE.

ShirowebModule.guiceFilterModule()

HEE—T R AREFR:,



ShirowWebModule.bindGuiceFilter (binder())

Properties E%

#% Shiro # REBit setter H/EELESE, shiro-guice JEFAXLEIMRBEKE—N%E
@Named("shiro.{propName}"), f5l#0,:% EXi&kEet R LML FIES,

bindConstant().annotatedWith(Names.named("shiro.globalSessionTimeout")).to(30000L);

AOR X ASER RN A AR E AT LA f [ AR 38 B % 2 51 ME <t RF18 A setter,

Injection of Shiro Objects ;¥ A st R

shiro-guice f§ 3 Guice TypeListener xt A3 4T3 E HF Shiro % (3% BIF B % org.apache.shiro
{2 org.apache.shiro.guice ), #AT, Guice R¥E & B R4 iE £ BUE A A

TypelListeners ,FTLAINSRARE — 4 Shiro st R (RIBZ XM MR 2 XEAE, BN, %E
credentialsmatcher 4715, H 1% BRIMLL T 40 7E:

bind(CredentialsMatcher.class).to(HashedCredentialsMatcher.class);
bind(HashedCredentialsMatcher.class);
bindConstant().annotatedwith(Names.named("shiro.hashAlgorithmName")).to(Md5Hash.ALGORIT

{ E— »

Jy SAENFEF

FFELE X BT U BI{REE Apache Shiro #1TTF, XK —BEERKhTENY BX
¥y, WMRIRFHLEB) Shiro 55 H, #EMAARTENMAEZEEZFEIE, yBAINE, (REH
BIEAT s ES Bh &R 7 et X+ B R A Shiro,

RFROXENR G LR R 2N E L ZEIA b iz 515
BFEE MR AB XA RIS % s D2 OB IE, IR,


http://shiro-user.582556.n2.nabble.com/
http://shiro.apache.org/mailing-lists.html
https://github.com/waylau/apache-shiro-1.2.x-reference/issues

17. CAS

shiro-cas &3 E R &R P — Jasig CAS £ RE ZMR488. ©FE— Shiro-enabled F %
FX CAS %& f i

Basic understanding of the CAS protocol CAS
W B A TR

1. MR 7 — 1 ARFH CAS Rip, FEUNRMEAREEXNEARFHRNE »in,
fREEM@it CAS E rin BICAS R42:F % nHE. ECASEF ul EXLT nHEER
B r&EE2EziRs58,

http://application.examples.com/protected/index.jsp — HTTP 302 —
https://server.cas.com/login?service=http://application.examples.com/shiro-cas

2. (REEME ZRMBE LML ECASIR423, AENA s EEME & AERR %8 url)fl
url AR - Eik, BRFZBireRYHH— RS :LI7ECASAR 428 & 42 FH(FI AT &
e, 2~ B ).

https://server.cas.com/login?service=http://application.examples.com/shiro-cas — HTTP
302 — http://application.examples.com/shiro-cas?ticket=ST-4545454542121-cas

3. LFETEFEE T CAS R4 ZFINRIR S ZE2EMH CAS IR %4257k Bt Bpwi A »
BED, —a&dit,CAS imit % B » &x4UHR P 7,

http://application.examples.com/shiro-cas?ticket=ST-4545454542121-cas — HTTP 302
— http://application.examples.com/protected/index.jsp

How to configure shiro to work with CAS
server ? fdi&

Dependency K i

<dependency>
<groupId>org.apache.shiro</groupId>
<artifactId>shiro-cas</artifactId>
<version>version</version>
</dependency>


http://www.jasig.org/cas
http://application.examples.com/protected/index.jsp
https://server.cas.com/login?service=http://application.examples.com/shiro-cas
https://server.cas.com/login?service=http://application.examples.com/shiro-cas
http://application.examples.com/shiro-cas?ticket=ST-4545454542121-cas
http://application.examples.com/shiro-cas?ticket=ST-4545454542121-cas
http://application.examples.com/protected/index.jsp

(hRA& >=1.2.0),

CaskFilter

RIG A TE AR % 5 FRRZFBY ur I(FE CAS IR 423 th b i 7 ER),  szurlfF 4% AR UX CAS R4

Eir, fI40: http://application.examples.com/shiro-cas

1E shiro B2i&, & s %E 3L CasFilter :

[main]
casFilter = org.apache.shiro.cas.CasFilter
casFilter.failureUrl = /error.jsp

(R Y url Bt AR % F 18 e K% )o
Furl AT F:

[urls]
/shiro-cas = casFilter

XH,HMA Bt CASIR4SBERAENNR 4 Rir(FMRir)E, WEEERLAEFRS
url (/shiro-cas),ix 1~ it JE 28 AR 4 F ik, H 0] 2 — 1 CasToken AJLL# CasRealm &,

CasRealm

CasRealm {8 CasFilter ¢]##) CasToken i&it CAS xtCASHR %423k =i &2, Mt
F r #1781

TEshiroB2 &, f& w4 7N CasRealm :

[main]

casRealm = org.apache.shiro.cas.CasRealm

casRealm.defaultRoles = ROLE_USER

#casRealm.defaultPermissions

#casRealm.roleAttributeNames

#casRealm.permissionAttributeNames

#casRealm.validationProtocol = SAML

casRealm.casServerUrlPrefix = https://server.cas.com/
casRealm.casService = http://application.examples.com/shiro-cas

casServerUrlPrefix & CAS AR %2389 url(f5l#0: https:/server.cas.com ),

casService & & AR % url,url 35ME & BREFIRE] CAS AR % 2 (5140:
http://application.examples.com/shiro-cas ).


http://application.examples.com/shiro-cas
https://server.cas.com/
http://application.examples.com/shiro-cas

validationProcola] L@ SAMLEX CAS(BRA): B 1 remember mefS 2 R#EE| SAML 225k th
SUEREFIRMN), XEURTF CAS IR % 2389hRA:SAML #r3 ATLAFE B CAS AR %23k >=
3.1,

ﬁﬂ% 3}4’- SAML I}ﬁlﬂ:_ ﬁ'ﬁg/d\\jmﬁ%ﬁz%

<dependency>
<groupId>commons-codec</groupId>
<artifactId>commons-codec</artifactId>

</dependency>

<dependency>
<groupId>org.opensaml</groupId>
<artifactId>opensaml</artifactId>
<version>1.1</version>

</dependency>

<dependency>
<groupId>org.apache.santuario</groupId>
<artifactId>xmlsec</artifactId>
<version>1.4.3</version>

</dependency>
defaultRoles 2B AMIA L T CAS A ERINER T F105% 2898 &,
defaultPermissions EE AR FEL T CAS AiE I E @it B lA ~,

roleAttributeNames & L BRI BTEE CAS AR ELARL T ML ENA »(ARH
comas #1792 )o

permissionAttributeNames & LB MR Z TR E CAS vk 5 B E U R4 1936 B9 A 2 (A
FREH comas #1726 ).

CasSubjectFactory

£ CAS R 25 R LU I H. XLEZ @it SAML 1 XCAS EFIMKE, K
BRTE Shiro CAS-remember F b fiL, (R 47 E L — MFEHR CasSubjectFactory TE{REIShirofic
&

[main]
casSubjectFactory = org.apache.shiro.cas.CasSubjectFactory
securityManager.subjectFactory = $casSubjectFactory

Security of the application i Af2FH L £

R®E BV AE LN R ARFENE S,
1£ Shiro BL &, & 4R 47 url S A B (BI40):



[urls]
/protected/** = roles[ROLE_USER]
/** = anon

ME % url INRA 7% B2t BP0 CAS IR 48 LE LS & AEFIR 4 M1t

[main]
roles.loginUrl = https://server.cas.com/login?service=http://application.examples.com/shi

{ S— s

XA INSRART 3 e M 225K 55 ) MRAP/ url B EE W RICASHR 485 # 1T H 19 %5k,

Complete configuration sample 5EEEHEDLE 1% 451

[main]
casFilter = org.apache.shiro.cas.CasFilter
casFilter.failureUrl = /error.jsp

casRealm = org.apache.shiro.cas.CasRealm

casRealm.defaultRoles = ROLE_USER

casRealm.casServerUrlPrefix = https://server.cas.com/
casRealm.casService = http://application.examples.com/shiro-cas

casSubjectFactory = org.apache.shiro.cas.CasSubjectFactory
securityManager.subjectFactory = $casSubjectFactory

roles.loginUrl = https://server.cas.com/login?service=http://application.examples.com/shi

[urls]

/shiro-cas = casFilter
/protected/** = roles[ROLE_USER]
/** = anon

History /5 &

Version 1.2.0 : shiro-cas #&x FE—N % ThRA.



18. Command Line Hasher

Shiro 1.2.0 RUAGRARE T — Mo ST, TS HF R EF FIR(UE. url, classpath
« BN EEAEE, BERT,EBOARE— Java EpAl, FHEJava'te B Ee s 9]
719 $PATH BT &8,

Usage f#
H1RAR AT LLi5 19 shiro-tools-hasher-version-cli.jar X, {RATLL% 33X 1E
buildroot/tools/hasher/target B % BYIR 52 #3248 it Maven T .
—BR# 15 jar, &R Ll T TEMN GRS

java -jar shiro-tools-hasher-X.X.X-cli.jar

X FHTENRRE o A i s AR (MD5. SHANFIE S & B S5 =,

- Fevs
Common Scenarios & =

A5 LN SIS, CIHEMR— i RAE % 0SS B R R N BB E AR
. AMBMNBSIRUT —LRESERR/GETEAE,

shiro.ini FA 7 253

BIFRREMA > M43 shiro.ini (F 7) RS, RIN—NFA 2k » EHLENGS p
(S — 8548 )ik 7

java -jar shiro-tools-hasher-X.X.X-cli.jar -p

BRI R A B

Password to hash:
Password to hash (confirm):

LMD INIT, MR securely-salted-iterated-and-hashed 2 #5, #43l :

$shirol$SHA-256$500000$eWpVX2tGX7WCP2J+jMCNgw==$1it/NRCc1MOHr fOVhAEFZOmxIZRdbcfgIBdwdwdDXW2

J S




M FHREFAZELNA P ELTEHRZEMNTEAB)FESLR INI A FEE XH.
Hign

[users]

userl = $shirol1$SHA-256$500000$eWpVX2tGX7WCP2J+jMCNgw==$1it/NRc1MOHr fOVhAEFZOmxIZRdbcfqIBd

| S— >

Rix BEMRER iniRealm EF— CredentialsMatcher @I #TR L EII B 5 Lk,
FTLABEERY [main] E84:

[main]

passwordMatcher = org.apache.shiro.authc.credential.PasswordMatcher
iniRealm.credentialsMatcher = $passwordMatcher

MD5 checksum #24 F

% R JVM_EEAI LI RAEREENITEMERS BERANEIIEER MD5, %R TF X HRe
M. REM-r(xX KR )R LR FEAE RN F IR E (AT EIHARAEERS):

java -jar shiro-tools-hasher-X.X.X-cli.jar -r RESOURCE_PATH

ZFAER T RESOURCE_PATH 2 X4 &R BIRRI LB RE classpath StURL % Rt ¥
classpath: =X url: & & % #1%4,

— LB 457

<command> -r fileInCurrentDirectory.txt

<command> -r ../../relativePathFile.xml

<command> -r ~/documents/myfile.pdf

<command> -r /usr/local/logs/absolutePathFile.log
<command> -r url:http://foo.com/page.html
<command> -r classpath:/WEB-INF/lib/something.jar


https://github.com/waylau/apache-shiro-1.2.x-reference/blob/master/I.%20Overview%20%E6%80%BB%E8%A7%88/4.%20Configuration%20%E9%85%8D%E7%BD%AE.md#users

19. Terminology R &

516 2 D4pR i MEBERE—3REE, BN, XBEMR MBS EBEM T ER R
WRE, SRTEEAKLERAGEIRShiro Mk EHIER,

HFAEAMNREFEERETESARR, BN EEF SR OBRFEETERS, R
4 &Z Shiro APl 2R IFHRER T S117 -

e Authentication 51514 2344 Subject H{7H 72 TR LtBEARLEAZRTEN
RMWNPTBIMENR k. Hikik 2 XKE, &RAREFBE%EIE Zsubject #RIRiL 2HFT
HAEEM,

o Authorization £, X#54 37 9124, BRE— user/Subject BB WA HFMFEEFH T

2, ©EEERLHE S ML SubjectIABFMR (LTFX) , AERFIHELE—1
i KB % IR THRER TR Y.

e Ciphern @32 #TNBNMBEBEHN—MEL, 2EE—RK#HT— 2 EH A key BE
B, ETTAEHkey WINBEEZHESR—#M, FIEARBLXECRIEEREN, BohE
TENEFRAT K. DPAELABANTRHS3R, BEREEXRINMN, MARELSHRDTFELH
BFER. MRS MBNRRERERNTS (key) , MIEATENBERTRNE
$A, WIRIExFEMBA LA ABEME MM AEE, BLTTLLEIBAA/FLAA st D FFH

o

e Credential =iz @ —32{E 8, Bkt user/Subject IED, TEiliEzixEm, —1
(%) FEir5 Principals(s)#— B3, K1t user/Subject TR A 52 B P K 8%
A 7. it HBEEIEEWEN AR, RARFEM user/Subject A8, NE 55K PGP
BAASEB S £ LIS, X NMBERE N principal B, RE—NASIHELEMH
B95E 4 E“PCEE” % principal, 1SR X HT user/Subject R4t 7 EfAMIE i LA T EH#ER %L
hly, B2 RETUBREFEEYRTuser/Subject REMM MBIt Ri#k. SEERE
BEEREMNEE X BINE (0, £ 5 LE > Ba)

e Cryptography IE 2R {FERFZAHFEN; AN BRIE BegEERIEeit
BREEL AT, XAZATUEMEE, Shiro MATNBENANMOESR : NRBEN
W, MEAAHSRIANESE, UREBIIER (BFEERE) , eI
BIANZER, W0 L,

e Hash BAIHHZE £ A8, FNAFE#BMAR, BBEHTABER, E—TRaNEHaE
RER, AR VERREE. CRERTES, HFEL, HAFF AN EHH
1=



Permission i¢[R, E42HR Shiro W&, 218 RAEFHERRAEN—1FIRH
BEERLMINEE, REREREEBPRELHNIHR. BNRELT &AEFES
AT 27 BATRB LR REES AT LR, wRRBITAHNFEHR, qitmd,. —&
HREIBF -

o FTF XM
o | % 'user/list' 71 M
o FTENH

o

M FRjsmith' B

Principal Principal 2 % A 2% » (Subject) ME AmEREMHE. “HFEBMEAILZE
ERIHREBAREFERELNAR—R &, %, &, #H2%£253, ArID%F, Z5
EE—& Mt HIE/M, Shiro B3] H—LF11#2Z A Subject B9 primary principal 4 %
78, — primary principal £ AT ME—472 Subject BY principal, IE1EHY
primary principal 2 » %3 RDBMS F p&xF4——F » ID, tFExA BFHA
7 (Subject) E3t, RE—"primary principal

Realm Realm @— M EE%% 5 7 5 AR EMLZELEBIE (A », ABHNR) A

#, EAUBEER—MIEL LM DAO (Data Access Object) , Realm fFix & 5 FH
EFREREIE S 5 Shiro BE43 IRERIAR T, X 4% Shiro Rt SREESIRHE— N2 —M 5
TFIEMERY Subject % T2API, Tt BZVEIFEREEILERIMMNBBER o408 AER
REMEN, Realm BEMBIBRRE —x—8xt g xR, WXxREIEE, LDAP B %,

XHER%, SEMELMER, Fib, Realm #OM s 0 EAIEREENAPI KB RH
REIE (A6, xR%E) , f1JDBC, X410, Hibernate 3% JPA, s{EhEIE 7 i7API,

Role £ FRxt it R, —PMABHELZTUS TN, HAFSLARFEH, EXHE
EMEMABTIER, AMATKREAELLELREE. Shiro RATIEARE Lz
— AN RNES, ZMBE— TR AEFHE—ZH, RE-—THEZ TR
B, ZR—THrEpARFERNEANESLE S EARNESL, WRIRitE T IR
HHEEE R ARShiro BIRi%, 1RE % AFBEESEHI R RGNS,

Session RitE—MME— B A RERANEIE, ELETXS5— M2 —HERHERAER
HMWuser/Subject #Xx 8%, 4 Subject (£ 5 AEFe, 8895 M iEHRIRIN/ 5BV I BRER
1B, FHErAEFEHEREsTEENAFERZEE. Kk k, BATFuser/Subject
BB ENEHMBN, st TIBLEZE HttpSession #, Shiro Session IR % TFRE—H
¥, BR7T Shiro Rizeg EEMFIR TER, EERERBServlet 2RFHEIB BRI
1R,

Subject Subject RR—MEPkm it MR E K5, EAELMNERE—TRARFA R
2REMNEA", SAT Subject FEEBREERM A —PMA—THAURK—1 8 BIR A
BRENASRARE, FR—DRAEK FBITFPHIE, TE— Bt | AT —LL 7 8RER &
78 (30— cron job) . BEAREREMAFER LAREFEMEEH AN —MMIER,



Fy AR F

EMNFBEX R LAESBIR{E Apache Shiro #1TT{E, XK —BERETTEMT B
M, MRIRFLHE Shiro AB, FEMAATENMGTEZRETIE, 7 RIUNINNAE, (REEH
BOE] R ES BN ER I o FEAL X FH B R F Shiro,

RN R G LHNERRENC L EEIB b iz 4H513
#FEE MR AP EFE B £ A EEODIBIE, SR,


http://shiro-user.582556.n2.nabble.com/
http://shiro.apache.org/mailing-lists.html
https://github.com/waylau/apache-shiro-1.2.x-reference/issues

20. 10 Minute Tutorial +49 & %32

Introduction g S

%583 2 Apache Shiro +43 4+ 2072 |

FERY XD E £, RENRA, FLLERS 2 AEFHER Shiro BENRANT 2, <8,
100 4R i % W LUREE,

Overview # itk

Apache Shiro 2{t%4 ?
Apache Shiro —NIHEERR K, {FF 4 £H Java REIESR, EAFLARRE—IENNEE
BOINE, B, MERREEENBRAE,

rrLt, Shiro WEENREREE  BAREFHTEREEXNEE, A RYUREXIFLZMHEa A
7%, Shiro BB ESENEOR & FHEMAMRENZ LB, XFHEMHEBELITH.
Shiro IREHIER A2 3, [FHEETHRS HthLZ2ERRAAMIIEE, ITHERN—BEBHEE
BEIM-g |

BB 4. Apache Shiro BE B F 208 ?

R%Z, RZ, RIR BARFEREBEEDENTE, WRIMERE, BELHE? EZXEHRF
REVERIB, BAMRIREBAMBHEANT &, LKA HLE 4)3E Shiro, EEFShriol
SR IE,

WAL EF A s F =R ILH 08,

Shiror] IEEMFIE Fia (T, DEIGRE 2N SITRA, KEIREMND L 5 AURER S
A, BEFMNELTEREREERERARRE S 20 main AENAR, ERst Shiro WAPIED
BB BN R,

Download T

1. BIRE2%RE T JDK1.5+ #1 Maven2.2+
2. EXBTARME LTRSS, BIFHEHEMNER 1.1.0 X BRA,
3. RERERS

unzip shiro-root-1.2.0-source-release.zip


http://shiro.apache.org/features.html
http://shiro.apache.org/what-is-shiro.html
http://shiro.apache.org/download.html

4. # NIREHER XXM &

cd shiro-root-1.1.0/samples/quickstart
5. E{TIREEmM

mvn compile exec:java

gRPRMHEERESR, ARSFTEEATNENL, BEEHNT, TUERE
samples/quickstart/src/main/java/Quickstart.java 2R3, thAJLl#TEBER, eKERE:z
#T mvn compile exec:java Bl ],

Quickstart.java
Quickstart.java F 3 ER] B FHAIREIMAIERBGAE. BES), A 2 BRAI _JLX
JEARE2 MARO AR ShiroIAPIL, AR 2., ﬂ:?km?E',chkstartJavaEF'El’J{‘U%, —m— eI, X

ETEMFENNER. JLEMAERSRET, HULLB xMAXKIERTA »

Subject currentUser = SecurityUtils.getSubject();

#it SecurityUtils.getSubject(), AT BXRZHET Subject, Subject 2 5 A FBI—NMEFE
RENETS, RART EBEEMER User ERY], BEmLEMELinizi8it T User,
MBS s AEFHSEECHA » UKER, BNITAEBMeEEE—&, A Subject
EREMIB A AR, OK, FHiiskss,

E¥ 5 EXR%H, A getSubject() &3RE— Subject, ERNM T 5 HREFHEFEMERR
PIEER ; ER%23HE THER T (tEiweb i A), getSubject &RE]— ML F YURTAIESF
KAAMEFER, AEMS2EET Subject 31K, I BECR LU L0E ?

INRIRAESE 5 AR A » Y480 Session BE S E, BTLUX 4% 3 EXSession 1R :

Session session = currentUser.getSession();
session.setAttribute( "someKey", "avalue" );

X Session xt REZShiroRFAEM R, ©HFH 1142 & FHAMHttpSession FJEEME L, HixiZ
BT mAN AT, HP S HitpSessionix KEIAREFLZ Shiro A EY Session A& #i HTTP 715
(3%BiEpt, ALAEIE HTTP B2: FiE1T).

INRYF Shiro BREE web m AREFH, AL X Session FiEE T HttpSession B, {HEF
QuickStart ‘=~BIAR#, TEIE web FRETER, Shiro nERAEA
EnterpriseSessionManagment, B2, o1t mAHPBER— 2 ERBEEBAPI, #HFR


http://shiro.apache.org/static/current/apidocs/org/apache/shiro/SecurityUtils.html
https://github.com/waylau/apache-shiro-1.2.x-reference/blob/master/IV.%20Auxiliary%20Support%20%E8%BE%85%E5%8A%A9%E6%94%AF%E6%8C%81/14.%20Custom%20Subjects%20%E8%87%AA%E5%AE%9A%E4%B9%89%20Subject.md

FTEEERBRE, Z—®mApmATF— 1N 2R, By 5B EH RSessionst RE
R #H T HitpSession & EJB 4% Bean, MEAEAZE »imik A & A LI E session
IR,

ATIEMRET LS R Y /T Subject MIEH) Session ¥R, BB i LLINA B FD i PR X L&
AZPAE ?

Rz, ATLLARESEIM user sSIR#1TRIE, Subject WRAKRYEIA », BE, I =2
YA 2T RERA #W, Wi, YaEFFERIEIHEAMA . & HE, X
BEELAILURRE :

if ( !currentUser.isAuthenticated() ) {
//WER pHERERBNER, REAGUIHNRENSN
//MNBER P&/ FAMHTMLEREE, X509;E4%, OpenID, %,
//BANRERR P &/ BEafFRE S EREE LB, .
UsernamePasswordToken token = new UsernamePasswordToken('"lonestarr", "vespa");

//X ¥ 'remember me' (LFEEE, WEN!):
token.setRememberMe(true);

currentUser.login(token);

MEXA, THEBHET.

EIMREZRK TUE, FRAUERMAERERBRRIFHENTAELE !

try {
currentUser.login( token );

//RRE, HARERMERMN!

} catch ( UnknownAccountException uae ) {
//username RIFTE, B4R IRR?

} catch ( IncorrectCredentialsException ice ) {
//password ARLEE, By A?

} catch ( LockedAccountException lae ) {
/IRBSHIET, TREA, 2 TRT?

. BERERE .

} catch ( AuthenticationException ae ) {
/I REERBIBF AR - #iR?

ZEREFETE L JNEEFRTLUE NS, BTLUMBRECES. # 1
AuthenticationException JavaDoc

N
REFNARBEETBNRARERREAH P2, RETFREEBIRE RN MR LEE,


http://shiro.apache.org/static/current/apidocs/org/apache/shiro/authc/AuthenticationException.html

07, BlmEAL, BNBT—1TEZxHB P, BETRBMNETUEMAL?
IEHM B M2

//ITENEZRFER (AflF2 username):
log.info( "User [" + currentUser.getPrincipal() + "] logged in successfully." );

Bnta it RS REEINAR

if ( currentUser.hasRole( "schwartz" ) ) {
log.info("May the Schwartz be with you!" );
} else {
log.info( "Hello, mere mortal." );

Bt LE RS REEMFEHEHA ORISR :

if ( currentUser.isPermitted( "lightsaber:weild" ) ) {
log.info("You may use a lightsaber ring. Use it wisely.");
} else {
log.info("Sorry, lightsaber rings are for schwartz masters only.");

/

B4, HMNZEATLMITIEREE AR instance-level (264 %)) BB, #MAF2EE
% 1) F A £ BN E 2 BIB9AR R -

if ( currentUser.isPermitted( "winnebago:drive:eagle5" ) ) {
log.info("You are permitted to 'drive' the 'winnebago' with license plate (id) 'eagle
"Here are the keys - have fun!");
} else {
log.info("Sorry, you aren't allowed to drive the 'eagle5' winnebago!");

}
J E— s

Mm%, =E!
&fE, SR ABEARE, TLLREE R :

currentUser.logout(); //FRir5EE, %#E session KN.

X LT 2 Apache Shiro FF % 5 FIBIRD T, 2R, Apache ShiroB i R%E 2 AT
HEARNGT, EEAEECHREX LG %,



REBEEEE, BArEze, #n5IER,FERERE /A B4, AR, WBEHF)BHEE, &8
BT, #ERAERLEINGER? URRMARETH, B —1m 7T Shiro FH) Realm 9
Reaml| B2i& E! Shiro 1B H],

ETNIEERKRZE LBURTFIRIE 1Tr 3085, aNE# m A, web 2 A. EF Spring =X
JEE BasMm BB m SEXFFEE Shiro, BEBEEEFIAE, {AEEE 2B QuickStart
TEIRSEE, RAeHEEBNZEEBREE Shiro B APl FIE=.

R —4% T2 Shiro, ATLLEFE Authentication Guide #0 Authorization Guide, tBETLL &
EHEMIEEENE B 2EE), XBa LSRR FHEE 9,

Rest— K E1T, HEIRBEE%fEF Apache Shiro,

#EE 1 AXB#E : hitp//shiro.apache.org/10-minute-tutorial.html, 1Rt AP CE i+ H R
WL % AEDE MBI, LR,


https://github.com/waylau/apache-shiro-1.2.x-reference/blob/master/II.%20Core%20%E6%A0%B8%E5%BF%83/7.%20Realms.md
https://github.com/waylau/apache-shiro-1.2.x-reference/blob/master/II.%20Core%20%E6%A0%B8%E5%BF%83/5.%20Authentication%20%E8%AE%A4%E8%AF%81.md
https://github.com/waylau/apache-shiro-1.2.x-reference/blob/master/II.%20Core%20%E6%A0%B8%E5%BF%83/6.%20Authorization%20%E6%8E%88%E6%9D%83.md
http://shiro.apache.org/documentation.html
https://github.com/waylau/apache-shiro-1.2.x-reference
http://shiro.apache.org/10-minute-tutorial.html
https://github.com/waylau/apache-shiro-1.2.x-reference/issues

21. Beginner's Webapp Tutorial #¥]:&web
1 A=

AXZ—EEF#H# N 42 A Apache Shiro {R1F web L AREFHHIE. cBRELBEE2E%
T Shiro YA T513R, F R & EVRELUT /N3 M STRy:

o FShirofRiFIRE 5 R £
e Apache Shiro +423 4+ %72

FARBIE 5 iz FBEASDHENI DDt af 7, HIRTRG RFE —NMREFHIXT Shiro 240
AE— web 5 BARFHER,

B %

Overview Project Setup Step 1: Enable Shiro Step 2: Connect to a User Store Step 3:
Enable Login and Logout Step 4: User-Specific Ul Changes Step 5: Allow Access to Only
Authenticated Users Step 6: Role-based Access Control Step 7: Permission-based Access
Control

Overview 13t

% 9X Apache Shiro %Dk it Bir o F EMATEMET java W RAEFHNEZ S, MR H1T
s AR, IR%2|_F4P #TE web AR FF AEEN L TRE LHIAGHAR web 5 F
BERLiETHE— serviet 23,6530 Tomcat 2% Jetty,

Prerequisites o /R 514
DUTIERBRRREAMI 4 V284 T IREAKIE,

o Git(:X iR w/1.7)

e Java SDK7

e Maven 3

o {REREMIDE,LLIN IntelliJ IDEA 8% Eclipse ,EZ—1 g £ MIX K spigds AT & & XHR
B,

Tutorial Format 2R =



Br—NMEF#H#NHERE, AYEMEWFmELS R, FEGIHE#RE, HIREH git FiE,
master 2 X ZMMHNER. EHENE—THE—MRINS X, MAURBIRIFLE git 2
X RRAHIE—FIRF &

The Application B2

AV MR web mAREFE—NEAML 5B TLUEY — M ER Y BB CH R RRERF.
CNERAFEZ AN SETH BRIER, 7 7 #Elweb & FARRFHELER S, plugglable
LEHFEEHNEN.

B FsEg B, 8 mETEMSEIREKSR M LUKREE serviethd web.xml X4 & 5
web & A2 Shiro B#R15,

—BRNFHRE B8R RN N, SRR RS MR AR P B 2
45,7 19 24

Project Setup:7 B i% &

T #h i B—E 2 25 A EASH, BB 02 HARIE T — 1 git 64 .

1. Fork the tutorial project Zcfork A Z#2 1 B

£ github, | % tutorial project sil B,/ # Fork 241

2. Clone your tutorial repository £ #2274 &

AEE B 2[R B fork FEIRAY GitHub #k 7, EEEEARMEE L

$ git clone git@github.com:$YOUR_GITHUB_USERNAME/apache-shiro-tutorial-
webapp.git

(K $YOUR_GITHUB_USERNAME Z{R# GitHub 3 » )
i cd #t ARHBI-REE R £ B-AB & H:

$ cd apache-shiro-tutorial-webapp

3. Review project structure % % 51 H & #)

LUEIRB WA ¢


https://github.com/lhazlewood/apache-shiro-tutorial-webapp

apache-shiro-tutorial-webapp/
|-- src/
| -- main/
| -- resources/
| -- logback.xml
| -- webapp/
| -- WEB-INF/
| -- web.xml
|-- home.jsp

| -- index.jsp
- .gitignore
.travis.yml
- LICENSE
- README.md

I

I

I

I

I

I

|

[ | -- include.jsp
|

|

|

|

|

| -- pom.xml

BT

e pom.xml :Maven 55 B/#EXH., T©HJetty BLE, X A RFL AT 5 _£i5 4T mvn jetty:run
X IRHY web  FAFRFIE 1T,

e README.md :—/ i % 89:5 BB B b Ui

e LICENSE :iz =7 B2 Apache 2.0 #FI H3X

e travis.yml :— Travis Cl BEEXHLBERE L 2E- R B wEr, FaaTERKmERN
=

e _gitignore :— git IS X4, B EMERFE Z 2 IBLR 5 % v ABIRR AR H,

e src/main/resources/logback.xml:—/ & £ H Logback BEES . xtFARHEIE FHnkE
SLF4J BJHE API #1 Logback HEM 23, X FAIRERAE Z AT Logdd 3E JUL BIA
=,

¢ src/main/webapp/WEB-INF/web.xml : & #18J web.xml 3 {4, 3 1143 & & 1R 1R 5 A Shiro,

e src/main/webapp/include.jsp :— R HE,HHEEE LRSI AFMER, SEHEMBIISP 7
Ho XiLFME—NHAREESIAMEHR,

¢ src/main/webapp/home.jsp : 5 FABY % £ HIERIAE 1. S3E include.jsp (A EM AN, E A
HNEBRAEEFE),

¢ src/main/webapp/index.jsp :BAA UG RZRE| 7 H-X A2 iE K4 & 441 home.jsp E
n

Lo

/,

4. Run the webapp iz 1T

17

bt

$ mvn jetty:run

T F ) % 2535 19 localhost:8080, 7 m@¥ 4 1 Hello, World!


https://travis-ci.org/
http://logback.qos.ch/
http://www.slf4j.org/
http://localhost:8080/

& ctl-c (3F mac AHY cmd-c ) RK A A

Step 1: Enable Shiro 2 7 shiro

BB master & R2—1N g £80:@ A web 2 FTRE, vl LUME 4 (£47 2 2 FBENR,
IEBATRINNRERE, & 3 Shiro web 5 BIEF,

#ATLL T git checkout fp 0%, Step1 9%
$ git checkout step1
*/\HjE’Jﬁi ﬁ@/\\x4t

. AT —A src/main/webapp/WEB-INF/shiro.ini 3 4
2. src/maln/webapp/WEB-INFlweb.me RET.

1a: Add a shiro.ini file

AILAEEE Shiro £ % AR A RNTE—Pweb i FATEF, X BUR FEFT{#E A Bweb /5K MVCHE
28, 540, 1% 9 L& it SpringE2 & Shiro,Guice, Tapestry, fli+ % B %,

TR L, FA1E B 35— Shiro FIEFEFAShiroFIBRAE(FEE & £8Y) INI FE

INRREE Step1 9%, EFEEXMHTHIBINA src/main/webapp/WEB-INF/shiro.ini 3 {4
(5 F2Am 2R IBRIE #£):

[main]

# Let's use some in-memory caching to reduce the number of runtime lookups against Stormp
# A real application might want to use a more robust caching solution (e.g. ehcache or a
# distributed cache). When using such caches, be aware of your cache TTL settings: too h
# a TTL and the cache won't reflect any potential changes in Stormpath fast enough. Too
# and the cache could evict too often, reducing performance.

cacheManager = org.apache.shiro.cache.MemoryConstrainedCacheManager
securityManager.cacheManager = $cacheManager

J S

ini @& —"1 & 28 [main] f1—&&/)HEE:

o BELT N cacheManager (2 FEIEER) 206l, BEIEShiroEREHH—NE
BHENERD, A T AERBESMEEF#. XDROIER
MemoryConstrainedCacheManager iX M —EIFFH £ NIVM B 5 AR, NREH
HRARFREEZS N ENNEENLR 4 %5) CRETAEHLFEEE SN,

e 1£Shiro securityManager ©BCE#7 cacheManager (& FEE2R) B2 , —Shiro
SecurityManager 25l . 2 FEM, AU EREE g AHE L,


https://github.com/waylau/apache-shiro-1.2.x-reference/blob/master/I.%20Overview%20%E6%80%BB%E8%A7%88/4.%20Configuration%20%E9%85%8D%E7%BD%AE.md

1b: Enable Shiro in web.xml

LEAE— shiro.ini BBE, BN BEINXRE,FFIE—DEHHI Shiro SREFE web & IR
RIS Ao

FATFT Y x — 8@ i3 IR N A BT EE] src/main/webapp/WEB-INF/web.xml 3T

<listener>
<listener-class>org.apache.shiro.web.env.EnvironmentLoaderListener</listener-class>
</listener>

<filter>
<filter-name>ShiroFilter</filter-name>
<filter-class>org.apache.shiro.web.servlet.ShiroFilter</filter-class>
</filter>

<filter-mapping>
<filter-name>ShiroFilter</filter-name>
<url-pattern>/*</url-pattern>
<dispatcher>REQUEST</dispatcher>
<dispatcher>FORWARD</dispatcher>
<dispatcher>INCLUDE</dispatcher>
<dispatcher>ERROR</dispatcher>

</filter-mapping>

(| —

1c: Run the webapp

Y H step1 9, &E1T
$ mvn jetty:run

=R ARSEE B & % BT LUT,5REA Shiro 52 2 TR & A:

16:04:19.807 [main] INFO o.a.shiro.web.env.EnvironmentLoader - Starting Shiro environmen
16:04:19.904 [main] INFO o.a.shiro.web.env.EnvironmentLoader - Shiro environment initial

j S— o

& cti-c (5XF mac FHY cmd-c ) KX & A

Step 2: Connect to a User Store £ 3£ » 74k

¥ H step2 9%

$ git checkout step2



AEBA B 2T webapp HEMHZ 1T T Shiro, EREFHAMFEZRBEEIES K Shiro M{EAE!

BT LB F 5F 48, S TETABSRE T 485 #1246, SER EM L 28 X0, 30
FEA P!

HBMFERE Shiro 77 A A EH W—S2 BN AMUCSATUE A F RITEZF2XBE
AEMNREREKEFE. A% LENA Fr FoEfrRRFTREE G 7 BiFIRE MySQL
iR E P F#A 7 BirEMongoDB, B RII A BIYEF » #k » 7744 7E LDAP 5% Active
Directory, BRI E 1177 s £ — D i £ B, S E AL + BEUEF 6.

Shiro @it FT;E M Realm 32 mix £,  Shiro BISTHRY:

Reamls & Shiro #{RHREFLZEBIEZ M HE £, SHARLFENELE2EXH
BRI 2 7800 (BE) BRSMEx Gr 86l #173XHE, Shiro M\—PE
ZAORERFEER Realm R XL A fH, Realm A L2 —NMFEMEZ L DAO : X
REHIBREEMNm H, S2IShiro FTEMIMEXIEIE, EEE Shiro BeHE, {Ribsits
EZEP—/1Realm Xz zihit (authentication) F/=k#%4 (authorization) .
SecurityManager AILUERE SN E %8 Realm, HEEREVEH—IME2FEM, Shiro 214t
FFEENAB) Realms K ##HELZE2HBIR (SAUhit) 40 LDAP. JDBC. X4BCENINIF]
BHEXHE, MNREBEMRealmTEE# BIRAIE RIRB AT LT 4 B2 MRealmz 5, #1
HeWEwM—4, Shiro SecurityManager & I2404aI{# F Realms it BX Subject 52 5lIFf
KEXMNRZEMEFMER. FEF ¥ Lt

E b, BB EEBRE— M4BT LGr e A 2o

2a: Set up Stormpath

AHEBHERIGR IS £, 78I AE £ M3EE T 7 FHABIZF 5 Shiro BB, T A1
EA— % %8 realm : Stormpath realm,

Stormpath ZHEERH FEER 4 UTE2EHL. B A BN, XEKE EH Stormpath 2 F,/RE
ZAELTFINT:

o —MNHLREREREyARER, B %,% 74, Shiro NI FILLE R ARG
FER B BIRBYES 1,

o —NERENEFHA FBELSHNE, EHEARFATEROELSRTE, BALLgsiFus
BB, %K Shiro AJLUMBX LEEFE RUMBECEC N, FEE SMHR, Stormpath B# 1t
B2 2T LUMR(Shiro) A E EH O 0ME“5 A1,

o it Furthik p b FurF it ZEBEENRZRETFRE, ShirofhZRHINEAECRE
ERET LREREN,

o I /B always on“Eal ik fE——ART & B % EE A= 4 7547 & 78,

st FAEFE, Stormpath LLEIT—MNHIIH) RDBMS iR %232 G180 SQL BB INE 7 G ESH
HEME T, FIUBIRERE,


https://github.com/waylau/apache-shiro-1.2.x-reference/blob/master/II.%20Core%20%E6%A0%B8%E5%BF%83/7.%20Realms.md
http://stormpath.com/

49X, Stormpath K234 % Shiro ILA & BN EIREIEF#Z— HNG T EE £NBER
HARET n ARFNEEZE.
Sign up for Stormpath ¥
1. ¥EE Stormpath JE5E £, ES % R EHIA
2. FANERE
Get a Stormpath API Key 3 EXAPI Key

Stormpath API FFEE Y% 4= Stormpath Realm 35 Stormpath 3357, 3 18 Stormpath
API Key:

1. B % F Stormpath EIELHI & @A IRAIStormpath SEAE B89 &, F a4 Hh ik 7155 5
2. EEREMA LA, 79 Settings > My Account
3. 7Em 71§ 2 7, Security Credentials, = # Create API Key .

XPFER APl Key T # BIREY &, % apiKey.properties X, INRIRTEX A 44828 PFTFF XX
IS ER 2T TEN:

apiKey.id = 144JVZINOF5EBNCMGOEXAMPLE
apiKey.secret = 1Wx0iKgKPNwJmS1ldbiSKEbkNjgh2uRSNAb+AEXAMPLE

Mz XHEREE—INLTENAMAE LNE— e ENEE % stormpath B &/, 40

$HOME/ .stormpath/apiKey.properties

F R AR, ABRRABIREE 3 X DX, HI40,7E *nix BFR 4

$ chmod go-rwx $HOME/.stormpath/apiKey.properties

Register the web application with Stormpath ;Efiflweb 5 F

HnwamadEit Stormpath SEMFA1EY web 5 BRER, BTFRHANEENEDRE, & 28
REST#3K, POST E|— Nty Stormpath 2 FBF2R % /R URL:


https://api.stormpath.com/register
https://api.stormpath.com/

curl -X POST --user $YOUR_API_KEY_ID:$YOUR_API_KEY_SECRET \
-H "Accept: application/json" \
-H "Content-Type: application/json" \

-d '{

"name" : "Apache Shiro Tutorial Webapp"

AN

'https://api.stormpath.com/v1l/applications?createDirectory=true'

Hep

e $YOUR_API_KEY_ID & apiKey.properties X5 apiKey.id 14
e YOUR_API_KEY_ SECRET & apiKey.properties 3X {4 apiKey.secret &

MR BMFO LR, TEHE—Nhrrb :

"href": "https://api.stormpath.com/vi1/applications/aLoNGrAnDoMAppIdHeRe",
"name": "Apache Shiro Tutorial Webapp",

"description": null,
"status": "ENABLED",
"tenant": {

"href": "https://api.

iy

"accounts": {

"href": "https://api.

iy

"groups": {

"href": "https://api.

+
"loginAttempts": {

"href": "https://api.

iy

"passwordResetTokens": {

"href": "https://api.

)
1]

stormpath.

stormpath.

stormpath.

stormpath.

stormpath.

com/v1l/tenants/sOmELoNgRaNDoMIdHeRe"

com/v1l/applications/aLoNGrAnDoMAppIdHeRe/accounts"

com/vl/applications/aLoNGrAnDoMAppIdHeRe/groups"

com/v1l/applications/aLoNGrAnDoMAppIdHeR/loginAttem

com/v1l/applications/aLoNGrAnDoMAppIdHeRe/passwordR

I 2

SEE WA href 80 https://api.stormpath.com/v1/applications/$YOUR_APPLICATION_ID ,
ETEBEAZIE shiro.ini EEEFEAX A href,

Create an application test user account &% & F3:n3X B 7 %

5

REBET LA, BNECEBR— I E 289058 F


https://api.stormpath.com/v1/applications/$YOUR_APPLICATION_ID

curl -X POST --user $YOUR_API_KEY_ID:$YOUR_API_KEY_SECRET \
-H "Accept: application/json" \
-H "Content-Type: application/json" \

-d '{
"givenName": "Jean-Luc",
"surname": "Picard",
"username": "jlpicard",
"email": "capt@enterprise.com",

"password":"Changemel"
AN
"https://api.stormpath.com/vi/applications/$YOUR_APPLICATION_ID/accounts"

FEHE, 7257 EX SYOUR_APPLICATION_ID

2b: Configure the Realm in shiro.ini f &

—BRgBEL—TA P EBEFHBNNEERE— Realm RRABIEF 4 AEE K
Shiro SecurityManager .

MRIMEL LM T step2 2% MRKFERFNN shiro.ini XHH (FE) REEDBELU T4

# BB Realm &R » T4 . ABFER % £MIEMA Stormpath

# 16 5 D HITRE:

stormpathClient = com.stormpath.shiro.client.ClientFactory
stormpathClient.cacheManager = $cacheManager
stormpathClient.apiKeyFileLocation = $HOME/.stormpath/apiKey.properties
stormpathRealm = com.stormpath.shiro.realm.ApplicationRealm
stormpathRealm.client = $stormpathClient

# BB {R7EStormpath 185 A URL

# Applications -> (choose application name) --> Details --> REST URL
stormpathRealm.applicationRestUrl = https://api.stormpath.com/vi1/applications/$STORMPATH_
stormpathRealm.groupRoleResolver.modeNames = name

securityManager.realm = $stormpathRealm

j ] o

LB

e % $ HOME HIfF 52X B % B84, 5140 /home/jsmith FTLAR G
stormpathClient.apiKeyFileLocation {4 & % 1t /homel/jsmith/.stormpath/apiKey.properties
o XKW RICEMAIE apiKey.properties #R7E Step 2a.# MStormpath & #— XX
%,

o ¥ step2 # Stormpath IREIFH href F# $STORMPATH_APPLICATION_ID &SI &FH
M2 rrIDME. R stormpathRealm.applicationRestUrl & 7 i 3 {81
https://api.stormpath.com/v1/applications/6hsPwoRZ0hCk6 ToytVxi4D (24 9AE AR &
FAf2FID),


https://api.stormpath.com/v1/applications/6hsPwoRZ0hCk6ToytVxi4D

=

2c: Commit your changes 123154

# 1 $ HOME #1 STORMPATH_APPLICATION_ID g 2B ETEN L ARRRE, 2R3
LREMRN D X

$ git add . && git commit -m "updated app-specific placeholders" .

2d: Run the webapp
iz 17

$ mvn jetty:run

BRI T#HH -

16:08:25.466 [main] INFO o.a.shiro.web.env.EnvironmentLoader - Starting Shiro environmen
16:08:26.201 [main] INFO o.a.s.c.IniSecurityManagerFactory - Realms have been explicitly
16:08:26.201 [main] INFO o.a.shiro.web.env.EnvironmentLoader - Shiro environment initial

(| - o]

& cti-c (E mac B9 cmd-c ) kXA & A

Step 3: Enable Login and Logout e B & %, &
!

REHRMNEBTH>, JUg 2B U EmEim. mkk. Z2RM4, aEZERZNERIEE. B
HIhARE

¥ H step3 9

$ git checkout step3

HOREHBIRE, BINT FEAA

o I T —/NE M@ src/main/webapp/login.jsp & —N 4 2B ZIE, EERMNEA
e shiro.ini XEEH T, MMBESZH web (URL) #FiE

Step 3a: Enable Shiro form login and logout support

step3 XX H src/main/webapp/WEB-INF/shiro.ini X8 &7 TEATMHE:



[main]

shiro.loginUrl = /login.jsp

# Stuff we've configured here previously is omitted for brevity
[urls]

/login.jsp = authc
/logout = logout

shiro.* lines

H i shiro.loginUrl = /login.jsp X &3% & Shiro B& % 7 HE = /login.jsp

7% 1B Shiro B9ER;5A authe filter (BRiA 2 FormAuthenticationFilter) i X N & & 7HE. X FS
FormAuthenticationFilter 4% IE & T /&

The [urls] section

[urls] & —NHTEY web RFIERT INI

BRERD RS IEER—DIFE H s R/ E %555 55 shiro W{ATid 98 % SRAEMAI44 ERY UR LES
=, FRAWIRR [url] Bt Fwebs BREFE E’\J[HttpServIetRequest.getContextPath())(
http://java.sun.com/j2ee/sdk_1.3/techdocs/api/javax/servlet/http/HttpServietRequest.html
getContextPath()) )i 44,

X ﬁb%ﬁ/q’ﬁiﬂ%ﬁ —PIEEBRANAARL AR, RAHEHSHNLEAN. BRANR
B url MF ka7 AXBSER B HinBE AT E, NRIREXE,

AIE, AT B A T4 T8
/login.jsp = authc /logout = logout

o F—1TER“EY Shiro HE /login.jsp B9 url & K, #F S 7E 35K & A Shiro authe i3 j&

(=R}
o

o B{TEMEEY Shiro HF /logout B url i 3K, EIFSTE 5K & F Shiro 3E45it &

EADLRBEA RN ANERm EATEES ):E’Jffﬁo mA R 9% BN TELEE
Ko BZRAERE M LEAMR A XL url 35K 84 B 28! Shiro 1 2 B ix £ 5%

Step 3b: Add a login page


http://shiro.apache.org/static/current/apidocs/org/apache/shiro/web/filter/authc/FormAuthenticationFilter.html
http://java.sun.com/j2ee/sdk_1.3/techdocs/api/javax/servlet/http/HttpServletRequest.html#getContextPath(
https://github.com/waylau/apache-shiro-1.2.x-reference/blob/master/III.%20Web%20Applications/10.%20Web.md

M step3 ERE ZTEHNZR  AEBNZTERREZFLE— /loginjsp THEER—NEZ
x¥,

step3 29X E— 1N src/main/webapp/login.jsp T E. X— G £ME4% bootstrap K&
B HTML & % nE,EEENEENEFE:

o form #J action R EFFH, L—1 form REE action &, Nz % RFRIRK form 3%
REMERA URL, X 28 LAY, R % B8 Sk Shiro iz URL @1t 4, AL Shiro ATLLER
® B & EBEME ZIRR. /login.jsp = authc X AR &5, authe 1T B2 E R IBIR
o

o H—/  username X #£FF&, Shiro authc it J225H 5 3 % username B35 KRSH 1£
login #232et, FEEE ZFHRERINE (RE Realms fiF X NHLLZ email HEZ
username ).

o H—/ password R £FE&, Shiro authc it j&25 B # 3 ¥ password B35 RSH £
login &3 &,

e H— rememberMe B checkbox, Hitrat, @R =& (40 true, t, 1, enabled, y, yes
EE)

F 4189 login.jsp & R{FEFH A 14 username , password , rememberme X % FEXHIZ TR,
LM AR BN, NRIRFELER T 4], & FormAuthenticationFilter #J javadoc # XS &,

Step 3c: Run the webapp

$ mvn jetty:run

Step 3d: Try to Login

% %28 719 localhost:8080/login.jsp ,FAREBEIE & R E

WA Step 2 HHY B &, B, REEFR, KIMEIER, RynbREZEIE FE
MRBEZF/EIRERARNESRE, "LLLE authc.successUrl = /EEE 7 E , BIF
& cti-c (HE mac B cmd-c ) KK 5 A

Step 4: User-specific Ul changes

MRV A AE—HAEZA P Bie—XNIERNE, RFEEH £ MHE shiro M jsp 174
¥ H stepd P

$ git checkout step4


http://shiro.apache.org/static/current/apidocs/org/apache/shiro/web/filter/authc/FormAuthenticationFilter.html
localhost:8080/login.jsp

1£ home.jsp HFEL/L D HTIEAR:

o LA FERAEEE, NEEZ TEET Welcome Guest'.
o Y PEA, NMEEEIIA » L ‘Welcome username’ £ BHE —/N & H A4k 12t
o INUIZEE LY, BRIEREERESALA.

Step 4a: Add the Shiro Tag Library Declaration
home.jsp BB & TEHAA:

<%@ taglib prefix="shiro" uri="http://shiro.apache.org/tags" %>
<%@ taglib prefix="c" uri="http://java.sun.com/jsp/jstl/core" %>

Fo#{F A Core (c:) #1 Shiro (shiro:) A4 jsp /=4 E

Step 4b: Add Shiro Guest and User tags
&2 home.jsp B2 FE M A NMF&

p>Hi <shiro:guest>Guest</shiro:guest><shiro:user>

<%
//This should never be done in a normal page and should exist in a proper MVC control
//tutorial, we'll just pull out Stormpath Account data from Shiro's PrincipalCollecti
//<c:out/> tag next:

request.setAttribute("account", org.apache.shiro.SecurityUtils.getSubject().getPrinci

%>
<c:out value="${account.givenName}"/></shiro:user>!
( <shiro:user><a href="<c:url value="/logout"/>">Log out</a></shiro:user>
<shiro:guest><a href="<c:url value="/login.jsp"/>">Log in</a></shiro:guest> )
</p>

j S— o
Bk Sl

o : X474 R B 7R Shiro Subject £ 5 FAEERZ ‘guest’ st BIAA. Shiro EEsL T guest 21
A REEZR%E, HERBRINRE FZ2{ER Subject (£ Shiro ‘remember me’ THEE).

o X MrZ& R g 7R Shiro Subject 7£ 5 FHEH 2 ‘user'st IAAZA. Shiro EL T user &fEfA
B R%, HEWERE Fi21EH Subject (£ Shiro ‘remember me’ IHEE).

LEMS R BRSFER LT, 0R Subject Z guest:
Hi Guest! (Log in)

Hep“Log in"@— B4R /login.jsp



EBRERLLT, R Subject 2 user:

Hi jsmith! (Log out)

R3% jsmith Bk P B9 P 2&E %, “Log out’2—NiB4s T Ylogout’ $E44 it JE 2%,
EMERT BRI R KIS B E L3 2 FrEF Ul s, BRT #, Shiro X#Fir%
Hith B ISP 44 EAILUMERBE L Ul FEHRTE T &R 489 Subject,

Step 4c¢: Run the webapp
iZ17:

$ mvn jetty:run

77 19 localhost:8080F guest &7, MEE %, MHWEZE, ENHE LR, MEMREE—TH
P

£ ctl-c (& mac M cmd-c ) KX & A

Step 5: Allow Access to Only Authenticated
Users

g RO LB T mABET Subject BR &, B Z s HERRBERFIIRAENER D 2 BETF
EEAEN B BB EMiHaiiNS web xAEFHNRE,

R HEERNMR—TH 2 REEEBo 8 5 A 2 RS 2, 000k % 40 7 SIREI R A » B98E
AR

#ITLL T git checkout % I #; step5 o'%:
$ git checkout step5

Step 5 B2 THE=R%1t:

o FMNAINTHERD (url BBR), BIREIRGET FH% A 2,
o % T shiro.ini ik shiro R 2t 9% A » & A web 5 ARRFH—E%
o WETTER, HHEHNETEET X7 Subject BE I E.

Step 5a: Add a new restricted section



#TH9 src/main/webapp/account B ZRM#X T, INMBEZRATEHMNE %, REEZRA A
. src/main/webapp/account/index.jsp X R E— &SI FF— & 5L “home account” 7
58

Step 5b: Configure shiro.ini

shiro.ini 18287 :

/account/** = authc

X itk ensE E LR B REME K5 19 laccount (BUE FERER) izt B9 iE,
BRMREANXE 7 | BESCHEAZFBEE

B 2Rz 2157E step3 RRMETITER (X E) Ho:

shiro.loginUrl = /login.jsp

X B HEE authc 54189 webapp BI& % URL it j& 25,

EFx—HEE, authc it J525 52 B 9% BRI E 0 R 2/ Subject i j9) /account 8t % & H 2
B  eRB#»EEME Nloginjsp RE. RWEZR.ES EZ#JH}%FEEF]IEH’M]:M%]
7 1989 7 @ ( /account ), A 1{E!

Step 5c: Update our home page

1&2X /home.jsp 7 HEEF &~ KB AR Ly ) FTRISE B — 8B 0. ARINKBLLTE B

<shiro:authenticated><p>Visit your <a href="<c:url value="/account"/>">account page</a>.<
<shiro:notAuthenticated><p>If you want to access the authenticated-only <a href="<c:url v
you will need to log-in first.</p></shiro:notAuthenticated>

j S— s

HERK L RABRIR YA Subject ELEF ZHELBIRE(FD%IE). X2 H 12 Subject Fl
Bt A1 AT LA o) #r R B — &R 43

FAERE L TRABSINR YA Subject LRI RB 2L BNR EMNRE,

e

{B4R3FEZ notAuthenticated i£ B —TURLBIA R /account ? %%k, F4i1 authc it jE 3R &
E%#HEEE‘] E,J/)IL*EEO yDJ:FFrLo

R

Step 5d: Run the webapp



$ mvn jetty:run

7719 localhost:8080, s # /account & EEEMRBHIRE . KHEZFRE, ETEIT, FE
REezE&x7 | 2XEBx. B,

& cti-c (E mac FBY cmd-c ) KX & A

N

Step 6: Role-Based Access Control T A EH
i 19) 2 )
BT HE ) 1R i 0B e b BER— N BRI ) BRI RESART A G
o4 Z AT Subject

# i step6

$ git checkout step6

Step 6a: Add Roles

A TR AET AR R, BNFTRABFE.
AHRERRRUANREFR —LHNAEZ Stormpath,
EMIx—REZIA  RENSHMOT:

Directories > Apache Shiro Tutorial Webapp Directory > Groups
WO EA

e Captains
o Officers
e Enlisted

(XA Star-Trek (Errikfin) BEEHAR)

—BR&|E 7T 4,710 Jean-Luc Picard El Captains # Officers 4348, ERIREAEEE 4|2 —Lb4%
Kk 2 FHREMRMAEEREME, BE— LKk TESHIEFAATUER TET
¥ AN D ECEIF 2k o

Step 6b: RBAC Tags

124 home.jsp A&


http://www.baidu.com/link?url=BNAZzFmwj-ekabSIip0OXJp8rx-qLv3KbGTDKvfxZeBdjWTKsB9Ig2yeu4FJgiNh

<h2>Roles</h2> section of the home page:

<h2>Roles</h2>

<p>Here are the roles you have and don't have. Log out and log back in under different us
accounts to see different roles.</p>

<h3>Roles you have:</h3>

<p>
<shiro:hasRole name="Captains">Captains<br/></shiro:hasRole>
<shiro:hasRole name="Officers">Bad Guys<br/></shiro:hasRole>
<shiro:hasRole name="Enlisted">Enlisted<br/></shiro:hasRole>
</p>

<h3>Roles you DON'T have:</h3>

<p>
<shiro:lacksRole name="Captains">Captains<br/></shiro:lacksRole>
<shiro:lacksRole name="Officers">0fficers<br/></shiro:lacksRole>
<shiro:lacksRole name="Enlisted">Enlisted<br/></shiro:lacksRole>
</p>

S

ZRABINR YT Subject DECTEERNA &,

=
e
\s
/:
~
7

T

T4 RE 8 RAA Subject %8 WoEIEENAE,

=
i
Lk
Zf

Step 6¢: RBAC filter chains

BB RG  (PRE LT B)Z | B — NHTHIER 2 B9 M s A R B BIURL 7 17 &R 2 P us £ F A
BoELHEA 7.

Step 6d: Run the webapp

$ mvn jetty:run

1719 localhost:8080, MIAEBNA £k P EZEBEETTHN2EFAEANAR, ABRMIABTHET!
& cti-c (5XFE mac FHY cmd-c ) KX & A

Step 7: Permission-Based Access Control &F

A R BT 37 19 122 )



ETAGHN 280N AeFE— T EE TR TR FAR, AGSE
FHEATE S BE %D, FTUIIRIMAE TAHBRTHABEKE, SRS HIRAE S, R s [E
AR Z AR 3!

IER 4 ik, Shiro B KM R AREBERN R R . Shiro B mRE— 1M RIEE A IHEE, B
2N ‘open a door’ ‘create a blog entry’, ‘delete the jsmith user Z i R T 2 FHBIRIATHEE, Flr
DL ReR % m AMThEE R RRAFZ EFT SRR & —M AR T RA B FEE,

A TR — = AT B — R, F e aice — N £ AR ERBEMNBVETRE » 1%
(4 FR) web Ul

Step 7a: Add Permissions

Shiro Realms @ Rz H BN UIBEE#ENNAR, AR, WR. %5 UREfIZEHX
ZAE,FrEL Shiro R B“B"APIRER XL X R, BREEZER SR IMRAZELEM API B
EERREEN,

X AB,E A FHAMER Stormpath £ Nl 5 BRERF B A1 R o Bo s — ik » FlEE
Stormpath API-specific 53\,

SEFAT AT cURL 3% KRN — L2 4 BR 44 T 411 LART 61 BERY Jean-Luc Picard & ~. {ERzk »
B href URL,F 115+ K apacheShiroPermissions itk @it B E LEE

curl -X POST --user $YOUR_API_KEY_ID:$YOUR_API_KEY_SECRET \
-H "Accept: application/json" \
-H "Content-Type: application/json" \

-d '{

"apacheShiroPermissions": [
"ship:NCC-1701-D:command",
"user:jlpicard:edit"

]

AN

"https://api.stormpath.com/vi/accounts/$JLPICARD_ACCOUNT_ID/customData"

$JLPICARD_ACCOUNT_ID Ptfig ##Jean-Luc Picard & B9 uid
winA N RE] Stormpath ik 5

e ship:NCC-1701-D:command
e user:jlpicard:edit

B—HAELE, IRAEMR ‘command %5 =& ‘NCC-1701-D’ B9 ‘ship’s, FEZAE AR edit
& /72 jlpicard B9 user

18 51& Stormpath 2{A#F4#4xBREY, 55 H Shiro Stormpath plugin documentation.


https://github.com/stormpath/stormpath-shiro/wiki#permissions

Step 7b: Permission Tags

TRt BB L JSP t7ie, FHITHCFEERER £, F1EFH /home.jsp 7 HE,LF # 51
BINRM M FH— BT R Mthq, XLEHEBBRINE—THH

Permissions

HABER:

<h2>Permissions</h2>

<ul>
<li>You may < name="ship:NCC-1701-D:command"><b>NOT</b> </
<li>You may < name="user :${account.username}:edit"><b>NOT</
</ul>
J 1 i

HiRFEER, BEM T

You may NOT command the NCC-1701-D Starship! You may NOT edit the user!
% F Jean-Luc Picard % » & % EREEIE N

You may command the NCC-1701-D Starship! You may edit the user!

{# F8 shiro WildcardPermission H#;& %

ZRT LA B, Shiroff R @it H1p s A 2 R, M EE— TN EENARNE N,
IRBATLUE A 47 4 B ERIMPRAE £,

REBATRITITRE—NIFERANENMRRE &, MEIEZNMERRRE S, WEE
7o A BR A ?

${account.username} £ iz 17t £, T ER 44 BUE user:aUsername:edit, A e & fa— N F R &
BARRATRREE,

X BWREE KA ARRI LA TAU R 2 B F 4AIH » B, BRIEESHLRE, XEEFia{T
it runtime 2 Bl 4 fR# 2 AR R 4 BEEREGN. 2288 AEF,

Step 7c: Run the webapp

$ mvn jetty:run


https://github.com/waylau/apache-shiro-1.2.x-reference/blob/master/II.%20Core%20%E6%A0%B8%E5%BF%83/6.1.%20Permissions%20%E6%9D%83%E9%99%90.md

% 9] localhost:8080 3 Jean-Luc Picard ik #(flE Mk #)& %, B BFIETRRSEHN
TEHE T (HEKRE)

& cti-c (& mac F8Y cmd-c ) KX & A

Summary %4

B HEIR & X DA T EFR Shiro-enabled webappsBE . TERFRABEFZ S, B 1FN

2.

BATRRA P #iEF 44,90 RDBMS 5% NoSQL #iB#EF 4.

Fixes and Pull Requests &£ 1 pull i# X

R ERMAIEE R RIE A GitHub pull 53k £ https://github.com/Ihazlewood/apache-shiro-
tutorial-webapp FiE. FHANERGE !

2T 1 AXB#E : hitp//shiro.apache.org/webapp-tutorial.html, F05R xt A dSCER A 8%
B9k % B EDi2 OMIBIE, bR,


https://help.github.com/articles/creating-a-pull-request
https://github.com/lhazlewood/apache-shiro-tutorial-webapp
http://shiro.apache.org/webapp-tutorial.html
https://github.com/waylau/apache-shiro-1.2.x-reference/issues

22. Application Security With Apache
Shiro FiShirofxF IR & B L £

TR AP AN, MESEIRIT? 2T LEAEM Java TEBRARELUER, R
KILRERER ? AXN 28 Apache Shiro, B2— N FAEFHEM Java ZLIELR, H1&FR¥F LA
IRIET g2 MR ANAE, RAXEMRT Apache Shiro 551 B B4r. ZEHIEXUURIMNME{ER
Shiro % i AR 2RE #i.

What is Apache Shiro? 7

Apache Shiro (% & #4“shee-roh”, Hiz“€E2 (Castle) "MER) B2— 12 KZ A/ Java &
IEZR, RETIE. B, NBENKEEEIIEE, AT BREL2RE—MSS
TRA. %ahuREIREME RE L&A,

Shiro AR T 7 IR M TR 4P 5 AP (BREXFE MY 2 BELZLMUAER)

e Authentication (Ghir) : A HiR5, BERMTYAEER"

e Authorization (%) : 35 9%,

e Cryptography (IN%) : fRiPSXr&HREIER L4 5.

e Session Management (=;xE) : BA »BXBIE & BURBK &,

Shiro & 32— L4 BIFFYE, 10 Web R RS, £TUNXMELE, BNNEFEERLET LE
RN ER.

Why was Apache Shiro created # A1 ¢ &
Shiro 7

ST —MEREH, EFEAFEMENREAHERER LRERENRE, €A iZETk—
EHNATEHENER. BEEMRX—R, FETH Shiro pEUReIEENEMENRT
o

£ 2008 FEMNA Apache #%E &S E], Shiro B45% T, ZBIE#IA JSecurity 55 B,
5F2003F#)., Hat, stF Java RAFLARTME, EEAZHBAZEERAR - BNHE
Java INEMEIAR 4 (A A JAAS ) R RERET., JAAS BEAETHMIRS - REECMINLIIEE
AR, EFERAEIE ]S, ARSI AEL. A, JAAS BRREMNLEBENEE 7 3
KRR ZE, MY IVM FZERFBRA T, EARARFLE, BEXDLARALHE
PBEfAt 2, MAREBKBTE JIVM FEEMA 200



BHTFEGEMNELRFL, BHEZE—1T4%. BREXNENE. EZHet, “XphEk’F
He—a] S % 2 HttpSessions, B©EE Web &%3 ; 5= EJB 2.1 EMA IR A K% Bean,
BZNXE EJB B, MBEBEN—IE5aRM4. THTFEAREZNIRPNRE,

EEMENE N H. A, BNREReHERE, B2 Java BLEH (Java
Cryptography Architecture) it AxtLIIRfE, RIFMRBESFE LR, APl 2RI EZ Checked
Exception, FAERXEMGT. BREE—1NT4. FHRAANERASR, TUEEE AEHst
AR IR,

F2, #2003 FHHLLRR, MERBRREBRIEEE-—DPR—LNERBBMELRE
K. B%. Tk, JSecurity (BDZfEHI Apache Shiro) #4547,

Why would you use Apache Shiro today S X,
R4 2= FF Shiro ?

M 2003 FES, ER&FAENRREENE TAY, BSRNESAGRNER LRt H
Shiro, H MY %, Apache Shiro :

o ZTEHA - ZRAMEX N FAENRLBir,. BAREETREIIFELAME, SAHE,
F#IA K = necessary evi(hEBERZ &), HefeitE HbRIFHFHERRLEF, e/
BE—MEET.

o %M - REHMEZEIESRA Lk Bl Apache Shiro BEFHINE, BRI A RMEZLE KR
R —UER %o

o RJEM - Apache Shiro BJ LA T{ETE(EM 5 AFEAR, ZABI{EEWeb. EJB # loC %
B, BEFHRPKEXLREE, Shiro BERBINMEMAME, EEETZSEH.

e Web#E /] - Apache Shiro xf Web 5 IR #FF R E, R IFRET 5 A URL 1 Web th
I (W0 REST ) #|BRENZRELHRE, EatzRMtT —EH6nEs I JSP 4% &,

o A[#EIN - Shiro F:4#89 APl flix iHEXEE AU A EM S+ SR EMAEZRF & A #1775
. {RIFEE Shiro ATLL5 %40 Spring. Grails, Wicket, Tapestry. Mule. Apache
Camel. Vaadinix % S5 =A1ERT LMK,

e #F - Apache Shiro & Apache #% HEEEK R, X2 —TMRIAA THEFERKIET
THHIA R, FEF LA 7 AEHER BERIRHEBNRER 7 . & Katasoft X £/
PAE], F AL RIRMEREZEN £ 2 XFFHR %

Who’s Using Shiro &7 FiShiro?

Shiro R EATE JSecurity EHREMHMENFARIT LN ABFERALSE, BME A Apache
REEENTaRERE, WRIRENERAZFSE KA, #FEHRERLRXMBIEREA Shiro,
x BAELEHF40 Spring, Grails, Wicket, Tapestry, Tynamo, Mule#1Vaadin,


http://www.apache.org/
http://www.katasoft.com/

fNKatasoft, Sonatype, MuleSoftiX # B b A E, —RABEIEIIM 2L FN1% R A 478 b 4% T
TEfE A Shiro SRR 4P 118978 1 2 A FIh =,

Core Concepts: Subject, SecurityManager, and
Realms &%/ #ER

Bt T ShiroMiF &, MELHEMNEBEHAPI, 1FiLiREES B NREMIAR, Shiro R#4HE
=NFEEMR - Subject, SecurityManagerflRealms,

Subject

EEEpARE, RREFANEARER SEIA 7 2% ? " HaIH » Rt as?7,
LENERLNR A REN, ECXREHARES : pRABEHREETH  HEHE
8, FEMRELEDEEDR (Re) BETFTENH M. I, FHRMME, EEARAR
LHWEEARARNHEE T YHEIA ». Shiro B APl BEH Subject BERMIBA Efkm 7 xF0 R
EAH=R.

Subject —iEB—TMRERE, HEARER URINIRIER 7. M2 A A P HTHER,
AR p— A BRRAERX, ERE45E, KiE“Subject’AILLZA, HAIURE=A#E. &
Bk » (Daemon Account) SREAM % LIEY, ERREKRE HAIRKGRENAE", BE
EERZHEMNINAR, RATLUEEA %2 Shiro WA ~#lR. ERSNETMMA, REBEE
2 5 M3 %5 Shiro Subject, & LT :

I+ 48

Listing 1. Acquiring the Subject # = Subject

import org.apache.shiro.subject.Subject;
import org.apache.shiro.SecurityUtils;

Subject currentUser = SecurityUtils.getSubject();

— B3 #Subject, RELATIIIEN % GHRAERM Shirox LFIMA > HII00% TS, M 2.
B 5 ARE. WTERR S WERRBENES, X RM% SRR ShioMAPIFEE
B, EHERBTFLELNENE  BERLBEMARL Y, B, ERSNELS
AL R Ay o Subject, R HIEEMBENMITHITR IR,

SecurityManager

Subject “B 5 "#F =2 SecurityManager, Subject XFR T HUF1H » R PIRME,
SecurityManager N EEFIE R P NELEE, R ShirolERMNZD, ZTH“RPL4L", BIH
TE IR REREAH, ENERTHRA, B2, —B SecurityManager R ERER 3t &K



BREY, EMRRERRE, R LA R LFBMIBATE o 1 #IETE Subject AP
£,

A2, W% E SecurityManager WE 7 -8, XEE & AMFIR, fla, Web s ABERE
Web.xml F$§E — Shiro Servlet Filter, X% #]# SecurityManager 2, IR{Riz {TH2
— Mg, MEEREMEBEEARN, BEERSEEL M.

— BT 2 2RE— SecurityManager 52, & 52 i FHMSingleton (REFRNHZ
—§% 4 Singleton) . R Shiro BEMJLF B A4 —4#, SecurityManager BIERE 52 L2
POJO, MHERA POJO #AMNEMEENH#TEE - Ei@8IJavaflsa. Spring XML.
YAML. .properties # .ini X%, EAE#H, 88495 2HIML %k F8FAJavaBean A HENE
G ER XA AE A,

# Ik, Shiro BEEIETFXAMINIBEERE T —MREWAHBRAR, INl ZTFHiz. ERH

HEFEFTERDERY. REED, REH LERIR M, INI TREVEATEER
SecurityManager R4 5 £ R B, TR, Shiro ##F Spring XML EeE R H A 5=, B

FEBRIATR$EINI

THIE 225 T EFINIBShirog i BRiE :

Listing 2. Configuring Shiro with INI AINIEZ & Shiro

[main]

cm = org.apache.shiro.authc.credential.HashedCredentialsMatcher
cm.hashAlgorithm = SHA-512

cm.hashIterations = 1024

# Base64 encoding (less text):

cm.storedCredentialsHexEncoded = false
iniRealm.credentialsMatcher = $cm

[users]
jdoe = TWFUIGlzIGRpc3RpbmdlaXNozZWQsIG5vdCBvbmx5IGIpcyByZWFzb2
asmith = IHNpbmd1bGFyIHBhc3Npb24gZnJvbSBvdGhlciBhbXNoZWQsIG5vdCB

EFx2%, HMEDTHTEE SecurityManager 258 INI BEEHIF. B A DINIEEE :
[main]#0[users].

[main]f%% 2 ECE SecurityManager st R R HFANEMEM R (WRealms) HIHthA, 7E
R, BNBEREET TR ¢

1. cm3tR, =2 Shiro B HashedCredentialsMatcher % 325, #0{RFF A, cm 2HINEE 4
Bt “BREREEHTERER - 255 23 LLER niSecurityManagerFactory FHH
B’Hl, XFMAERRTHRE SMABEME L E,

2. iniRealm 2%, E©# SecurityManager FAEZRTREL INI HXE LB 2 7% o

[users]ESEZIEER /~ tk »BRASIRBIM T - 4 1 2 5 AR IRHE T A E.



MNBEME, #tw THRENRENw I HAERER., Bk, BF INIBEZ—MEE Shiro B9
HEARNFTER4, XT INIBRENESZ WY, i#5 1L Shiro X4,

Listing 3. Loading shiro.ini Configuration File 1l £ inific & X {4

import org.apache.shiro.SecurityUtils;

import org.apache.shiro.config.IniSecurityManagerFactory;
import org.apache.shiro.mgt.SecurityManager;

import org.apache.shiro.util.Factory;

//1. M INIECE
Factory<SecurityManager> factory = new IniSecurityManagerFactory("classpath:shiro.ini");

//2. gl#ESecurityManager
SecurityManager securityManager = factory.getInstance();

//3. fEHEA R
SecurityUtils.setSecurityManager (securityManager);

1 . 1 2]
EE 2 3MRAlHR, BNBEE=S :

1. MNEZEAEEE SecurityManager & E 4 A 4H INI BCE XU ;

2. IRIEBCE 62 SecurityManager 525 ({8 Shiro W 8, ©FRT L[ &)

3. {5 A5 9 SecurityManager Singleton, EX N £, FAEEREA VM §
A Singleton, {3 BEA RN MH—AR 5 AEEEVSIAILUREMEEETEEARE LS
ko

Realms

Realm 7% 7 Shiro 55 AR 2B R NE LR . L2, HBUIE5E&A 7%k
PREREHERBIBATRE, #ITAE (BF) B Gy Ei2d)) s, Shiro =M BES
BEM Realm # & EZAHE.

MEANE L E#, Realm £ i ER—1NLEMEXH DAO : EHETHIERMEEm Y, FH1E
= i S4B K EN IR IR 444 Shiro, MEZE Shiro &, b EMEE—MRealm, FATFAEH
(%) B, BEEZ Realm 2rLUH), BEEVZFE—,

Shiro BT T Ll AR LS KIRIR (REE %) §Realm, MLDAP. %REIEA
(JDBC) . % MUNIB®XAEE # FLARBIX S, MRMRENReaMTHEBERER, i
BILUE AU T L EIR E CMRealm s s, FEBHE %4238 ¢ INIEEShirof FILDAP
B % ¥E % 5 FARealmByRAl,


http://en.wikipedia.org/wiki/Factory_method_pattern
http://en.wikipedia.org/wiki/Data_access_object

Listing 4. Example realm configuration snippet to connect to LDAP user data store Realmf

ERPIFE - T 4R p BIERLDAP

[main]

ldapRealm = org.apache.shiro.realm.ldap.JndiLdapRealm
ldapRealm.userDnTemplate = uid={0}, ou=users, dc=mycompany, dc=com
ldapRealm.contextFactory.url = ldap://ldapHost:389
ldapRealm.contextFactory.authenticationMechanism = DIGEST-MD5

BIR B 2 7 NI — PN EAXBShiros g, THEEHAIE T, Ey—RFLEFz0AE
FAix PMHEZE,

Authenticationi) ;£

IVERRE A P BN E, Wi, B AER BTN, MmFTE xRt am
EECMHBNBIA. BXBEEAER, e~ THEN=DEITE,

1. WER OB MMER, MAE P MBD (principal) , URBEHIIZEE8E, #% B
(Credential) ,

2. R S M HIRR A R %o

3. MRRXRMir HE5ERAAENZA 7 5 (HFEAN) T, 2B FRBAy 24Tkt
B, RZNAEINH KR EAERT,

I TENE LA FRARMBAEN R PIED"AE, SERHA P EEZHMRAN, BER
HESHA & (BrHueHn) MIXFBnnEs Ged) . IRE#AERATHNES (H
EHRR) SR RABTE, Oz A BT kiE.

Shiro LA # B WA RN ZFHFRERE, EWKMNEIEFATE, Shiro H—LL Subject # H
IDBIAPI - JLFARIEZE A Shiro £z {Tet SEXBIFT B 15 EREE i 5 LRI HITHISubject # 1732
B K. Kb, E& #Subject, REEH 2B A EMlogin/aik, #ARTHIEZYEA
MieH (EXMERT, Si2A 7 2MES) B AuthenticationTokensz i, R~HI40E 257 FfF
7~

Listing 5. Subject Login Subject® %

/71, BEZRRZWA 2 SRR
AuthenticationToken token =
new UsernamePasswordToken(username, password);

//2. #EXHHEISubject :

Subject currentUser = SecurityUtils.getSubject();
//3. B :

currentUser.login(token);



fRATILLE R, Shiro B9 APl REZ AR T X NE LR, RSRTEFBEM Subject #/E
i BEX MY 2 K8, EAA T login ALfE, SecurityManager &I
AuthenticationToken, FiFH % *% BEERNRealm, #ITHHBNERE, B Realm &R
BETE L E ut x43R XM AuthenticationTokens fEHE R fi., (BERUIREZRK TRLEM L 7R
APRETE2BENE% £ ? 8t xt Shiro Biz 17 a¢ AuthenticationException fH K
B, IRETLURFIR %, B 05E£6,

Listing 6. Handle Failed Login & ¥ 5 m #9%&

//3. B :

try {
currentUser.login(token);

} catch (IncorrectCredentialsException ice) {

} catch (LockedAccountException lae) {

3

catch (AuthenticationException ae) {.

3

fRET Lk 43338 AuthenticationException BI—NF %, EH4SFEM R 5, & T
AuthenticationException f{—fi% M« 38 (FIa0, B RAA FHBENE2MA F BE A" %
SHE) o RBERTEMR, ATLURE R BEEME %3,

Subject EZINE, MMMBEAARENEN, BEMISAFMNERIRAI LA, BERRR
AT —NA PN ERHAREREM 1R LA IRE9 5 B AR A . EXREIHT 53—

W, “FRONMIEFI A 2 R R e EIF 7?7, REM » R ML B0 RRHEM A H
o TEFATREX X ShiroNfa] #1744,

AuthorizationiZ iy

B £ i LR o5 ) R ——EHI A 2 88955 1) AP ERS, HilEFIR. Web mESF
E, ZHA P 1T I ERHRE L FERANABMKRR £ XTKN, b2, BER
PRABRARFHNEEERRBIEL MR NNABIMRREN, B, BatsEAEB
M PR, 1REY 5 FAFERF L o LAESI e e ThBE R BT AR TR, SNIREAEERY, Subject APl SL{RE]
DRBEZHHITABNNIRE &, NFEL7THNRSFERFR : 201 % Subjectii B T X
=R

Listing 7. Role Check At &



if ( subject.hasRole(“”administrator”) ) {
// %7 'Create User’'$®41

} else {
//¥RABIR?

3

SRR L, AREY 5 AR ATE T 35 7] #2H4e & T TR 30K A L ThRE,

W RA & BIATIRRM 5 —FHE, LAPNAEKREBNRRBIRE : (REEEEToI8
mAt. ABRRFEXERESS, ML, MRFERTABEFIRE, MUKIHURE
EINMRFFER2THREABRE L, HEEERAR, Ris 5 HEEREE,

AL, Shiro ZF TR (permissions) W&, WIREBINEEMRIAZRM, WFi), ‘@E—D
B3, ‘mibRjsmith’ A 7'%F, Bt b RRER S FABIRIATHAE, 1Ecl % & AThaes, RRRE
T PR L, #t, RAILEE T RENRRoEL AR ~.

Ewsh, BNEETZAMA £, MMAZERRREE,

Listing 8. Permission Check #[fR#: &

if ( subject.isPermitted(“user:create”) ) {
//%7R'Create User’'$®41

} else {
/73R4 % BRIR?

}

X, ERIBEHF“user.create” X [RRIA KA »E A LR & ‘Create User'i®4a, FAEXLHE
MIEREZALUEEITHRT, IARIEHET —PIEBERFNRZEEE,

“user:create” EFF B E— MUIRFEFFENAIF, ©E/IFENRNTRAI, Shiro {EEIEH
WildcardPermission Z#ix #FFEEIAHIEH., REXBHTAXHEE, (RREEELE
L Riget, WildcardPermission3ERBRIE, B2 XFFR 52 B & 5|7 =) 12251 33X 4 BIThEE,

B2, 26w 3 B R B

if ( subject.isPermitted(“user:delete:jsmith”) ) {
//MBR‘ jsmith’ /& 7

} else {
// MR jsmith’

}

ZPBIREA, RALIHRFBEN 2D FIRAT P26, EERARIEE @i ER 264 5.
MREBR, FEZExALL BB SHMBRIEE. SN Shiro Permission XA LI TREL A
B, &E, SRERGERE, EibigB&LS# M SecurityManager, ©4&%ifRealmfH
B P EHIRE, BEe, &RF £ DRealmBE et oq f ik iE FIIRAURIE,



LA E#E 2 %t ShiroiRAChRER 4 BEfd, 2 ASHEEESR LT Filie, 18 Shiro I#4t7
B%IhEe, Tm, FHAi1¥Fi%:% Shiro WEAREEIEINEE,

Session Managements i+ &2

ERLIESR I, Apache Shiro 324 T —LMAFH A 78 : AITE(E{T 5 FASER 4 £ —Bith (A
Session API, Bll, Shiro #{EAxARE T — M RiEHEBEERA—MNEEERIIEAEKX
BIEERE Web . XEBKE, BEFLEFERAREMEATLE, TOHBEMER Serviet sX
EJBREHRT. &, MREEFAXERSE, ALEFAEHRALGBRERAEERME £ ——K
#I<i%API, B Serviet 5 EJB ##l,

{8 Shiro RIFHREEN—NMFLIAFAMEENERITESRN, XEEHYEIEEEANE
. BlEN, LBMEE—TREEH. tEBEREX, XHERNRELBRELVOHER
FENARX ? Tomecat WARXS Jetty IR, M Jetty XF] Websphere *—#, F%, @
it Shiro &%, MRULUKE—NBELRIERARARE. Shiro WM F TR EH
BEs, MbezFE KREEE. NoSQL R4FE, xEBKE, RERESZEH K ©
MELMEENAXNIIE, BEBBHRELX - Tomecat, Jetty, JEE R4 B[HNEMIL B, FE
INAIERE i F, BAEHECE A,

Shiro M % —F L2, MREFE, REREFEIUBEE Finik R #1THZE, Ff, Swing
RER FIREEEN A US5HERNWeb s ARitH - MRH4 B A ERX A LA, X
HHNEERRAER. IRINFIEEMRIZRIEA 7 7 Subjecti =% 7 3% F FTEMRG, BEE
F3 7 Subject®y & P 3%

Listing 10. Subject’s Session &%

Session session subject.getSession();

Session session subject.getSession(boolean create);

IRAR W, X LEEHEREM S EERT HttpServietRequest AP, 55— A3ES3R[E Subject B9
ABERE, FENREEERE, BERUEBE—NFHFHEZRE, FTNMAEEZ—M A

S, BTSEATHERE M FENZB BN RiE. —HKE Shiro &%, RILFERLL
& {F FAHttpSession —#{#HE, Shiro B %18 F Java F4 &, HttpSession APIFEEE

AHIRT, FIABNRBTENRSR Y. HA, KN FRREETTF, RAILMEER g AP E

A Shiro &i&, FxBRFWeb &, F211H 2R 7 X FELI,

Listing 11. Session methods & i£M A%

Session session = subject.getSession();
session.getAttribute("key", someValue);

Date start = session.getStartTimestamp();
Date timestamp = session.getlLastAccessTime();
session.setTimeout(millis); ...



Cryptography 1N

B ESCEBEHRBEBLLB R B M T8, FEMFEHE, ShirolBirE & bF;LIJDKEIM
BXEFATH,

BER—RBEE, —KERT, MEFARRETFSubjectdy, FTLLEZShiro API—ER84, {8
FH A4 E FSubject, {RATLAE(EAIH S FERAShiroMINEZF, EZEEARFEHSubjecttyiE R
To st FIMEXZR, ShirnEEXFNANHEERMERS (XELESHE) ImMEHS, T
EBAREEFRX DA EMNE @R,

Hashing&a %

INRMREERit JDK B9 MessageDigest %, REIKIEREIECHERE SR
MessageDigest % B—NFEMMET I WA AE AP, EXAREMAXMEMN, FEMRHEE
F 395 FBLE K i ER R 3 3£ B9 Checked Exceptions, MR FEE #4 HH+75# Fll 4 s2 5K Base64
HARPTEERE, (RRASEC - Likmfgs, &E#EN JDK XRE 1. Shiro A—
2 MBERBIGE AP| R T £k 7 2,

IR, EERERE LER, £R MDS IBHE—1PXM4, FHEZRENT/RNEHE, #®
AR, ZEREXGTHRSGERT - B2 T TRXE#TESHMDSIRR. 1R
EALE, BFRE2TLUAEXHEEHEEREBWER,

A{EA Shiro, IRBEEM T BEFRETH LBHE :

1. BT H¥E, IDKFEETXEN, MMREEE— N #EIAEATITH
FilelnputStream, ERAF % 2FX, FHiHEXBIOExceptions, F,

2. {¥F MessageDigest % st % B #1TI6H, KREHEXFEE, WEL12MT.

3. FRERENF YA mLKTNHHFR. JDK Az 2R B TFTXEN, RKIBEECE
BH—DHBIAE, BUREMNZAPRERMRENGLEZ 3,

Listing 12. JDK’s MessageDigest JDKHIH BB E

try {
MessageDigest md = MessageDigest.getInstance("MD5");

md.digest(bytes);
byte[] hashed = md.digest();

} catch (NoSuchAlgorithmException e) {
e.printStackTrace();

3

ST XA E 2 EBHNER, INTEELEARNKRT., AEEEShiroZINAMELEFER :

String hex = new Md5Hash(myFile).toHex();


http://download.oracle.com/javase/6/docs/api/java/security/MessageDigest.html

= Shiro HALATEXLTEs, —EIEIERE G LBAT. STHSHA-S12IaHME E
Base644: #th—# i #.

String encodedPassword = new Sha5l12Hash(password, salt, count).toBase64();
{RATLAEE Shiro xtla&/ M A HALTARD, BT IRRIBIEX % 7 8 EFTEFEN s 0 A,

Ciphers% 3

MR ERBH BB ATT R ROMBEE, BNERRFIRENRS, LHERH
SRR, URESES S WA RN E,

INRRE 2t JDK B Cryptography API, %F %] =Zjavax.crypto.Cipher %, {RRIEEE—
FERBYRMIBESE 20F 2, xtTFHEE, BNTENNBREELEH—1
javax.crypto.Cipher2 I3k, W A#ITAH/FAIMNE ? RS A Cipher, BE 4 RRIEFEA
% 2% (Block Cipher) 7 {R%GH Cipher, FE & —AES 256{iCipher &{R 17 #iE ?
{R%SF Cipher, R,

AR LN 61 RARFRER Cipher 2 ? BGE 0 E— N FEA. e oRINBis AFRE, ©
AR A “# 37 (transformation string) 7, 1Bi% & 44 Cipher.getinstance 8 AT
Fik. BMFREBRAXBcipher 91, FHEB LBRLLUARMETABTRN®LF, X B

% BJavaDocFHR T Xt A, FH, MRFREQNALRIER, MEeFEH—TRIE
Checked Exception, BME{RAEACE R IERERY, KR, A JDK Cipher B —RiE S %
BERNES. BAURT, xEHRARz2Jlava APl ik, BREHETE, BNEE—FEH

¥ A E,

Shiro it 5| AEBJ CipherService API X A # 1L IN % Z B E MR R, CipherService @ %#
F R ERRPBIESBRUK AT : §32., TRAE. XBREN AP, B8 E—RAEZAR
Rt BENBUE# TINBNER, FTREMNRZRBMINES, MARESZENESE
%, tATFAE£134, £ 256 {ii AES 1N :

Listing 13. Apache Shiro’s Encryption API IIZAPI

AesCipherService cipherService = new AesCipherService();
cipherService.setKeySize(256);

//RIB— N REAR

byte[] testKey = cipherService.generateNewKey();
//INEXXHBF S

byte[] encrypted = cipherService.encrypt(fileBytes, testKey);

iz 2 JDKMICipher API, ShirofIRBIE 5 2% :

o {RATLLERE 21— CipherService— & B &R NRELW I A% ;



o Cipherfii& it # A] AR JavaBean —— 3R A getter #1 setter 755% - %8 7 F 1R
s LIRARAY 4% 0 FREER”

o MBFMMBBEELNAERAAPTK ;

o ZAEJINA Checked Exception, #IRER, ®ILAH K Shiro BICryptoException,

Shiro #J CipherService APIiz B HtiF &, MNREN XFEFTF 5 BANMB/HRE (R
HHVBRE) METROMB/MRE (MBS A o

T EBRS Java Cryptography # B, Shiro B Cryptography XFFLE A 7 A/ DMRIE
BRBIELS LA HINE A,

Web Support Web>

&ia, BHIEFEE, HMSEE 2N —T Shiro B Web £+, Shirofff % 7 —/NEEBIR P
Web 5 FARV5Z R Web Z#Ffi&E3h, st F Web s, %% Shiro B £, M—EEMMIRELE
1£ web.xml 1 %E sL—" Shiro Servlet it e85, F214F, FH T K2,

Listing 14. ShiroFilter in web.xml

<filter>
<filter-name>ShiroFilter</filter-name>
<filter-class>

org.apache.shiro.web.servlet.IniShiroFilter

</filter-class>
<!-- ®Ainit-param@EstERRMclasspath:shiro.iniZ AINIERE -->

</filter>

<filter-mapping>
<filter-name>ShiroFilter</filter-name>
<url-pattern>/*</url-pattern>

</filter-mapping>

XA kAR A LU BN LR shiro.ini BEiE, XA LT LFE, REBME T —BHNEER
%, —BS5EMKECE, Shiro Filtersiaid s8 815 RF B MBRTE 4 KA 11 5 € 7% K# Subject 2
Ay, BEeAETFEEETENEK, FUIURITREFENE HURERBE#HE—EHF
KRR RF A B,

URL-Specific Filter Chains URL%F EFIFilters:

Shiro Fit H ol FTBIURLE Je B HEE X IR 2R ER L JE . B R R A EAIEERURL
BERIEEIEERM T 5234k, XEKE, (FM Shiro B9 )R 83HLE), (RATLUE R AMIEHI %R
2mn (HEANAE) - HEE a8 REMEweb xmIE sLit J5 28 ATk 909, 7B
#1508 g 7R T Shiro INIFBIECE H &,

Listing 15. Path-specific Filter Chains 281X 4% E HIFilterkt



[urls]

/assets/** = anon

/user/signup = anon

/user/** = user

/rpc/rest/** = perms[rpc:invoke], authc
/** = authc

RAT N, Web AR LAER[urls] INIEX%, st FE—17, FEaMARTEY ETXH

Web 5 FEER. S ERMEESL T it jkeeit - — 2SS 2MHNEF Serviet it jE2751K, ©
4t MBS E AT HIT,. B i RS EEEN Serviet it &8s, RETIM LEAYiT 825
£ (anon, user, perms, authc) 2 Shiro REMZEHERXMFIKT JEes. RAILUIBHEDX

Lo kKU ESEEFNZEAE R, R TLUEEEMEMABERN Serviet it JE27,

MEEEEER web.xml, EHASEE Lit g3k, REEL MO BEN L R ERR, XFA
X FRMIFREZ D ? ZAShiroM AR, ALUREZIMEBAEH 312 E LR KRR HITH
JeBnht, HISRAIX 48, FRATLAFEWeb.xml B4 5E 3L Shiro Filter, 7E shiro.inifh % LG HAth
BYit e Rs it JeRst, XEL webxmlf215%, MEABRAZIEM L B3R T XLVLH, BIE
MEFA Shiro MR AR 2R, 2EXHINVINAEZL, BafEERER Shiro,

JSP Tag Library JSP#+: % &

Shiro IR T JSP 474 &, RFIRIBIEHAET Subject B A% JSP nmMIs%H . — 1B
ANERLRHRER FEZEE T Helo "X A, BERERMA 7, FUREBE L REMA
&, % 2 “Hello! Register Today!”, & %16 % 7~ T #0{aI{& A ShiroBYJSP47 %4 52 #LiX PR
B

Listing 16. JSP Taglib Example JSP#7 % & 2~

<%@ taglib prefix="shiro"
uri="http://shiro.apache.org/tags" %>
<p>Hello
<shiro:user>
<!-- shiro:principalfTEIH TSubjectMIEHEAN - EXNRBIFR, MERA AL : -->
<shiro:principal/>!
</shiro:user>
<shiro:guest>
<l-- ZBEF - iLH=ZEGuest, BEMEBE: -->
! <a href="register.jsp”>Register today!</a>
</shiro:guest>
</p>

MY EEAIFRAEMNE, 2E8HMELLLHRBER BT (SFET) WAE, 2
(HAR2E) IR, BEENE, BEXRERER ks, RELE, 284H
Ho



Shiro iz XFFE M+ % Web Hrtk, 05 £MeERRS, RESTHIBASICiNiE, Z#R, MR
MERAShiroREME L 2%, ©iriRMEAMHitpSession X, £ ) Apache Shiro Web3
el TREZRE,

Web Session Management Web% i+ & 18

& EE—1RZE Shiro £ Web #IEF &M H,

Default Http Sessions R &Http& i+

st FWeb i FH, ShirofRERFFEAFKMN I LA EH Serviet B2 iE1E A HR iz Eab ik,

BN, Z{R;8 A subject.getSession()#subject.getSession(boolean) 7i%at, Shiro &3R[E]
Servlet B 25H HttpSession I ##H Session 26l, XMAXNSW 2 LTEFHHA
subject.getSession() B9 % 2 X B ER— Shiro Session £ HI3ZH - 7% BN BEER
— N ETF Web ByHttpSession TRE, XELPRMWE X ABEWREN, 2—HFEBHFHN
=L

Shiro’s Native Sessions in the Web Tier Web 2 FShirofJ[R=

=it

INRIRETFFEE Shiro W4 25 (MBHRFTXBIEEE) MITH T Shiro WRERZE
1, RYARHE HitpServietRequest.getSession() #1 HitpSession API BEF1“ R £ i hE,

M3E Servlet B iE. MRIRNSAE AT FEAHttpServietRequest #I HitpSession API
Bf$#5, {8 Shiro BISession APl k& #:, XFIEESAH&. Shiro BAMERSHALE(R
X, MR, Shiro EE 2 T Serviet M SEHHY Session FR LAEWeb s A FHFRER
#., XEBKE, TE{MedfREFEME xBHttpServietRequest 3; HttpSession /%8, Shiro
P L AERLRNBHRERE AP, 2R, REFEXR Web K3, BMERREEME
F Shiro W'RE'T I izEE - A2 —1THEAE (HLE) Rk,

Additional Features Bft N4ty

Apache Shiro #E2R:ix @ &8 stfriPJavar FIIEE B AN EHMMSSME, o0 :

o HEFFEATENSujectiRE T XFEFNFH 2 X (ZFFExecutorFlExecutorService)
o 3 TIHITiE 45 1F H —FhIETRMISubject, SZ#FCallableFIRunnablei#O ;

o HTRMA B —NSubjecttFR, ZHFRunAs” (tban, EEE R+ ER)

o TFIMRXIE, XHEALUREZBxtShirorIR S 8 31T 2 JT X FIE B K.

ERBR


https://github.com/waylau/apache-shiro-1.2.x-reference/blob/master/III.%20Web%20Applications/10.%20Web.md

EirE k41, Apache Shiro AE2“4R %" - EAREER F INBAFAELREMH, NT2
Shiro = KRR, B2 EEMER :

o EpAHEHBF R - Apache Shiro HETZ RXKIBEMNE 5 HNEE, HLWET 92
RS, FHIE R MNZIABRPEAEN £, AT, ShiroEMRAFHWIVMERLREFIERBHE
- REE AL B il AEMIE,

o ZHERAGE - BAT, Shiro AXFLHER Nie, B »Tae@g —FMHEIE %, HUEE
KERE Zet, R UGS R, XEETFShiro W BAREsxn, B8 5A
MEWEMB L REEBIR ShiroXE, XINEETE Shiro IRRMAFIEEE RS
Z .

* RealmE1&{F : BRIFTE Realm 2 &R T R i " 1R MF 3% B e IR BUB LA AT B &
Moz =126, #MeIA Pk 7. ANABKSHE EXNABATKIREX £ ‘B 12/Fix
AXF. ZRAAZRFXEREN Y AREER TILAKX, R HFE B Shiro A »53
#I7E SL“B"API,

Upcoming Features >k 414

Apache Shirott REXELAK, &L, Shiro MR MLE, EENT % BHIRAH, R

BEER :

o BT #MIWebit Je¥lHl, THFEF XM TFEZSHIEM N 885,

o BLZARIKMIRARealmsz:, ®AERALAEGMIESA, RAILUREA L B ENRx R
B, TE A Shiro Realmiy F % ;

o MM OpenlD 1 OAuth (ATEERRS) B FIm¥HF ;

e Y #FCaptcha ;

o HxtwTTIRE N ANEERIL (31, #ZRESTHIR)

o Bid iR/ om BT S R ERINGE ;

e 3&it AuthorizationRequest:# (TR E BIFRAL ;

o HREMIE L HMANTLREE (Lb#l, (‘role(admin) && (guest ||
Igroup(developer))’)

Summary % 4

Apache Shiro @ — N IIREF 2. @, BAMJavaRRIESR, RETLLAHE 4RI 5 R 47 .

Wit b ARSI, Bie. B REGEENNE, EExxAS, tAZRE

REEAZWIEMEM . Shiro B4 £ 4FI3RE JavaBean FH/LEESEEMFIRETEE
FEM. N8 WebX R4 BnTheE, tHNL KFEFMNR TR, X MERY L ARSRM
T“—i4"BR 4. Apache Shiro &% B IfF4k Rl 2, MBS EMXFLER, BERE®

FERFAE L 5 AR, FILLFRHER Shiro &gks: 4 B K.


http://openid.net/
http://oauth.net/
http://www.antlr.org/

e Apache Shiro#J= 7,

e ShiroM~# HE, SEMEME Maven # Ant+lvy A » BIERAME B

* Apache Shirof) 25 nE, S2EEMSEFM.

» Apache Shiro j&# L i F1%])T, s ERIPMCEELes Hazlewoodz .,

o H{thkF Apache ShirofJ>ZZ=F1PPT Apache ShiroBy {4 51ZF0 4 47,

o Katasoft - 124t Apache Shiro % L X#HH x AR L = ML E,

o ;2&3E : Apache Shiro 1.2.x F #1588 : FFRMAB, —1MNBEAXENEMIEZME 25

PAN
=}

#HEE  AXBZE : http://lwww.infog.com/articles/apache-shiro, 1SR st AF X E %8 £E 89
& ARZSGBIEIE, RUEIR M,


http://shiro.apache.org/
http://shiro.apache.org/download.html
http://shiro.apache.org/documentation.html
http://shiro.apache.org/2011/01/06/apache-shiro-video-and-slide-from-sf-jug-presentation.html
http://shiro.apache.org/articles.html
http://shiro.apache.org/mailing-lists.html
http://shiro.apache.org/forums.html
http://www.katasoft.com/
https://github.com/waylau/apache-shiro-1.2.x-reference
http://www.infoq.com/articles/apache-shiro
https://github.com/waylau/apache-shiro-1.2.x-reference/issues

23. CacheManager £ 7512

Shiro E=1MEEN L FEO :

e CacheManager - #i ®FiB £ EFENETEEE M4, ©iRE Cache 241,
e Cache - 4 3Fkey/value 2%,
e CacheManagerAware - it FBEZINFEFE CacheManager 32 B9 48443 52 71,

CacheManager 3&[ElCache 2fl, ZMAREHM Shiro A HFE X ECache 23k 2 FNEM
#IE, F{T2m T CacheManagerAware B Shiro 454 B s thiE—NECEFH
CacheManager, % CacheManager 8£4% i3k 3% BX Cache 241,

Shiro BJ SecurityManager 2 3, kB AuthorizingRealm 2 #8523, 7
CacheManagerAware , IR{RTE SecurityManager L% & T CacheManger, ©Kkit ¥th&
ek BRI 3 T CacheManagerAware &M A EH Realm £ (OO delegation) , #4140,
1E shiro.ini A :

securityManager.realms = $myRealml, $myRealm2, ..., $myRealmN
cacheManager = my.implementation.of.CacheManager
securityManager .cacheManager = $cacheManager

# at this point, the securityManager and all CacheManagerAware
# realms have been set with the cacheManager instance

BB FFEENAR EhCacheManagerse 3, ,FTLA L ERiREE AT, &N, BB LURFH 2 m
H .8 CacheManager ({5140 Coherence, %) , EciE#0L.

Authorization Cache Invalidation 2y & 753K

&EiEER, AuthorizingRealm B —A clearCachedAuthorizationInfo) /A kBE9 M F £ A A,
FRBRFSK F 2 EHEMER. CEEHBEELZH AR, MRS ZEERK & S
FErETHET CRABRTREIBRE S BESHETHE) .

Jy SAENFEF

B Ex BT LIEEBNRER Apache Shiro #1TT/E, HX—EETKhTZENY BX
B, MMRRHFLEEE) Shiro 578, #EMAARTENMAZEETIE. ¥ EBININXE, (RiZH
Bl s ES BhER S 7 T4 X FH B 1R F+ Shiro,


http://shiro.apache.org/static/current/apidocs/org/apache/shiro/cache/CacheManager.html
http://shiro.apache.org/static/current/apidocs/org/apache/shiro/cache/Cache.html
http://shiro.apache.org/static/current/apidocs/org/apache/shiro/cache/CacheManagerAware.html
http://shiro.apache.org/securitymanager.html
http://shiro.apache.org/static/current/apidocs/org/apache/shiro/realm/AuthenticatingRealm.html
http://shiro.apache.org/static/current/apidocs/org/apache/shiro/cache/ehcache/EhCacheManager.html
http://shiro.apache.org/static/current/apidocs/org/apache/shiro/realm/AuthorizingRealm.html
http://shiro.apache.org/static/current/apidocs/org/apache/shiro/realm/AuthorizingRealm.html#clearCachedAuthorizationInfo(org.apache.shiro.subject.PrincipalCollection

REURBINEER 4 £ BRE R/ L ZEA itz i
FEE IR EP I AR L 0B R SOBIEIE, AR,


http://shiro-user.582556.n2.nabble.com/
http://shiro.apache.org/mailing-lists.html
https://github.com/waylau/apache-shiro-1.2.x-reference/issues

24. Apache Shiro Cryptography Features
INEAThaEE

Cryptography is the practice of protecting information from undesired access by hiding it or
converting it into nonsense so know one else can read it. Shiro focuses on two core
elements of Cryptography: ciphers that encrypt data like email using a public or private key,
and hashes (aka message digests) that irreversibly encrypt data like passwords.

Shiro Cryptography's primary goal is take what has traditionally be an extremely complex
field and make it easy for the rest of us while providing a robust set of cryptography features.

Simplicity Features

Interface-driven, POJO based - All of Shiro's APls are interface-based and implemented as
POJOs. This allows you to easily configure Shiro Cryptography components with
JavaBeans-compatible formats like JSON, YAML, Spring XML and others. You can also
override or customize Shiro as you see necessary, leveraging its API to save you time and
effort. Simplified wrapper over JCE - The Java Cryptography Extension (JCE) can be
complicated and difficult to use unless you're a cryptography expert. Shiro's Cryptography
APIs are much easier to understand and use, and they dramatically simplify JCE concepts.
So now even Cryptography novices can find what they need in minutes rather than hours or
days. And you won't sacrifice any functionality because you still have access to more
complicated JCE options if you need them. “Object Orientifies” cryptography concepts - The
JDK/JCE's Cipher and Message Digest (Hash) classes are abstract classes and quite
confusing, requiring you to use obtuse factory methods with type-unsafe string arguments to
acquire instances you want to use. Shiro 'Object Orientifies' Ciphers and Hashes, basing
them on a clean object hierarchy, and allows you to use them by simple instantiation.
Runtime Exceptions - Like everywhere else in Shiro, all cryptography exceptions are
RuntimeExceptions. You can decide whether or not to catch an exception based on your
needs. Cipher Features

OO Hierarchy - Unlike the JCE, Shiro Cipher representations follow an Object-Oriented
class hierarchy that match their mathematical concepts: AbstractSymmetricCipherService,
DefaultBlockCipherService, AesCipherService, etc. This allows you to easily override
existing classes and extend functionality as needed. Just instantiate a class - Unlike the
JCE's confusing factory methods using String token arguments, using Shiro Ciphers are
much easier - just instantiate a class, configure it with JavaBeans properties as necessary,
and use it as desired. For example, new AesCipherService(). More secure default settings -
The JCE Cipher instances assume a 'lowest common denominator' default and do not



automatically enable more secure options. Shiro will automatically enable the more secure
options to ensure your data is as safe as it can be by default, helping you prevent accidental
security holes. Hash Features

Deault interface implementations - Shiro provides default Hash (aka Message Digests in the
JDK) implementations out-of-the-box, such as MD5, SHA1, SHA-256, et al. This provides a
type-safe construction method (e.g. new Md5Hash(data)) instead of being forced to use
type-unsafe string factory methods in the JDK. Built-in Hex and Base64 conversion - Shiro
Hash instances can automatically provide Hex and Base-64 encoding of hashed data via
their toHex() and toBase64() methods. So now you do not need to figure out how to correctly
encode the data yourself. Built-in Salt and repeated hashing support - Salts and repeated
hash iterations are very valuable tools when hashing data, especially when it comes to
protecting user passwords. Shiro's Hash implementations support salts and multiple hash
iterations out of the box so you don't have to repeat this logic anywhere you might need it.

Shiro +73 4 A T #72

ERE10 Minute Tutorial +423 4+ 202 # 1T Shiro B2 3%, MREEM B E £ EZ2E » itz
EA L TIES

FETE  IRAFPEF AR L Bz HOBIEIE, [URE.


http://shiro-user.582556.n2.nabble.com/
http://shiro.apache.org/mailing-lists.html
https://github.com/waylau/apache-shiro-1.2.x-reference/issues

	介紹
	1. Introduction 介绍
	2. Tutorial 教程
	3. Architecture 架构
	4. Configuration 配置
	5. Authentication 认证
	6. Authorization 授权
	6.1. Permissions 权限

	7. Realms
	8. Session Management
	9. Cryptography 密码
	10. Web
	10.1. Configuration 配置
	10.2. 基于路径的 url 安全
	10.3. Default Filters 默认过滤器
	10.4. Session Management
	10.5. JSP Tag Library

	11. Caching 缓存
	12. Concurrency & Multithreading 并发与多线程
	13. Testing 测试
	14. Custom Subjects 自定义 Subject
	15. Spring Framework
	16. Guice
	17. CAS
	18. Command Line Hasher
	19. Terminology 术语
	20. 10 Minute Tutorial 十分钟教程
	21. Beginner's Webapp Tutorial 初学者web应用教程
	22. Application Security With Apache Shiro 用Shiro保护你的应用安全
	23. CacheManager 缓存管理
	24. Apache Shiro Cryptography Features 加密功能


