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Java Secure Socket Extension (JSSE) Reference Guide
(ISSE &E15m)

This is a Chinese translation of Java Secure Socket Extension (JSSE) Reference Guide, and also provides a lot of useful
examples about JSSE.
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BIBEM L LB RESGBRI2FENBGEA 1T . SHIESERANER, NELSNEHFSS, DAFRINER, Uk
EFERETETZEBLARLEBENE=H, AREENRE, E4HtBPERREESERER (FEIEXEM) . Secure
Sockets Layer (SSL, Z£E#F Z)MTransport Layer Security (TLS, ##Z2Z )i, STERPEIBEM L4 MR
PR BRI,

Java Secure Socket Extension (JSSE, Java Z2EHEFY &) S0 TREMERMBE. BRHET —MER, FAMT
SSL #1 TLS thitMyJava hRAMI sz 30, SIEBIBEMNE, R4EHF0E, HREBEMEMATSMNE » AL, A JSSE, F
£ BT LRHE—AE pinla TEMET TCPIP LM &AL (30 HTTP, Telnet 3% FTP) HIfR 4% A MEIEL LR
B, XF SSLMIEL N, #SW SSL il & fio

BRIRE XNEZ REEEFEFIF, ISSE AV aIEBYMBRNEERENI A 2, LA, FH—DER, FLAR
AUEEERCEM NN ERREF ST R RRFNITF L.

JSSE Rt 7 — 1 ARRF#EDO (AP1) BIEZRMZ API I, % JSSE APl 4 & T &0 %, Fi@it java.security #
java.net SHIRHEMY REOMLEET £, NEEEE, BHEER, SSL LTXMATEMMERS. EEFIM ER
REZEETEITAH. A SSLSocket ¥ ZEFHZE I/0 EE, Java Fx TES (IDK) SIF—FEFHZERISSLENgine
%, KRB EAEEESH IO Ak,

% JSSE API 4% #F SSL 2.0 #01 3.0 iR#0 TLS 1.0 R, XERL M HE—NEENNEREZE T JSSE APIEHI T A
iE, MEIMRERENTEF, JSSE BB JDK 23 T X#F SSL 3.0 1 TLS 1.0, EA2HSSL 2.0,

JSSE 2 Java SE LML LmM, FEMEEMET Java Cryptography Architecture (JCA, £TF Java B EFR L) HESR
HEMERB %R ZERMEBERRAERORLAGATLLEM M2 AR, FREUEHEZAEEMI, ISSE EAH ICA
HEZR AR E LN AR 545 1 7

£ Java SE FAMH ML LM H4EIE Java Authentication Authorization Service (JAAS, Javailir #1i%+ IR %) # Java
Security Tools (Javaz£T &) , JSSE @2+ ZHAMNBEIMELN ICAEBEx»EATTE— M LHREET APL,

% JSSE AP| BIEI M2 i L H MY SSL/TLS i, R4AE=EHE (PKI) o T@iEA, 42 & LUREE R 18 3
ERBaBENAEENF LR EBHAMBRE Rz L EEmBEN,

@
T
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https://docs.oracle.com/javase/8/docs/technotes/guides/security/crypto/CryptoSpec.html#Design
https://docs.oracle.com/javase/8/docs/technotes/guides/security/crypto/CryptoSpec.html#ProviderArch
https://docs.oracle.com/javase/8/docs/technotes/guides/security/jaas/JAASRefGuide.html
https://docs.oracle.com/javase/8/docs/technotes/tools/index.html#security
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RrIEF AR

JSSE SEUTEEMFME:

o {EH—"7 AR IDK

o Ay BHETFH L AENEY

o 100% %k Java 523,

o IR TZHFFSSLARA 2.0 #1 3.0,TLS 1.0 FILUShRAHIAPI, LAKRSSL 3.0, TLS 3.08952 :.#1
o SETLBba LS EE(SSLSocket, SSLServerSocket SSLEngine)#t %

o XREH SSLIBEFM—MOMELEHHHE AR EHHRLREBE

o HHE pFIHHR BP0, XREHEMN SSLBFHN—IBH

o R HTTP H#& SSL #hil, ESL A HTTPS 7 9 41 web 7 E#IE

o RERSB[/HEE api XEE 1 FNEM SSL K¢

o XR/NMNMBEEZFERESEMH HPSETRPIIEM :

Table 1: Cryptographic Functionality Available in JSSE

ERER it 2 BHKE(FT)

Rivest Shamir Adleman (RSA) SNEFNE 4R 512 LI R B ARivest Cipher 4 #L=10 128, 128 (40

T (RC4) " effective)
Data Encryption Standard = o 64 (56 effective), 64 (40
(DES) R effective)
Triple DES (3DES) #E N 192 (112 effective)
Advanced Encryption = s 2
Standard (AES) #EMNE 256, 128
Diffie-Hellman (DH) BRI 1024, 512
Digital Signature Algorithm SiE 1024

(DSA)

o L SunJSSE My MR JCA BT AENMBES

o 2 mmEM{ER AES_256 FEE %% Java Cryptography Extension (JCE) Unlimited Strength Jurisdiction Policy
Files, # i Java SETF# R H, «

RVERI &


https://docs.oracle.com/javase/8/docs/technotes/guides/security/crypto/CryptoSpec.html
http://www.oracle.com/technetwork/java/javase/downloads/index.html
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JSSE 474 API

JSSE APli7 4, BT 7E javax.net # javax.net.ssl @3 E 1R 4E40TF:

o REEBRFIRSHEET

o FEPHZESIZERATE = HUH % SSUTLS ¥R (SSLENgine)

o I ¢IBEHT. R4HEEF. SSLEEF MSSLIk4#ERT, EdEAERFI IUNEERF o ENRET
A

o —MERR—NREEEFFITXEATI BTFREEEFTI HMBIE

o FHHMEATHEREN(SEREMN X509 BHMEEESESR) NI ALUBTUEEMN

o —NEATRE HTTP URL £ E(HTTPS)

JSSE #n#fE API 6



(ISSE & aFa) FF SCHMsE Koz ol

SunJSSE {1

Oracle By Java SE #J JSSE 2 s 28 & T —1 4% SunJSSE Mt 78, Bit JCA EREMBOTM. XML uEiRHUT
TR 4%

e SSL3.0F TLS 1.0 REWH ML M

o ZXE N SSLHITLS BaEMHMEA, HPIIEIE. BHMIL. MBMTEERE

o —ETF x.500 MIF 47 BRI 52 ;B T MATHERY JCA keystore Fik 13 & EHIAE B 4A

o —NETF x509 WEFEEHEERMN 2, FATFieHaBRniEmn

e PKCS12 23,7 JCAkeystore % B "pkcs12", PKCS12 A #FEmEES. B2 aaEaEEsE Java
keystore(JKS) #& X FHR7FFA4A » PKCS12 8=,

BLZRXTIMREEHERT N SunISSE XY

SunJSSE 4t 5 p%


https://docs.oracle.com/javase/8/docs/technotes/guides/security/SunProviders.html#SunJSSEProvider
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BENBATHAERMEF S A -

e JSSE API (14
o javax.net
o javax.net.ssl
o javax.security.cert
e Java SE Security
o Java SE Security XH#EER
o Java SE Security £7
o Java #AZHH The Security Features in Java SE
o Java PKI $i2& 15/
o Java 2 Platform Security, Second Edition: Architecture, APl Design and Implementation
e Cryptography
o Dr. Ronald L. Rivest B Cryptography and Security 7 H (FE44F)
o Applied Cryptography, Second Edition by Bruce Schneier. John Wiley and Sons, Inc., 1996.
o Cryptography Theory and Practice by Doug Stinson. CRC Press, Inc., 1995. Third edition published in 2005.
o Cryptography & Network Security: Principles & Practice by William Stallings. Prentice Hall, 1998. Fifth edition
published in 2010.
e Secure Sockets Layer (SSL)
o The SSL Protocol version 3.0 Internet Draft
o The TLS Protocol Version 1.0 RFC
o HTTP Over TLS RFC
o SSL and TLS: Designing and Building Secure Systems by Eric Rescorla. Addison Wesley Professional, 2000.
o SSL and TLS Essentials: Securing the Web by Stephen Thomas. John Wiley and Sons, Inc., 2000.
o Java 2 Network Security, Second Edition, by Marco Pistoia, Duane F Reller, Deepak Gupta, Milind Nagnur, and
Ashok K Ramani. Prentice Hall, 1999.
e U.S. Encryption Policies
o U.S. Department of Commerce: http://www.commerce.gov/
o Computer Systems Public Policy http://www.techceocouncil.org/
o Federal Information Processing Standards Publications (FIPS PUBS):
http://csrc.nist.gov/publications/PubsFIPS.html
o Revised U.S. Encryption Export Control Regulations: http://epic.org/crypto/export_controls/regs_1_00.html

EE


https://docs.oracle.com/javase/8/docs/api/javax/net/package-summary.html
https://docs.oracle.com/javase/8/docs/api/javax/net/ssl/package-summary.html
https://docs.oracle.com/javase/8/docs/api/javax/security/cert/package-summary.html
https://docs.oracle.com/javase/8/docs/technotes/guides/security/index.html
http://www.oracle.com/technetwork/java/javase/tech/index-jsp-136007.html
http://docs.oracle.com/javase/tutorial/security/
https://docs.oracle.com/javase/8/docs/technotes/guides/security/certpath/CertPathProgGuide.html
http://www.oracle.com/technetwork/java/javaee/gong-135902.html
http://people.csail.mit.edu/rivest/crypto-security.html
http://tools.ietf.org/html/draft-ietf-tls-ssl-version3-00
http://www.ietf.org/rfc/rfc2246.txt
http://www.ietf.org/rfc/rfc2818.txt
http://www.commerce.gov/
http://www.techceocouncil.org/
http://csrc.nist.gov/publications/PubsFIPS.html
http://epic.org/crypto/export_controls/regs_1_00.html
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JRE Z%H #

java-home % 8 SAIAFAO{E AR 4 T 81/ Java Runtime Environment (JRE, Javaiz 178t 357 18) MLER . B ML
EETASEELRE IDK B JSSE Wiz 1T ¥R, JDK 81F JRE B FARREMSHE 2 R4 # .,

java-home RIBRARI BN TR -

BIFRA JDK JRE
Solaris/Linux ~/jdk1.8.0/jre ~/jre1.8.0

Windows C:\jdk1.8.0\jre C:\jrel.8.0

F  ERRBHERA (~) 2VKRIE Solaris, Linux 3% Mac OS X2 ER4MLFEIA »MWER %,

JRE Z%H %
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authentication (5153 i)

The process of confirming the identity of a party with whom one is communicating.

BINS AR RRP—HTEHD,

cipher suite(% B EH)

A combination of cryptographic parameters that define the security algorithms and key sizes used for authentication, key
agreement, encryption, and integrity protection.

B MBESHNAGRKELNREELZNBHKXD, ATFEMDRE. BHHE. MBENTEMERE,

certificate GGE$)

A digitally signed statement vouching for the identity and public key of an entity (person, company, and so on). Certificates
can either be self-signed or issued by a Certificate Authority (CA) &€” an entity that is trusted to issue valid certificates for
other entities. Well-known CAs include VeriSign, Entrust, and GTE CyberTrust. X509 is a common certificate format that
can be managed by the JDK's keytool.

BF L ZNERARS R — DR ENEHHAAMALE,5%), B AURBLEHEB—DIEH ML IAM(CA) K%, iE
3 BirBAEH MM AT LUEENENGEM., A FTEXR CA &3 VeriSign,Entrust, #1 GTE CyberTrust, X509 it 3 2—FE 1,
B, AT LR JDK B keytool B,

cryptographic hash function (INZE&ELFIEREL)

An algorithm that is used to produce a relatively small fixed-size string of bits (called a hash) from an arbitrary block of data.
A cryptographic hash function is similar to a checksum and has three primary characteristics: it is a one-way function,
meaning that it is not possible to produce the original data from the hash; a small change in the original data produces a
large change in the resulting hash; and it does not require a cryptographic key.

ER—NEER BT MERBEES = £ — DA /DR D B ERNEIFRIER(FR A I0F). INEERTIRER £ BT — e,

BFENEERFLER—MEARY, IBRECET TR > ENRBEIRRS, — NN T RIGEE > SRRV E = £8
B ETRERA.

Cryptographic Service Provider (INEAR 4 1t 5 75)

Sometimes referred to simply as provider for short, the Java Cryptography Architecture (JCA) defines it as a package (or
set of packages) that implements one or more engine classes for specific cryptographic algorithms. An engine class defines
a cryptographic service in an abstract fashion without a concrete implementation.

At 5 #54 £ 5 75,Java Cryptography Architecture (JCA,JavallB AR E M) BEEL A — M E(FH —LAB) R — KL DE|
ZrRENMBERE. —M5IBLELT —NMHIKNARNTEEERZ ANMZR %

decryption (f2%)

See encryption/decryption.

KB FIE 3L 10
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R EBINE /AR,

digital signature (#{F% %)

A digital equivalent of a handwritten signature. It is used to ensure that data transmitted over a network was sent by
whoever claims to have sent it and that the data has not been modified in transit. For example, an RSA-based digital
signature is calculated by first computing a cryptographic hash of the data and then encrypting the hash with the sender's
private key.

BEHELT I FE44. CATHRRBENL LanFRRRg 226 FERRBIBEE4HIRBPREHENR. Fin,—
METF RSABF 4 A+ E Eh i+ BEESEF0EIE A E B £ £ AT N85,

encryption/decryption (INBIFEE)

Encryption is the process of using a complex algorithm to convert an original message (cleartext) to an encoded message
(ciphertext) that is unintelligible unless it is decrypted. Decryption is the inverse process of producing cleartext from
ciphertext.

The algorithms used to encrypt and decrypt data typically come in two categories: secret key (symmetric) cryptography and
public key (asymmetric) cryptography.

MEBM i P ERE 2 NEERE— PN RISEREIX)# 4 % aER(BX) RIECERBEFR L AEREFT RN, BH
2 MBS BRSO i 72,

BERTMENRBEREEREE A £ BHIR) BN R4 (R ) IN#.

handshake protocol (BF i)

The negotiation phase during which the two socket peers agree to use a new or existing session. The handshake protocol
is a series of messages exchanged over the record protocol. At the end of the handshake, new connection-specific
encryption and integrity protection keys are generated based on the key agreement secrets in the session.

wEmn R, A NEEFHRBEAFTNHAANSE. BFHIE—RINR KL HAECER, EBF LSRR HHVEE
B BENENTEERF BANERZEETREPHNERAHEESA.

key agreement (2347 1h78)

A method by which two parties cooperate to establish a common key. Each side generates some data, which is exchanged.
These two pieces of data are then combined to generate a key. Only those holding the proper private initialization data can
obtain the final key. Diffie-Hellman (DH) is the most common example of a key agreement algorithm.

—MRAEENTEREIL— P HENEH, B—HERN—LEHEF TSR, SEATMRERLAER—1TEH. RER
LERHEELANRADNBCEET AR SRENE. Diffie-Hellman (DH) 2% 4 i BIERE LWW¥O

key exchange (Z5443Z4)

A method by which keys are exchanged. One side generates a private key and encrypts it using the peer's public key
(typically RSA). The data is transmitted to the peer, who decrypts the key using the corresponding private key.

BARHMN—FEE, —HERME FERGENRANMBERERZRSA), BiEEHE I Fin, ERELNAERBI B
Ao

key manager/trust manager (%4 EERIETEES)

KB FIE 3L 11
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Key managers and trust managers use keystores for their key material. A key manager manages a keystore and supplies
public keys to others as needed (for example, for use in authenticating the user to others). A trust manager decides who to
trust based on information in the truststore it manages.

B EEBNETEERER keystore FEABHNER, BHEEREE keystore FHRIBHEZEMM ARE LA BN, AFR
R ). SEEESRET truststore BIE BIRE # 2T LMEEM,

keystoreltruststore

keystore is a database of key material. Key material is used for a variety of purposes, including authentication and data
integrity. Various types of keystores are available, including PKCS12 and Oracle's JKS.

keystore @ —MUE AMWE AR, BEHAMHNEATEMELNAR SFEFH R EMEBIENTEME, B&MEEHN
keystores 7] A, 8#EPKCS12 # Oracle JKS,

Generally speaking, keystore information can be grouped into two categories: key entries and trusted certificate entries. A
key entry consists of an entity's identity and its private key, and can be used for a variety of cryptographic purposes. In
contrast, a trusted certificate entry contains only a public key in addition to the entity's identity. Thus, a trusted certificate
entry cannot be used where a private key is required, such as in a javax.net.ssl.KeyManager. In the JDK implementation of
JKS, a keystore may contain both key entries and trusted certificate entries.

— &3t keystore ERAIUD 4 & . BHFENIEEESZE, —MEHAXESE— N AN HIIERLA, METLLA
FEMMBENBEHN, HEZT,—INZEENESRERT SANGHNREENH, EIL, FEFERATGEELEEEMHARLE
B9, Eb 40 javax.net.ssl.KeyManager, JDK 5231, JKS,keystore AIBE R @& B 4A LB MAEFEie H K8,

A truststore is a keystore that is used when making decisions about what to trust. If you receive data from an entity that you
already trust, and if you can verify that the entity is the one that it claims to be, then you can assume that the data really
came from that entity.

— truststore B2 — keystore, fFRARREMH L RAFEE. WRIEM—T 2 FEBE2BREIE FE2EET ANRIREER
Nz R AR EFRERN, BLFRATURENEERBIRT &,

An entry should only be added to a truststore if the user trusts that entity. By either generating a key pair or by importing a
certificate, the user gives trust to that entry. Any entry in the truststore is considered a trusted entry.

—MNRBERERZM 7 EER R AL BB truststore, B ER—MEH B F AieH, /74 FizRBLUEE. &
EF 6 EPRRERZBEEA Y Z2—TEBENNEE,

It may be useful to have two different keystore files: one containing just your key entries, and the other containing your
trusted certificate entries, including CA certificates. The former contains private information, whereas the latter does not.
Using two files instead of a single keystore file provides a cleaner separation of the logical distinction between your own
certificates (and corresponding private keys) and others' certificates. To provide more protection for your private keys, store
them in a keystore with restricted access, and provide the trusted certificates in a more publicly accessible keystore if
needed.

B AENTRAM keystore X —MNEERBIFNBTHEE, A — PN EESREENEHFE,BE CAEE, FIEESAAER,
MmEE&E. FRANXHERE L keystore XHRE T —NEE L NOBENEZ £ K 5 B CHE 3 (148 5 FA4)FIH A
B H, # TIREFSRFIR FENESEE 5 9 BRHIA keystore B, FHEFTEM i IE T LUREE LA T35 17 keystore H
CEEEN

message authentication code (MAC) B E &P 15 X3

Provides a way to check the integrity of information transmitted over or stored in an unreliable medium, based on a secret
key. Typically, MACs are used between two parties that share a secret key in order to validate information transmitted
between these parties.

KB FIE 3L 12
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RET—HETEHEAEELEEEEMBEAE—NTIRMNN ANEN, B FRAAZEN MAC EEXEZ—1E4H
e s i X LI Z 7 BIE B 5.

A MAC mechanism that is based on cryptographic hash functions is referred to as HMAC. HMAC can be used with any
cryptographic hash function, such as Message Digest 5 (MD5) and Secure Hash Algorithm (SHA), in combination with a
secret shared key. HMAC is specified in RFC 2104.

MAC HHI 2 E TN EFIEREF 5 HMAC, HMAC o B FEMBINEEGIEREL, 0 Message Digest 5 (MD5, HRIFES)
# Secure Hash Algorithm (SHA, RE£#INER), & —MEEHZEE 4. HMAC 1£ RFC 2104 H187E,

public-key cryptography /A 7 248 IR

A cryptographic system that uses an encryption algorithm in which two keys are produced. One key is made public,
whereas the other is kept private. The public key and the private key are cryptographic inverses; what one key encrypts
only the other key can decrypt. Public-key cryptography is also called asymmetric cryptography.

MBERAERAMBEENERANER, —TBHZRLF. M3 —TEBEN. 2ANBARMNEE, - BANBERE 53—
BATREMRE., RFFEAMBBR Y IEFINE,

Record Protocol iz F 4330

A protocol that packages all data (whether application-level or as part of the handshake process) into discrete records of
data much like a TCP stream socket converts an application byte stream into network packets. The individual records are
then protected by the current encryption and integrity protection keys.

i ERAARE(LREF R cREF I EN—TD)4 T KBERNEELE, mE—D TCP RERFHINARREFFT
MEIM LIRS, BRI RYRBMBNTBERPFBEARE.

secret-key cryptography &4 1%

A cryptographic system that uses an encryption algorithm in which the same key is used both to encrypt and decrypt the
data. Secret-key cryptography is also called symmetric cryptography.

{FRMINBERNINE R R ERERMNEAEMBNER R, BAMBFRABTR A TR0,
session &%

A named collection of state information including authenticated peer identity, cipher suite, and key agreement secrets that
are negotiated through a secure socket handshake and that can be shared among multiple secure socket instances.

MERRSEERRGAEREAFEN BEAEANEAHE, IRBIREERTHNNIBBEFRHE TUESIZEE
EFeflzR =,

trust manager SEEER
See key manager/trust manager.

N BREEREEEES
truststore

See keystore/truststore.

KB FIE 3L 13
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. keystore/truststore
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SSL il ¥ i

Secure Sockets Layer (SSL, RELEEFTE)REM% L5 ARITZHMB L E R, SSLEALEEINE T ERBHEMLH
LZ2EF. AT N SSL MEAHEAMMER TR,

SSL Rt T — " RLMIBE iz TCPIP EREFRATMLBE . MRFATANTLRLERFEARHEMEREZ Y
##4E TCP/IP thildk. SSLAY L AREFHREAME Hypertext Transfer Protocol (HTTP, #BICA £ #hthil), X N2 E 5 MK
T hile HAth i FAFER, 40 Net News Transfer Protocol (NNTP, P37 £ thi). Telnet. Lightweight Directory Access
Protocol (LDAP, #2824 B %77 thil), Interactive Message Access Protocol (IMAP, E #1885 19 #0)# File Transfer
Protocol (FTP, 34 4 thix), R AT LAfEE A SSL.

I BRI R ERENZEEN FTP,

Table 3: TCP/IP Protocol Stack with SSL

TCPIIP 2 S
Application Layer HTTP, NNTP, Telnet, FTP, &
Secure Sockets Layer SSL
Transport Layer TCP
Internet Layer IP

SSL RHMEATIE 1994 F RKEE M RMRA REELE T RA—Mek. AEEFFELLR Internet Engineering

Task Force (IETF)i32%I R, IETF B4 % SSL 3 Transport Layer Security (TLS, {42 % %), 1999F 18 4HT7HE—1
MEMRAL.0, TLS 1.0 st F SSL MIRFTHRA 3.00RA 2—NNFH %, SSL3.0 1 TLS 1.0Z AMERZHMIM, TLS 1.1
ETE2006%F 48 % %9, TLS 1.2 7 200848H % #i, AT, X LEFMARAFAFMEE TLS 1.0 # SSL 3.0 —H T 2% H

SSL #hil & it 15
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H{AI{FEF SSL

Wit M M BRE R RA AN, HTFUTRERRA:

o RTBELRHREMATBN L HRENRIMFAALBL,  RNEPEATLUREBR AL ERETERR2BERNEZS (B
WA =P EE) iz, REFBREEFTRERCT HELEABKE.

SSL fRTREFHE, BREATE-NIENARNR BB FrEARNANSBRBEERs —AE— 1M FPRiztE—B
WHNERE, SSL RFET—IRFHERLAHMEB SR, MBERFZAHREIRE T il B RE -, i
BEEAMEA SSL SR NREBIIEE X2 EEF—IREM, XEBERECHIEPEIBLEBN. RLBIIENE
RTE=DiE A, BBIETEL,

AR BMRr IMEBE T2l KT AP ehzainEBaEst.

LFESHNRZAE—THALNER SSL BfF, EoFi45X%, hir2BENIN A RERIESRIIRA I HIR 528589
. B NREZEIZE— N EBRMIGFHFRHZSHA LR LIRGARNERAFSH, SSL ALURH#E » ik iR
5 BHNED. EERFRSFAE P IHITENRENED, 2 REMLRTZP ANBVEMEIX— K.

—BE PR 5 [EHAE T RIEHFH,SSL Bt MBEERERHEAMBETEL, 2ESHRER LNERFS3,
Bt EHMARRTIRRE,

RE SSL #RftHMH%iE. mAMBETEYE ETRM " FaEs® " lR%. Nonrepudiation (RA#E#i1E) RHKE—1
g‘;_:

K FE—FHERTET AL ELTE, YHFEHLUTINESEEERANL R o EEE a2 LLERE £ 2ig,
SSL AEEBRERAEH M,

H A SSL 16
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SSL #0{al T4

SSL REMMERERE —2, CERLATRNME L, SSLERAFERMBALRRMI DL NBAMERASHFL
BRBH A BURATEN, EIREEEMR SSL AT, R TIEMR X ENF iz,

ME L2

BaFHERENE L — I REBRBB =4 L0 A MEBEENABAZ AEEE. 2AHTLEREMAREERB 7
R BFANELE 2 T LOR i INF A0 i R 3 FRIBATT R0 2 iz B ek, MEBEEAE & NEERRAHEREAX)% 5 4 N
BERENX), MBENMBRENEEEML LantBiE a8 s £ BANBENAFEAME, TER @02 LR
@0

BAMBNATFRAMBE RS 2N —BBANERAIB A, —PEAR— N FHEERANEaBEARE R RPMEN
FRBBVEIE. MARGYIR4A R, R B EFBIA R LT FF 41

RFERAZAREMEGNBAFHTZ—HNE, NAEHE—ARSTEMAHTHILA ABREBRENQANES
M RAE S ERE— T i,

IE S ENER, FRETSMKT ZERNYE R FNAEE LT Alice #1 Bob , K& B =7 BIK & &,
Charlie,

BHAMERA

EBHAMBR A B, RN L Alice 71 Bob, [FRMERMNE A EMBMATEE, FEINFEHEIETLOE % % %2 8, Alice
#1 Bob MU AMAEE S, FEMNFRTNBMBERNZSE XN 52— B,

BANEBERAN— DN EZ A NAFREEHARM—AERE 53—, BRABRTAFREE 6. NIREABHMER
R AR M A41B9EUE, 0R Charlie 3 1837 17 fth 1189248, 782 Charlie FAEEERERM Alice 1 Bob Z g # HMEAEE B,
Charlie Tz "ATLAE 2 Alice #1 Bob B9SH 2, B b th 7] LUR At 2 Alice E[@ Bob % XINZEHIE. Bob HAKEZHRERE
Charlie, 2 Alice.

—BRERTBADEN A RANBEAZRZ—TANMENTIE., EXRHAFHZESMFEMEFENERER S RE, K
ZEAHRE— SSL & R RERABAMBER AR L EBEEIE,

BAMBR AW 2 #RINE,E % ERABRNEARMBEERE AFTRAMNMEE A MZEEEE Data Encryption
Standard (DES), Triple DES (3DES), Rivest Cipher 2 (RC2), #1 Rivest Cipher 4 (RC4)

RIFEAINE

RFBANBHRER DDA — DA RBREAD X 7 8. NATLOET ATFML % & MALARHEE—HTHERE, 2
AMBANFRZERN, — 1 RATNE, 53— TATHEE.

2% Bob 8% E—MEHE Alice, MhERAAHME. Alice E—PNAHM— N4, AR wBIREE— N T 28t
RGN 4A #44 Bob, Bob FA Alice BIA4ARINE 4 Alice SHER. Alice HETlaE AwIFA{A KR 2 H R,

INE Alice {8 B CHIRLAINEH B3 % 520358 24 Bob,Bob T LA R IR EIRMEIESE B Alice ; 05 Bob ATLLA Alice
B4 FRER R, ) 5L BRZOE B — EE =R Alice wetIFh A INE, FFE R A Alice & Alice BIFA48, 19 fi 2, (BT AEB AT L3 B
MHER R A Alice IAHARATHN, REZXMHRAAFRENFIEES BCRBTHFTLENER. BFEERAHESH
B— A RERD, AT SSL & £ HSR 4 s 1T H % iE. HEESISNB T AR EHNBFTEE,

NFFELAMBHRIEFR A asymmetric cryptography (FEst#RiNE) &4 ARMES B TFINENBEHE, A5 SSLH—
ZZMFERA LA B EEZ Rivest Shamir Adleman (RSA) 8%, 5 —" Diffie-Hellman (DH) B3AF FF SSL B4R

SSL 4nfa] T{E 17



(ISSE & 5FE) W SChHaE Koz ol

Ho RAEPMBZTERENHEFRUSRIEE LIS, FIbBEE R TME/NRNEE OFA A ENERIEEE,

b B MBI AT A N

BAMBHATEBAMBEEB R RIMRR. BHANBRA, JURENBENFZERE BB TEENAB L ALZHRNERE
B EANT AR, AFRANE BAREFTZ2— T8 EATEELAREN BREEATMENMBRELY
BEREAENTE FIIFEERE,

RAAIEPR

NAEHRBT —NRENTE, EIENTNBHRERELTEH. DFEH, BETLUTER : AR Charlie ¢l & THED
BIN4AFIRASE, MATLAshEEM 2 Alice 3% 2% /24A % Bob, Bob $¥8£455 Charlie 5&:f, {EBob &k 4 b 2R MAVEEE 4
T Alice,

— N B ALUBA A R— TN EREYT N #FRBR, e2H— MBS EERNE R Certificate Authority (CA, 45 47 4 Hl4#)
£ H, FRESMDHRH. CAN—NMEBEHNAL, TUEE—IRiEA, 3 TMCAFHEE—DirH, LARESMDE
B, —B CAMAT Hix A\MMBRREARMAR, 1 CARELEGES TENWERNE S,

RERir HEBEZLUTFE

o Issuer (%£17%&) : CARAITiEHM, WMRA FEECAXTHNES, HREHEERN, BB ILUETES

e Period of validity (%) : EH2ERNBEM, g HHERER, BL&sxMEH,

e Subject : SIEEHARMZEER,

e Subject's public key (Subject FIA48) : & HIREMWEEF SR Subject R4, REFIERMTE 24 THRERXD
BARIE M,

e Signature (£%) : iEHH CA#THFLLEML. EHLEEB2ER CATAMAQER, FHRRIPHENRE. BHR
Bt H L BH, TMTE SSL A smBUEFH &S, AL SSL A4 nonrepudiation  (RATIE#14E)

K% Bob RIEF Alice % EXTELNHIE PHIBFNHIAL, HILY Charlie th25mK Alicert, Bob AR 4 EMFEERL
Charlie

EBEPIHESMNES, HERESEN, B—TERBLRLEEN, T—ITEXMePMLNLHENE L. NRE
BEHEBIEEP, BLBNEMLA—NELHRR. #HRHRE—MEBHE— 1 CABES, B CAR—IEITIZEE
BN 397 & Wl —RREY, R CAREERREMES FintIE M 12k, WESSIE CAMNRLY. AFMEAXNN CAS
$&VeriSign, Entrust, #1 GTE CyberTrust,

AN R PRI EL

ZIEMB IR, SSL BHE HAMBE R RERA/RIIENTENL, BMIEBFEL Charlie £IX Alice % X4 Bob HI#IE.
BAEIIEE L UT — MR, TENEHET,— MRN8 R 0N BE, mnS EEE R L NZEH
T, YBIREEHNBRIEHLE FRER—/NEFHS T —IE. —MNNR T BEREE RIS £ EXHH

To MABIIHETEERH. SSL 2EFANA NETIEEZE Message Digest 5 (MD5) 1 Secure Hash Algorithm
(SHA), SHA 2H U.S. National Institute of Standards and Technology (NIST) 2,

SHE LS

EERES (MAC) 2ELITFMEHRY, RTERET 1 EB4H. YBHEEHIETELBIINHLENEE, AEEIN
BB HR A — D HMAC,

IR Alice HEMIR Charlie 5% B LN 4% %4 Bob FEEE, 2oL+ E— N wEEM HMAC, FEIN HMAC Elk

BEREHE . RE, wHUERHZY Bob BHAMBMIMNT HMAC B3R, X Bob fEizHE, FHitHE HMAC, fimise
BENHBEAMEIBPESHKENR. EFEMASSL &, HMAC BB FINBEEIEL %4
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BFrL 4

—BMEHINGE—ER, X NI AL EEWRAMBEN, X NMBENBIIT Y BFELE L,

SSL {&F

M SSL BERT—1M& 7 mflk 4 28F2 AERR R, IMERMTMY SSLIEF, SSLEFSREUTNLIME :
Ly BB LEs

SSL R#EFHRF—IE FikSR4 B ANHE, BISERNESEN, BaEAR—AMBEENEA KD, TUAK
MBHIE. 2ESBGSREARBARKEEIIBANAEEINGES, URNEBEBIHE, & FintirRsHrL2aAr
EaEY, RiFEERATEZNESEN,

2NEIR 4 BREVED (i)

ESSL, e BREA%l, BESFESXBNG0F, EML, Fr—BaBiaRsR. VERSBRSGE 2 IHEAR
4 BRREZEREE & A HBIFBD,

A TiBA—NRFB[ETEFHTNALR, REB[AT FRRBELHES. MRIMiEHRBERE, BLE »im LUAER
5B EM0,

& PinfiR 4B RRER, RrtnERRNER LK —. fIM, 5RSA, & inEAMRAESRERSHHA

A, KMBEFHAER. FrinbRksss 2MENBLERS. RERSSTEEBTER, EyzBBmRENRsSH1AZ
INE % 5H R EY,

3. AR INEHLE
% pinfliR 4 2R E A LU I E—1NEHR. 8—0EE, tnBERsnBEBtEENEEFNE—T a5 mESINEEU

EHENWHER, FK+EMINEES HMAC, REtNERBANEEFNSE —SWHENEHERETREHEN
HMAC &, & 7 imfliR 4 assl A AR £ At MBS SE#TRE T,

SSL il

BI— 7 PIRHE SSLIEFH—1 B 2 REVE, XE2RXEMBEEEZE, B/rinfRsSZANEERKR. £7RHEES®

o

= Z

A1 THZEESSLEFRHHERNFI, RAEFLEER TR LEFEEZ optional (M) . B SSLIERMTA,

Figure 1: Sequence of Messages Exchanged in SSL Handshake
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SSL Messages

Client Server

1. Client hella —
al— 2. Server hello
-— 3. Certificate optional
~~— 4 Cerificate request optional
-fl— 5 Server key exchange optional
-#— [ Server hello done

7. Cerificate optional — -

8. Client key exchange —

9. Certificate verify  optional —

10. Change cipher spec —

11. Finished — -
-a— 12 Change cipher spec
~— 13. Finizhed

14. Encrypted data - 14 Encrypted data

15. Close messages ~-#=- 15 Close messages

The SSL messages are sent in the following order:
1.Client hello

Ering 2R B[0ER, @ERAEMANSSL, EXR/F—1MELEHIR, ©XF (WM TLS10ARXKXSSL3L) , BEBE
HHE R EEMBREENZ A KN,

2.Server hello
IR 42t 3 SSLE=MANRFNE SEH, & /IR SEHFHGIER L EIE » k.
3.Certificate (optional) 7 45

BR 4854 R ER Pl B SGE B A, ik P REBEMIRSFEIRHOHIE S TG, FLUES ML TLMRIRIES 2R, ILERER 0%
B, BESERsHFI MR FER,

4.Certificate request (optional) #t 4 % 3K
MR % J/MAE PR TERRIE, BLEARAE FinLIEEHFR. TERMEAP, X—HERRIHELE,
5.Server key exchange (optional) iR % 23 %47 3 %

MREHHAABERFTRUBATERRR, BREBAT FinLE—DRSB[BEHARRELR. 510, EET Diffie-Hellman
DOH)E=EMH, ZHESEkR 42389 DH 248,

6.Server hello done
fR%&2BERE FIMEL2THR T AT HEHR.
7.Certificate (optional) &

R4 ZB[/FREKEE P IHEGES, BLT/IHLXEHESBARS %S, ENRSSHFZAMHN—#,
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REDENAEMR 4% 5 BEFERE 2 IHAE S,
8.Client key exchange & » Bi43 3 4%

RB PIRERBTOE—INEHUBTFHHMBHER, 1t F RSA X, REE P NBERSSNAANBHHERFGH
EuiR% 8. BoEAETDH, 2HEESE 1M DH 244,

9.Certificate verify (optional) 7 45 35 3.

ZOHBRHE Pk, B /RN . RENRARARSFUTHBOGEFTRE ik, UEALESN, &Trimg
EMNEERERMBEBIRRATRT LG, SRFBAE P IHENRAMREZESN, ZR5H[eEES 1R IEE 7 IR,

10.Change cipher spec EINEM3E

& im g EE R ERIR 5 2R EEUy INERR,

11.Finished 52X

% pimtik R 5 SR E A S IF I LR ITRENEIEBE.

12.Change cipher spec BN M3E

IR %2R 2 EHBERE P IRER Y INBEER,

13.Finished 555X

R4 BERE P IREELIFTUATREMNBIBRET. X/ HE SSLIEFHEE.
14.Encrypted data INZ5 32

E P Um A0 AR % 254F A xt iR IN B & SEFTE client hello & server hello 3 R ER MBI HE, HERE »IHRER 2 HE
Rt BPLEIRSBNTH, BFEIUEXNHEERHE. #BELTH.

15.Close Messages * {38 &
EEENRE, 8% %E— close_notify EER BN SimEEREN T,

IR SSL il ERHNSEBRE, REXLESHENTUBMATHRNSSL 2. R7F SSL 2#SHAAMEBEF
SREVEE MR E,

BREF (BEFHHE)

—BIGiEFRK, wRBRFEERS, EA—AHTLUREN g FNEF. —NrAEFTEFEFER— T ERANMNE
B FrRxpRE SEFE TR SLAEFTERRERIEE P inF 0.

FAERRA, FNEFEEAANMEREHR#ITHN, FEE-THNRERIZE, »RABENEFERRX4H,
B ARFIUER TSR — o — T HNEF :

e SSL Socket.startHandshake()
e SSLEngine.beginHandshake()

HER, EXREH L BIREETE 2009 F4#E 4 . HhilF] Java SE Iz AR IEER M, BLE!
Security (TLS) Renegotiation Issue

DIII

1, #&FTransport Layer

BaEMsBSaiEsArix
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SSLITLS il LT —RIIBAMBRIUR L ZRIFNEE, AN, ESEHNEREEY ARl2BEMZENTL 28, 4l
M, MRxBF—NELESES, MizsARFEEREZZAFRAFHD,. MR—NOEEMBNEGBEP, BLEIEHN
ERAFRABERRIR P, LEA, SSL/TLS il NEE BRI B 7 LR AT HAE % 20, MR EFEHEMALEERT—1 &
BRI Em, B RENEREETEINEEMBRYUESNE R b, B 22BNy 2ERH.,

FIF R4 SSLSocket #1 SSLENngine % MyeHR, R %% & 27E & FEMBUERIRE EHE, SSLSocket #1 SSLEngine # FH
ki URL FREN SRS e PR ENERE LA, MBEMERBLL, W— 5 ARF AL HERN URL FT & 25
Fﬁo

W80 HTTPS(HTTP Over TLS) BB X A%, & BARRFEAILUER HostnameVerifier BE2A HTTPS EHLAFRAI,
E%{E8 §, HitpsURLConnection ,
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JSSE % #f#ENO

H T REMBE, HEWHYG EA SSL, £ JSSE API, ifm % i 2SSLSocket #1 SSLENngine, 1£E 24,
SSLSocket #1 SSLEngine MEE  B2iRiE #IFER. B TEMNXFE, @27 AHHNHNE,

Figure 2: Classes Used to Create SSLSocket and SSLEngine

Key Material Key Material

KeyManagerFactory TrustManagerFactory

KeyManager

TrustManager SecureRandom

S5LContext

S5L5erverSocketFactory I S5LSocketFactory I

SSLServerSocket

—accept()

S5L50cket

55L5ession

S5L5oc ket

SSLEngine

JSSE % f# 0

BTFaE
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B 7E L JSSE

H % sL JSSE
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TLS E¥Tth7E 9 3

TLS R4 19 2
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PR IEFE B F RIS HF
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Kerberos® s E {4

KerberosZ £
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A Keystore 1% (PKCS12)

A Keystore 1% (PKCS12)
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(=Rl

TEEF T 2E5K8RA :

MARLR LM Socket # % T 2B Socket
247 JSSE R~ 3

{8 FA JSSE 4] Keystore

/8 SNl B

gl
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kY4 (] I
A Z 2/ Socket # H ZEHI Socket
A 5 IRALARA 52 B F 3 35t BRRN{A{E B JSSE TR 2 M Socket £ %44 2 T2 M Socket #3%, AF R SHEAERS
Java SE 6 Network Security (Marco Pistoia &) .

E—PIFR2%E SSL 8 Socket £BI"MITRHINK 2, ATLUERARLZLR Socket % BE »IHHIR 5252 @ MBS, LLR=AR2
1EEF SSL B Socket 5z 5" £ RIFIF 4 T &K

%8 SSL B Socket 523
THEHRR4HHNE #IREITRE socket £,
E— Java 2F S, EHIR%22FE »imfER socket X H, EIT socket i £ 2T :

import java.io.*;
import java.net.*;

int port = availablePortNumber;
ServerSocket s;
try {

s = new ServerSocket(port);

Socket ¢ = s.accept();

OutputStream out = c.getOutputStream();
InputStream in = c.getInputStream();

} catch (IOException e) { }

%= pimfEF socket KGR 4258, K25 BUT :

import java.io.*;
import java.net.*;

int port = availablePortNumber;
String host = "hostname";

try {
s = new Socket(host, port);

OutputStream out = s.getOutputStream();
InputStream in = s.getInputStream();

} catch (IOException e) { }

{3 SSL ) Socket 523l
THEER 4 SEMNE # BRI R 2 socket #15,

FFAZL 2 Socket 3% 4 224 Socket 35
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E— Java 2F S, EHR%BHE pinfERET LM socket TH, EIT socket @i £ B2 TS :

import java.io.*;
import javax.net.ssl.*;

int port = availablePortNumber;
SSLServerSocket s;

try {
SSLServerSocketFactory sslSrvFact =
(SSLServerSocketFactory)SSLServerSocketFactory.getDefault();
s = (SSLServerSocket)sslSrvFact.createServerSocket(port);

SSLSocket ¢ = (SSLSocket)s.accept();

OutputStream out = c.getOutputStream();
InputStream in = c.getInputStream();

// Send messages to the client through
// the OutputStream

// Receive messages from the client
// through the InputStream

catch (IOException e) {
3

PimfERREM socket XS5MR 4358, RBZEWTF :

FFAZL 2 Socket 3% 4 224 Socket
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iz {7 JSSE R 73

% JSSE /RFIFE R 5t BAgN Ml 5 A JSSE F :

WE—IE PR — R4 B ANTESERT iR
BIE—N HTTPS Wb £k

fFA5 RMI Z238B(E

#5388 SSLEngine {#

YEERTOAND, #HERTARFNENRRTNEFERISSE. ENMBEFATR%iTHERN EBERF.

I BURLBES RIS 2NEE, RAUBRFRETEERENRELED, SR THWRER, EAMDO  BIEETRE
TR, NRERRERFAA javax.net.debug REBMY, MEBIELZHRE. A TNZHAERAXER, #SH
A% SSLITLS %%,

7k B 0] LA BRI 2

ABAROIR AT RO ENRE—B 2HHRAFE 2. BRzaEUs BRATHNSXHMXAIHRIIR, &7
ERRE T — MBI —NZIPS, RS 835k BT A BRI 2B H.

LUFEO R T =B, MTEREZER, #3HREADME. ST,

T 3B » imF1AR 428 2 A IR £ Socket i
1 samples/sockets B & FHIRBIFRRF 568 7 02 BE » ik FIAR 4 25 2 A B9 2 socket & 3.

L THAE P InfERr, TS AR 43S HTEE, flafEme Web k435, RIS RAEIR 4285125,
ClassFileServer X H, EALLEZEIR— DML P ARBOVEELE TROE »infR 4S5 08F, BAIUE—&8VESL,
{ERBFARMNLIHEOPEITE R,

FiE samples/sockets/client B % T# SSLSocketClient /=f5l (L& Sample Code lllustrating HTTPS Connections HRgEiRk#Y
URLReader ) AEL5 ClassFileServer i 1T, Running SSLSocketClientWithClientAuth with ClassFileServer #5f 7 g04a/{#
x5l F, =t ClassFileServer i % {924 %) ¥ iz T URLReader, SSLSocketClient, %

SSLSocketClientWithTunneling,

MRE #NANR&SE2 A BRELIEPLET e E (B2 FERAM%AR 4255 ClassFileServer) , REAREHNERERARZH ¥
EMFRRETE truststore (EETHEIRE) . B0, ClassFileServer {f— % #testkeys B keystore 85 A TF localhost
#1T SSLIEFHIT4A . testkeys keystore B EEHEREMI samples/sockets/server B %% ClassFileServer J&, fIRZE /i
T EHE] localhost 7E truststore Fst mRIA4RE S, FR~ ERIiE4i%. —EZFEMsamplecacerts truststore (&
localhost 9248 F05E 4) , IEMNFE T — % AT,

[

BIROIER, CE—NRENE PR 432 Ay, BNFERRERNESXXH (truststore) TR, F&E 7
SRR 428725, 1R {5 samples B %Mt 3 X4 samplecacerts, HA % $ XEHFRAE P iHtREBHTENR
it, ZXHEET A EBAN Certificate Authority (CA) 88 JDK (7 cacerts 3X ) BJie+, i1 E—15 ClassFileServer
BiRat HE P inTEE% it localhost B3t 45, Classfileserver fEF @& T localhost A48 #I keystore, ¢ 5 Fsamplecacerts
B4R,

# T ik samplecacerts X iR A & »imFlAR 428, R LUE© & HIEljava-homellib/security/jssecacerts , Efp& %
cacerts, FAERNE java-homellib/security/cacerts X, SHRIE java e FTHRNMU T AT & »inHik 53 ¢

i 1T JSSE Rl #5 37


https://docs.oracle.com/javase/8/docs/technotes/guides/security/jsse/ReadDebug.html
https://docs.oracle.com/javase/8/docs/technotes/guides/security/jsse/samples/index.html
https://docs.oracle.com/javase/8/docs/technotes/guides/security/jsse/samples/README.txt
https://docs.oracle.com/javase/8/docs/technotes/guides/security/jsse/JSSERefGuide.html#HTTPSSample
https://docs.oracle.com/javase/8/docs/technotes/guides/security/jsse/JSSERefGuide.html#SSCWCAnCFS
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-Djavax.net.ssl.trustStore=path_to_samplecacerts_file

XF java-home WEZER, BRIRELEH #.

% T it samplecacerts truststore &R, R LUERA keytool TEEIRE SHYE 5 RHIH,

INSRIEEM ) %28, 40 Netscape Navigator Sk BIIER| % 2%, 37 9 ClassFileServer s2flFRE SSL iR %28, ARF—xtis
ERFEAER, HETENES, XEREEN, AAS5THEF—EFANEE2E2EM, FEARBF MK, &ALl
BSYUAIRERE S, 2 AXSSLAR428, R izoRE x| 88, Ml K 2RA6 A 22 1 BIBRALRE S,

TR FIHEPRE, —DEMH duke it B BEEHNE FHPITH, A4AFE B 7F#1E samplecacerts X4,

iz 1T SSLSocketClient

SSLSocketClient.java 2R ERIMA @ B— D& i, FFH— SSLSocket % 3E— HTTP #RKAM— HTTPS BR 4254
Fio XANFEBHHE https://www.verisign.com/index.html B HTML &4 53,

RABETEIR M MG R FIER T2 TENER, TARKEFEI—PUnknownHostException, &% JSSE @it B K37 4]

www.verisign.com A EBEE, @B —NEUNE FinATLla TER Xk FERBERERE L, =~OEBF
SSLSocketClientWithTunneling,

iz 1T SSLSocketClientWithTunneling
SSLSocketClientwithTunneling.java #2388 T 10 52 s AXIERE & 55 o) — N R 2 web IR 4 23 EBA MG RF T BEITR

AR i Java RE B % B EHRIE:

java -Dhttps.proxyHost=webproxy
-Dhttps.proxyPort=ProxyPortNumber
SSLSocketClientWithTunneling

ERRIEAMSEEA -D e fE 2 A 89, webproxy &3 4 EHIRIE EHLHIZ R, ProxyPortNumber {F&REE MmO 5.,

RIS M https://www.verisign.com/index.html R EIA HTML JRE 4.

iz 1T ClassFileServer
T2 ClassFileServer & N3 {4: ClassFileServer.java # ClassServer.java,
i 1T ClassFileServer.class, EEEU TS
o UHOALIZIEARMEAMEROS, 30,5 7 LUE 2001
e docroot ®RnfR 427 LB & HP ST ERRMME, B0, 7ESolaris L, & T LUEA /homeluserid/(F 7 7R BIBRE
EJUID), T FEMicrosoft Windows R4 £ e LUEFR ¢\
o TLS B— M H#tBH KRR 4BEMEA SSLERE TLS

o true BE—MA®%SH RAR FinFHRERV AN, ZPSHARE TLS SHRXERELH

ER: TLSH true MSHE 4K, WRFZBMN, IRAZ NP HEEBMAZE TLS)XHIR 4 22 E R XA F M %, T oath
F 2R E, BRRAN—FH(E PR EXBASTLSHE, M 5 — MR 4 238) &8 AL TR E,

R 2R EE R GET i#KMIF R GET /path_to_file

FH ClassFileServer iz 1T SSLSocketClientWithClientAuth

i {7 JSSE Rl 5 38


https://docs.oracle.com/javase/8/docs/technotes/guides/security/jsse/samples/sockets/client/SSLSocketClient.java
https://www.verisign.com/index.html
https://docs.oracle.com/javase/8/docs/technotes/guides/security/jsse/samples/sockets/client/SSLSocketClientWithTunneling.java
https://www.verisign.com/index.html
https://docs.oracle.com/javase/8/docs/technotes/guides/security/jsse/samples/sockets/server/ClassFileServer.java
https://docs.oracle.com/javase/8/docs/technotes/guides/security/jsse/samples/sockets/server/ClassServer.java
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IRET LU FARBIFRR SSLSocketClientwWithClientAuth #1 ClassFileServer i& B 514315 i1 815, % » iHHIR 4 8B E 1, EF
Lliz 1T RBIRRFIER RS L ERIR— 1ML, HEMTUE—EH s LA AR LIRS DX SR ATEDZTE .
REBEE P IRFIAR 525, MATATR/E:
LM—E BN L imE O iz T2 ClassFileServer ,#1“iz {7 ClassFileServer’,
2.1 B — A ENM I L IHE O iz 17725 SSLSocketClientWithClientAuth . SSLSocketClientWithClientAuth EZE LI TS

o FHIMENBREIETEFE Az 1T ClassFileServer B35

o IHOE % ClassFileServer 15 EMHREMNIHEO

o requestedfilepath REASXHRIBE R MREMER 52810 R, R xS filepath S8, EMAT#H A GET 2@ —EF
D TFFEREITEN L L BNBRIER%E. BRHEROT:

"GET " + requestedfilepath + " HTTP/1.0"

SERCARATLUSTRE b SSLClient* i FARY GET 4 K R A A iz 1THY ClassFileServer

B8 HTTPS & ZEHRAIA =2

BAHANERISSE API Eiz FIREBIE, —MAER B —1 socket % #API IRFEERREBE #BAT
SSLSocketClient,SSLSocketClientWithTunneling, SSLSocketClientWithClientAuth (5 3%%%& ClassFileServer )7~ IT2F.

BHEMG £, 55281478 Java URL AP, {RETLAZR £Hb{EA HTTPS URLH L7 9 BB #F SSL webfR % 23@ 14 =X
I XUER java.net.URL %, XHRHTTPS URLARIEHZE LEH KA, BN 7 RSB E ML HEISSERHH
socketz H|API,

— AN URL 2 https://www.verisign.com,

BEEMZRAETEL A SHFEN HTTPS URL FIEH XK. JSSE RaiRM T —D HTTPS URL 3. EATEM HTTPS #id
2 #,i% & java.protocol.handler.pkgs system property @&, BXifmER,H5 ¥ java.net. URL % 3T#4,

BRI LLT £ JSSE I a1 Am N RAIERFERNEZ—D HTTPS &, XA PRBIFERF(URLReader.java
URLReaderWithOptions.java) £ samples/urls B .

iz 1T URLReader

(URLReaderjava /&R T A URL %35 o — 1M REMML, X MEFRHHEZ https://www.verisign.com/ B HTML R
B, BOAERT, HTTPS il LA EE T JSSE MEMA, » THERATRM M % BR4REM java.protocol.handler.pkgs HY
fi. ZAEDELANIHEHR,

INRIRIETE 12 1705 N3 R EEIRBIN 3, B8 L AR 47 % B https.proxyHost # https.proxyPort Rz B, Hl0, EFERNREE
Hl“webproxy"#£if 0 8080 L, &I LASE M java S LA T 4

-Dhttps.proxyHost=webproxy
-Dhttps.proxyPort=8080

A B ER Bk BRABEM, FA java.lang.System B setProperty(). 180, 4R AT LATEREIFERF S FE L TAT:

System.setProperty("java.protocol.handler.pkgs", "com.ABC.myhttpsprotocol")
System.setProperty("https.proxyHost", "webproxy");
System.setProperty("https.proxyPort", "8080");
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https://docs.oracle.com/javase/8/docs/technotes/guides/security/jsse/samples/sockets/client/SSLSocketClientWithClientAuth.java
https://docs.oracle.com/javase/8/docs/technotes/guides/security/jsse/JSSERefGuide.html#RunningCFS
https://www.verisign.com。
https://docs.oracle.com/javase/8/docs/technotes/guides/security/jsse/JSSERefGuide.html#SystemProps
https://docs.oracle.com/javase/8/docs/technotes/guides/security/jsse/samples/urls/URLReader.java
https://docs.oracle.com/javase/8/docs/technotes/guides/security/jsse/samples/urls/URLReaderWithOptions.java
https://docs.oracle.com/javase/8/docs/technotes/guides/security/jsse/samples/urls/URLReader.java
https://www.verisign.com/

(ISSE & aFa) W SCHHaE Koz ol

iz 1T URLReaderWithOptions

URLReaderWithOptions.java & URLReader.java 12 % R T E AT LSS i ik 3 40 AMEMISFRE FIIRAEBEE A EF 2
1Tt 9B EC

java.protocol.handler.pkgs

https.proxyHost

https.proxyPort

https.cipherSuites

& 1T URLReaderWithOptions , X1 F&4 :
java URLReaderWithOptions [-h proxyhost -p proxyport] [-k protocolhandlerpkgs] [-c ciphersarray]

E SR EBERF LIS ETE protocolhandlerpkgs S8MIFIKR A, %1 SSL BaEGBFRAI LG ST ciphersarray 541
BIRA 2 A FAES DR, TRENE S EM L e ABESSLSocket.getSupportedCipherSuites() 7535k EIH, EHHIEZTT
EXE SSL # TLS #hHL3E.

fREBZE— protocolhandlerpkgs 8, RBELREHEA— HTTPS il K E25 52 7, Oracle 1IREMEKAB—1,

IR IETE 2 TR AOE R EMRAIN 2, B EY A SEABENNKEBRD. A TBTUAEE-—IESEHFEIIR,

¥ B —MjIF 2 1T URLReaderWithOptions FF#5 & LI E 4L A0“webproxy 7E8# (18080t :

java URLReaderWithOptions -h webproxy -p 8080

RO SRR B — D RL2H RMI 5%

samples/rmi B % RRRGIK 25ER T A 6] B— %= £M Java Remote Method Invocation (RMI) %3, R"AKBEET
RMI 8941+, BEA& L2 —1"Hello World" ~EIER L L& F F F — N EHIR RMI socket T,

BXJava RMINEZER,i#5 NJava RMIX 1, X4 R 1EMA Java RMI #8XH Java RMI FIER2 R E M (E 2.

T~ #358E R T SSLEngine & A

SSLEngine % & ARFEF £ A # RIEMEM %2 /0 FiHEREE, MARIESSLTLS 2 B—MEER /0 MR (02 472
SSLSocket ),SSLENgine 4B T /0 #1258 SSL/TLSHIHE AR,

JORIATR, SSLENgine 2—MEAMAPLAEGHAERM, RERYU—ENMHRROIN 3, B BAEER. B—NERH

FRAER BT 110 FI&FR 19 8, F B XF T #% SSLEngine ik, B NMETE—NE L HHFF R~ SSLEngine Az &
Java NIO ¢|E—PNEARB HTTP/HTTPS iR %425,

iz {7 SSLEngineSimpleDemo

SSLEngineSimpleDemo 2—1M3E&E 4 2 895 BIER, XIFT SSLEngine BIR{E, AEHILT VO &2 Hm, & n AR
FalEm S SSLEngine st R Bid & §BIByteBufferst R # 1T SSLITLS SHER #MI R, £ —BHRELMITHAIESIZEN
B, FEBRTTMARL—NRLEEGEF), 5 ARRFEIBEH URIMMAXM5IZ,

SSLEngineResult 24t T KEMXF SSLEngine MHAIR EMER. X MOIFAERFER SR E, EHIET /0 IATRE
A, B RX AR —MRF AT A = IENBIF, BBt TFER SSLEngine FUEKTHREIEH B K.

iz {TEF NIO WAk % 25
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https://docs.oracle.com/javase/8/docs/technotes/guides/security/jsse/samples/urls/URLReaderWithOptions.java
https://docs.oracle.com/javase/8/docs/technotes/guides/rmi/socketfactory/index.html
https://docs.oracle.com/javase/8/docs/technotes/guides/rmi/index.html
https://docs.oracle.com/javase/8/docs/technotes/guides/security/jsse/samples/sslengine/SSLEngineSimpleDemo.java
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# 7 7O FA SSLEngine IREMREME, A E % T BRE AN APLIDIO MR AFREEL,

—N /O 1B FEAMAE m B2 £ A 7 #4288 NIO SocketChannel . NIO Bl AFLE % T &R java.net.Socket API &
BHA g M . SocketChannel Bi#+% TEMNZFEER, 81

o [HZE
o JERHZE
o JFMAZiti3ER

TREIKBIRET —DNEARM HTTP R 433, B R T 4% %1 NIO AP {Eth B R SSLEngine ATLLAR S| E—NREH
HTTPS fR 4288, lR&BAELE*HARE BEHE ZRFZ X HIIE AP

£B % T2— README.txt X, 148 7 IR %25 4 T I B MR ER 425, 7RSS B RN Bk, SSLEngine A
7 R A4 2 ChannellO.java #] ChannellOSecure.javas,

EREX— it s AR 52396 F EIE1E IDK H, {RATLLTE jdk-home/samples/nio/server B & H3#E],

i 1T JSSE Rl #5 41
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{# /A JSSE ¢ Keystore

{8iFH JSSE 4% Keystore
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